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1.0. ¥87T

ACR1555U NFC Bluetooth®)—43514(3 1SO 14443 55 1-4 EB¢ 1SO 18092 FRAZ(ES L. FEEAIN— R,
MIFARE®H—R, FeliCa™B—R, NFC 4R ISO 7816 A.BE C%E (5V.3V¢E1.8V) SAM h—ReY
/-ﬁ_ I\L/_Cb\ig-o

ZOY—H—5144(F Bluetooth®5.2 ZHEM RS> ILE— Rig¥ERYR— LTS i0S. Android™. Linux®.
Windows®REDZIEARL —T1 2 AT LICHIETES USB Type-C T/\A ATH D,

ACR1555U (4 450 mAh 3.7 VUFILA A EMEFWTEDZHERUET , sRIEOEERIAREA R I Ble(C,
320 LED 327 1 20T —%2E L TWE T, Ft 2 DORIVHENENICEM, @I e U Bluetooth®
REEREFIHIUET,

1.1. seSLBgEE

3 Bl
ATR BHERBEMHIGE (Attribute Request and Attribute Response)
DEP FT=AZTONINERRUT -5 IONIIVEE (Data Exchange
Protocol Request and Data Exchange Protocol Response)
DSL EROEIRFEFREICE DEIRARPR (Deselect Request and Deselect
Response)
psL ISA=ERERENSA—-HERIEZE (Parameter Selection Request and
Parameter Selection Response)
RLS BRI -2EHE)—-A (Release Request and Release Response)
WUP BRI T7YTEIREII4IT7vT (Wakeup Request and Wakeup
Response)
DID %4 ID (Device ID)
BS EvERRX(E (Sending bit duration)
BR EvMERASZ{E (Receiving bit duration)
PP JORIWINSX—5— (Protocol Parameters)

]l sCSElEEE
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2.0. ¥51%

e USBIINRE—-RA>H-TJ1-X
TII—h9—24>5-J1—2
CCID#EHL
o AX—-Mh—RY-4H-:

o FHEA>AH-TJI-R:

" SHESREN 53 kbps (1ISO 15693 H—R) HLU 848 kbps (I1SO 14443 H—R)
= NE7>THEEST. ACR122U MiB{EIERE(EIEA 5cm T9 . (9JDFLTELT)
*  |SO 15693 1—RHHh—hk

»  |SO 14443 A BLU B H—R. MIFARE®>!U—X. FeliCa. 5 94 TOITARTD NFC 54
(ISO/IEC 18092) HYR—MLTWVET,

. EZRBLIEHEEEE
»  HL3RD APDU HR—h (&K 64 KB)
o SAMA>H—JI-2R:
= 1D SAMA—RZOYh
= ISO7816%5XA DSAMA—RYR—h
o TNg-33> JOYSIY AH-T1-R:
o PCISCHAR—h
o CT-APIHYIR—k (PC/SC LOLAV—(c&B/\wi—2)
o MEINTVELIDHERS
o 3xI-Y—lffie]ge} LED (B, &8, FR&ED"E LED)
o I-Y-HlEuIEEDT Y~
o N5, F)\A X, Bluetooth® AT -4 Rz HIFH T BHRT>
o USBI7—ADIT77YITL—RYR-M
e Android™ 4.3 fED/\—-3>HR— N
o iOS tiPadOS 12 ZDRUBEDN-23>BR—

o LUTOMIBICERL

o IEC/EN 62368
o CE

PpC V2 E— NIZEH
2ACS &2 &7 Android 77 7' Z U fE/f
SACS Z#&41510S F/2/41Pad0S 77 77 Y 2 /H 75
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UKCA

FCC

VCCI

RoHS

REACH
Bluetooth® BQB
TELEC (HA)
Microsoft® WHQL
KCC (F3[H)

ISO 14443

ISO 15693

ISO 7816
PC/SC

CCID

WEEE

OO0 O0OO0OO0OO0O O OO0 O00O0OO0O0OO0

3.0.ACR1555U D7 —¥*F7IJFv

3.1. U-S—-DieE7 —F+7IFvH

ACR1555U
LED o 2Ag YT -
D 7Y 4 NFC7vrr ) >> NFC
EANT A
(3 PC ) ( (
Bluetooth 7>7F+
AN NFC IC
1. MCU
use . o (ﬁ} SAM
15— ﬁ
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3.2. PC/ISC RS/ I\E PICC B4V SAM BIDEE

ACR1555U h' CCID ORIV AERALUT PC ET—4@ELE T, PICC & SAM BID@E{S(E PC/SC FRARI(CHE

ISO 14443 Part 1-4
PICC Interface

BLTVET,
PCSC ACR1555 PCSC ACR1555 PCSC
Driver SAM Interface PICC Interface
USB
TUTTTTTTITTITUCIUITIO IO Interface
| | (ccip)
1
: |
; | PCSC Layer | !
1
: |
1 1
: it .
! |
i T=CL & T=1 :
ACR1555 | Emulation !
1
: ISO 7816 Part 1-4 |
1 + !
1
: SAM Interface 150 15693 i
! |
: 1
: |
= a
: 1
: 1
. 1

) _L ____________________________________________________________________________ Physical
Interface

SAM PICC
(Socket) (Built-In Antenna)

SAM and PICC

El1 : ACR1555U O7—F57Fv

T—bo—2EIRIF-TORI - 2999 - T —FFIFv([FIREBDTY
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GAP SIM
Peripheral | Access
Role Profile | Profile

GAP Peripheral
Bond Manager

GAP GATT
SMP ATT
L2CAP
HCI
Link Layer

Physical Layer

B2 : BLE 27OV -R5YY
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4.0. \N=RITIF7DTFHFL>

4.1. Eih
ACR1555U (& 450 mA OFFERVFILA A EMEERALTVET,

4.1.1. ®E
ACR1555U N\wFUDEAHINIIEEE. EBIEAD. USB. F/z(d Bluetooth E— RTEIREI> 7> MIIEHL T
FEETEEY,

4.1.2. NyFUFFiGEEE
JCyFUDFFEERSRE 3T/ A ADBERHRRICL O TRBOFET . £ 4 BIEERHTEC T, )Ny TR R OHEE

BT OLIIC
E-FK HETE D)\ T U5

BFE—FR 5.5 B¥fE * @
AL E-R 12 B5R % @
ATE-R 48 H

T2 HEED/ T ek

I ERIMAY-M—RICEHTERDFET,
(1) Bluetooth E—RT(&, AV—TE—REATCLU CGEGEEMNET .
(2) Bluetooth E— RT3, AU—TBEfE% 60 FEEEL. 1 HIC 10 BIOREEIZEIL, EO 1 DEIRIET S,

4.2. Th—by—2R

ACR1555U (Z. Bluetooth TFN\A 2 E1—IBLUVENAINTINAZERTIIIUFT,

4.3. USB
ACR1555U H* USB ARARICERLLIE USB #TUT PC IR LET

4.3.1. BENFTA—H—

ACR1555U (& USB 2.0 #84& 2.0 ((IE2T USB 1>49J1—AmiBU T 1— L iEHatEsILE T, USB 3K
E-REYR—KU. L= 12 Mbps (CRDFT,
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E> =5 HiHe
1 Vaus H—RC+5 vV OERZMHE
2 D- ACR1555U ' PC L ORI TEMES TT — 92X T D
3 D+ ACR1555U ' PC L DRI TEEMES TT — 925X 93
4 GND SEZROEELANIL

|3 : USBAVY—J1—RECHE

¥ @ ACR1555U h' USB 424971 —A%TUTIEULSHEBET B1e0b(C(E. ACS MBEDFTFINAARSA F2(E
Microsoft CCID CCID RSALDWVWINHEA VA N=ILFDHELHDFET , ZEEZIT/NAZARSANA A M=ILH
A RIESBLTIZE0,

4.3.2. IYRIRA>b

ACR1555U FECDIY RRA> M MU T, RAS PC LBIELET
Control Endpoint :&&&EHITEHE

PICC :

EP1 Bulk OUT 7RAKNPCH5S ACR1555U PICCA>A—JI—AICOVIRERETS (J\yhH4A X 64 )04
~)

EP1 Bulk IN ACR1555U PICC h'5/RAK PC [SEZIXETS (JIyhIA1X 64 )X1N)

EP2 Interrupt IN  ACR1555U PICC N5/RA K PC ([Ch—RIRRED AV E—S%IX(ETSD (\yhH1 X8/
1h)

SAM :

EP3 Bulk OUT 7RAKNPC H5 ACR1555U SAM A>4—J1—R(CAXRZIX(ETS (Jybhd(1X 64 )4
N

EP3 Bulk IN ACR1555U SAM W'SRAK PC (LGB ZIXETSD (JMyhF4X 64 XM 1)

4.4. IFIEMAY—-PMH—RL(25-T1-R

ACR1555U EIEEfALN— REDBIDA>FTTI—AN 1ISO 14443 FRAZITHERLL THN, ACR1555U DEFIHY 4
ez LI BIEHICVONDFIPREREB_EMMTHhNTVET,

4.4.1. WoxXREIRE

ACR1555U DX EK# (S 13.56MHz TY,
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4.4.2. K—=U>9

ACR1555U ([C A3 IEiEfAth— R BEICARHEUE T . COMEBE(L 1ISO 14443-4 D AL BA1TDA—R, Topaz
H—RK. MIFARE h—R. 1SO15693 h—R. FeliCa & NFC #J%&HR—NLE T,
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45 1=-Y—=A10H-J1—-2R

45.1. LED

LED 4>>4—4(4d. Bluetooth E—R., &R, USB £— ROREZRRIDHIEREINET., =& LED N
Bluetooth E— ROIREERZRRI BeHIMERAIN, (55 LED HT /A ADERIRER R R BIeHCEHIN.

IR LED BM\wFUIREEZ R R I BIehCfERINT. M PICC IRREZ R R I BIeHIfERINET.
E—R & LED A7—%5A KRB

Y—H—S15—-BIRAD

OFF Bluetooth 7/\4 ZERT L TULRL
USB E—R
= BGRHTE | I-T-ORTUSIHEREED (E—RRIV% 1 BT BE
/I[(LED1) (4 Hz) Hed)
DDA, ESHX
(0.5 Hz) FIAZADRTPI)EFE
=T Bluetooth 7 /\{ RIZ#E5T 1
NyFUFRELRT
) OFF U—4/515% USB DO TEIRZ G/
7 ’; ; "I'Z % THOBEN 3. 5V IDECT, USB BRESHVEFA
JI(LED2) .
PO JYFUBRERE (30%:K8)
(0.2Hz)
=UAT FeEH
A4 =T FTI\AR(CERENAD, FEEH
(LED2)
= OFF BIBEEAT
/(LED2) =UT AEEIRAD
OFF RF A7
B s o e e
EERT B AX—MI—RW -4 —EaHm/EEET
/I(LED3)
sUT A—RAEFIEL T, U=F - I REFOTVET -

#+4 : Bluetooth E—RT®D LED &F=

St L FREMN R SATT 5
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LED AF—4A
s OFF USB E—R
/[(LED1)
NyFUFRERT
OFF —415445(3 USB OH TEIRZHE/
I EMOBEN3. 5V EIDECT. USB EBEHHDFEA
/[(LED2) .
PO JYFUBRERE (30%:K8)
(0.2Hz)
=UT FEH
USB E—K AL>S5 =UT FINARICEBRMNAAD, FTTEH
(LED2)
e OFF B EEN Y W)
(LED2) =y 4] B EENEYND;
e OFF N—RIFTELRECT. RF AJ
//(LED3)
pEXG==V 7 ) AI—M—R)—H -t HEEFT
= =UT H—ROFEIEL T, U= —H OV ReFoTWET
//(LED3)
OFF N—RIFTELRECT. RF AJ

|5 : USB E—RTO LED X~

452 Y-
H—RR—U>4 | Bluetooth 35, 2U—TE— R, AR/ \wFU—REER 1 —HISBAIT R edlfENONET,

TH—184F

1Y -HNERIEE
1mEE—7 2. 0—RhEnizih—Rha Uz
3.USB E— Rh5 Bluetooth E— RADEINEZ (EVLWE—-TF)

2@\E-7 Y-F-NERIEGE. NyTIKERE
3EE-7 BIRIEHRUINC

Stk L AR FIRHISAT T 5
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45.3. KF>

ACR1555U (& BLE RIVEZRAYFRI>D 2 DOMIHHDET

E-RK RIARRE

BLE E—R
- (R7U> |¢gRd Bluetooth /1> ROWER
T KR 2
PC USB }& . e _
N uUsB E—R RHY BLE E—RICEIDEZ 3
JELES v/ RGRT NFC OEFEA>IT7I7171E
AYF T2
EL B RGBT A7
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5.0.\—=ROT75FH1>
5.1. Y=AH-5449—F—RiEiR

Fower Key short press

Power OFF Power ON

Power Key Long
Preszed
(=5s)

F

WO
YES
In ELE mode i
A
In USBE Mode

Y

BLE Long pressed
(=55)

B3 : U-5-315-E-R

Y—AS1INEEENT S, £ USB R— M DIBFIRRZARELF T, R—NC 5 VOBEMEHINZE, V-5
14(¢ USB E—RZEENLE T, IERICRENTDE USB T ROFHICIRDET, USB E—RIEEENTERN OIS
A U=4—/5445—(4 Bluetooth JO—RFvANE—REAV(CLET, Bluetooth E—RHS USB £— RICEINEEX
PNENDDIZE(F. I-T—3T /A AOEFEZHD. BUEEZANT, USB T/\1AZBHERIT2HENHD
9,
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5.2. D) —by—Ri@{E

5.2.1. Bluetooth E#J0—

T 52( Bluetooth MiFEHEIO—TI :

Bluetooth Start
~ (Reset/Power up) h
A l No
' Successful Connection?
Enable Service
e l """ TTTTTTY Yes -
' Enforce Encryption? —> Authentication <
l No
No ESuccessfuI Authentication?i
Yesl
Smart Card Operation Smag;&:}rﬁtfgﬁ;ar;tgog with
: Disconnect? <
Yes {
—| Reset | | Power Off |

B4 : Bluetooth &t J0—
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5.2.2. Profile €L Y33

ACR1555U (1 >4 —J1—RAZIXETBIHDT—HELTD Bluetooth iz fER I ALIICERETESNEAY—~
H—RU=5—TTF, 3 DOFvRIENUTIVY MEEDHRILAY —EZA AL TWEY, 1 DEOFrRILEIY>
RESR(CERAEN. 2 DEHOFvRILEIYY RISE(CEREIN. 3 DEOFvRILEH—REBRICERENET,

Iz, U=4—35149—h Bluetooth E— RDIHE . IRIEDHEEEB N KIRICIBINT 2. 58/ \y7UH —E2%E
FUT. RPUI 7 N4 ZADIREDON\yTVRREZBAILE T . BIMIRRENZ OIS, V-5 - FEDF oI
ZNUTRTVIIITNARGBRIUET  IRIFERGEICT 2, NyTU—h 3 DO —-TCHIFENTVET
RE+%5 (23.78V) (KERE (<3.78VE23.68V) BLUNYFIRL (<3.68V)

BR&IC. 1-HICZK00) - -DERZIRMIDHIC. hAIYA XENT N1 RIBHRY - EXNENENET,
COEREFE THRAMD, F@BT7TVT -2 OBRICIOTHHMBEN TEFT . [BROPICFETNES,
SUPINES, Tr—L0I7IED3Y, BLUT /A RENEFNET,

H—-EAX uuID 4T
00003971-817C-48DF- .
8DB2-476A8134EDE0 | ¥~ ReAR

. 00003972-817C-48DF- R
AN—bn—F 8DB2-476A8134EDE0 | - ¥~ FBE
00003973-817C-48DF-
8DB2-476A8134EDE0 | P~ gl
Bith 2A19 BEithk=
2A23 AT ID
2A24 RIF
‘ 2A25 SUTILFIN—
SRAC Pt
2A26 T7—LI17DIN->3>
2A27 N=RO17D)N->3>
2A29 A—N&FR
6 : ACR1555UBluetooth H—EX
B UuID ‘ NIRIV
DeviceName 2A00 06h
RE (U-5-549— -R7Y>y7 | 00003971-817C-
i 48DF-8DB2- 28h
J\1R) 476A8134EDEQ
BIE (RPUVIFNAR —Y—§—5 | 00003972-817C-
48DF-8DB2- 2Bh
A5-) 476A8134EDEQ
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=k 22 UuID ‘ MR

h—-Ri@4Ig3 (J—4H— —~<py>4 | 00003973-817C-
e 48DF-8DB2- 2Fh

ERAS PN 476A8134EDEQ
ABatteryLevel 2A19 20h
Manufacturer 2A29 19h
SerialNumber 2A25 11h
FW_Version 2A26 13h
ModelNumber 2A24 OFh

R7 : ACR1555U OY—EXJ/\>RJLE UUID Xwtz—JHZ <
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5.2.3. BEERE&EI7IIN
BIERBEI7IILHINROLICHNET,
BRI\ b+ 20V REY R+ BE+H1REE (14N +F7—=970v7 +FvIS L+ TIA b+

KEE (N
1h)
BAgA/ 1 b 1 {8 : 55h
Z0vhEwh 1 H—RZ0Ovk 00h : PICC, 1—RZOYk 01h SAM
& 2 £&(3 Datablock =474 =)L RBD/\{ hMEZRY
1RER 1 1REE
RZRDSUT LTI 1 RZMEILVIL — WERIET BEE(C 1)U NEYPT
Y—4—-519-37 1 Y—F =S4 H—MEFLVIL — LWEREIETREE(C 1)\ MEDT
WFUIN—
F—=570v9 N 7—4 (CCID [C—E3 2 Ayt —4K)
FIvIY L 1 Z0YRCY R, B&, IL—LFAT KANI—-FSAFIITINES . &
UF—4RAL>OHHtE OR (XOR) &
BTN 1 f& : AAh

5.2.4. )—by—=R@EOMIN

ACR1555U (3. FHEZEINITOMINEZZFRBUT, TIL—b9—2 A 2H—=J1—ATRPUTENT )AL E
{ELE T, COTORIIL. CCID IV RF v RIVEIEETF 7RI DFER(TATVETD

avUR YiR—bE—R AR
62h BASC FREEE RPUITINAR PICCERIAND
63h BASC FREEE RPUITINAR PICC/\D—-#AD
65h BASC FREEE RPUITINAR Hh—RORT—HR%ZEUS
6Fh BAS FREDA RPVZITINAZ | APDU 3t
6Bh BASC ERAEE RPU2IFINAA | Escape I¥R
61h BASC EREAEE RPUAITIAR | NGA—H—%FHTETD

]/8 : IV RI-FOE
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YiR—bE—R =ER

80h I RDE | U-4— | FATOvICHLTORE

81h P BEEE | U-9— | h—KAOYRATF—HRCHLTORE
82h BAS EREEE -4 NGA=E—(HLTDIE

83h BASC SREEE —45— Escape Y RICHUTOSE

53h A SREEA —4— | IS (L TOIEE

R LEI-FOIE

50h BA FREEA Y—4— N—RRFT—HR%ZBHIT S

52h BA FREEA Y—4— A)=TE-RICAZOZEHTS

+10 : h—REXITI-REIE

5.2.4.1. PC_to_RDR_lccPowerOn
A0y hEEHEL T, h— RS ATR 7R T,

T—=574=)VR
0 bMessageType 1 62h -
1 dwLength 4 00000000h | XwE—SMRD2/\A MDY X,
ZOIX> ROADY MESZHBILET .
2 bSlot 1 00-01h 00h : PICC
01h : SAM
5 bSeq 1 00-FFh | DNV RO~ RES
ICC FHDEE
OOH - BENEEDEIR
6 bPowerSelect 1 00h-02h .
O1H - 5Lk
02H - 37Uk
7 abRFU 2 0000h BUTIREVET.
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DAyt —>DIEE(E RDR_to PC_DataBlock Xy—> T, iR&NfcT 43Uty NEE (ATR) TY,

5.2.4.2. PC_to_RDR_IccPowerOff
PIOTAR=23> REEZF v 2ILLET

F—=574=)VR

0 bMessageType 1 63h -

1 dwLength 4 00000000h | Xwt—SORD/\A MOYA X,
ZOIN>ROZAOYMNESEHBILET

5 bSlot 1 00-01h 00h : PICC
01h : SAM

6 bSeq 1 00-FFh | XY RDI—4 >R EBS

7 abRFU 3 000000h BUTREREVNET,

COXvE—-SOI5E(E RDR_to PC_Parameters Xt —>T9d,

5.2.4.3. PC _to RDR_GetSlotStatus
IRIEOH—RAOY bOIRREZESLET

0 bMessageType 1 65h -
1 dwLength 4 00000000h | Xyt—ORD RN DY X,
ZOIN>ROZAOYMNESEHBILET
5 bSlot 1 00-01h 00h : PICC
01h : SAM
6 bSeq 1 00-FFh INOROS -T2 AES
7 abRFU 3 000000h BUTREREVET,

COXyE—SMIGE(E RDR_to_PC_Parameters Xyt—>T9Y,

5.2.4.4. PC_to_RDR_XfrBlock
ICC (T =57 0w %ERELET
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0 bMessageType 1 6Fh -
ZOXwt—>0 abData T —45J4—)LR
| o94X
1 dwLength 4 gggggfg?h X
T=ARAA(FUNLI RIA=NYRT
BEnEd
COIXR>ROAOYMESZHBIVLETD .
5 bSlot 1 00-01h 00h : PICC
01lh : SAM
6 bSeq 1 00-FFh INRD—T2RAES
IRTEFHX LTV CCIDs OV D1tk
AL LTI NIRRT BIEHIERUED,
7 bBWI 1 00-FFh [ COFUBICT OV DIFHERS %NS |
OHEARNYINIZ#. CCID (IT0vo%4
ALT7INIUET,
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4=V REUMLI> RIA—Y N THEHN
EnEy
TPDU L)L, RFU . = 0000h
%2 APDU L)L, RFU . = 0000h
Yi5& APDU AL :
APDU W IV> RTRIRFIHE T IS
NN EIZH/UET .
0000h
N>R APDU ACOIN> RTRIIAH &
T
0001h
YR APDU ACDIN> RTRIIAL
8 wLevelParameter | 2 - T.JROIY>R PC_to_RDR_XfrBlock
0002h
abData 7 —474— )L R(EHKFEICTY R
APDU %85%0L. APDU JYREFRT
(OF: 3-8
0003h
abData 7 =474 — )L RAIKR(CTY > R
APDU ZEriXU. &(CE5 1 207 —457
OvozBEU.
0010h
ZEM abData T =574 =)L R, XD
RDR _to_PC_DataBlock hi&&

APDU #ERIXUHET5
o CCID [OXfEenN37T—-4970v9. 7—4
10 abData - - (L ICC [C[ZDFF IXESnFT

(TPDU 3HELAL)

COXYE—SMIGE(E RDR_to_PC_Parameters Xyt—>T9Y,

5.2.45. PC_to RDR_Escape
SRS R T IR TS
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0 bMessageType 1 6Bh -
ZDXwt—>0 abData T—45J4—JLR
00000000- | PF1Xe
1 dwlLength 4| 000000FFh
T—ARAAIFY NI RIA—YRT
BINENE9
COIN>ROAOYMESZHAILET,
5 bSlot 1 00h - 01h | 00h : PICC
01h : SAM
6 bSeq 1 00-FFh IR 2ES
7 abRFU 3 000000h BUTIEREBEVET,
AR e . \
10 abData 55 - CCID (X EEN3T 457094,

COXvE—SMIGE(E RDR_to_PC_Escape XwtZ—>T9,

5.2.4.6.

H—RAOYPDINSA-ZERELET .

PC to_RDR_SetParameters

. R
T—9714—I)VR
0 bMessageType 1 61h -
ZDXtE—>0
00000005h | abProtocolDataStructure 7 —4%7J4—
1 dwLength 4 B WROYAZ,
00000007h | F—HRXAS(FUMNLIY RTA-IYAT
I&fENEFY
ZOIX> ROADY MESZHBILET .
5 bSlot 1 00-01h 00h : PICC
01h : SAM
6 bSeq 1 00-FFh INOROS -T2 AES

ACR1555U - UJ7L>ANZa7 )V

N—=33> 107
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TRIFEEENLETONIIOT i8S
_C\g_o
00h = T=0 JORJILIEE

01h = T=1 JOMILIEE

7 bProtocolNum 1 00-01h
FREDBEZREBU TIERCEVNET
80h = 2 #R7ONIILOIEIE
81h =3#RJONILOIEE
82h = 12C JONJ)LiEiE
8 abRFU 2 0000h BAUTRERIEVE Y,
10 | @bProtocolDatast A b ) A,

ructure it

T=0 JORILOFT—748iE (dwLength=00000005h)

Aoty  F—=5714-)IR

k

B7-4 — Fl — ISO/IEC 7816-3:1997 (D7 —
I 7 #A>TYIALT, YOvIL — hOZHE
REEIRLET

B3-0 — DI - ISO/IEC 7816-3:1997
hnF-JI 8 ZA>FTYIALT, R—L—bD
TR EIRUE T

10 bmFindexDindex 1

BO — Ob, B7-2 — 000000b
00h |
02h

11 bmTCCKSTO 1 Bl — 33 (b1=0: E#E ; bl=1: )

7 : CCID H'COEY M ERLET

2 XFEHBOEKRD B GuardTime. 1IFE & i
12 bGuardTimeT0 1 00-FFh | GuardTime (12ETU) (C 0—254 ETU%
BHILEY . FFh & 00h AEIL T,

T=0 DIFE WI H WWT ZESI B ED

13 bWaitingIntegerTO 1 00-FFh
nx9g

14 bClockStop 1 | 00-03h | ICC/OvEIEYR—b
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00h = JOY)%Z(EIEITBLEFFFRISNTVE
BA

01h = VOVESMEVEFICELEENET
02h = VOV ESHBVEICELEENET

03h = JOYESMEVEFEIEE VI
FEnFg

T=17O0RLOFT—4548iE (dwLength=00000007h)

A2ty  F—-HI14-)R KE

b <

B7-4 — FI — ISO/IEC 7816-3:1997 1
TN 7%A>7TYIALT, JOvIL— D
TIMREEERUET .

B3-0 — DI - ISO/IEC 7816-3:1997
hDFT—JI 8%1>TYIALT, R—L—h
ORI ERUETS .

10 bmFindexDindex 1

B7-2 — 000100b

BO — FIv Y A94F (b0=0 : LRC ;

10h, 11h, | pho=1 : cRC
11 BmTCCKST1 1 12h. 13h )

Bl — X#aF (b1=0: EE ; bl=1:
¥) 5% : CCID hCObEy M ERUET,

RETORERR (TO0Fv395/E 0
12 BGuardTimeT1 1 00-FFh | —254etu) . fBlX FFh TH355. &
BEREIN letu SRBULETD,

BwaitingIntegerT B7-4=BWIfE 0-9%8%)

13 1 1 00-9Fh
B3-0=CWIfE O0-Fh B
ICC /OvELIEYR—k
00h = JOv)ZEIE T B EFEFRIENT
WEFEA
14 bClockStop 1 00-03h | 01h = VOV MESMEVEHIELEENET

02h = 7OV EEEVFICELIEESNET

03h = JOVESMEVESFETZES WV EFIC
SV eE]
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15 bIFSC 1 00-FEh | 3Z3%aNf IFSC DAES
16 bNadValue 1 00h NAD = 00h Il HR— hTEFT

CDXvE—-SMIGE(E RDR_to_PC_Parameters Xy—>T9

5.2.4.7. RDR_to_PC_DataBlock

CDIN>R(E ACR1555U (L&D TEIEESN T, PC_to_ RDR_IccPowerOn & PC_to_ RDR_ XfrBlock Xytz—=
(CHUTDIHETT,

0 bMessageType 1 80h CCID "5 =470y X ELTVET,
ZOXAwt—>D abData T —4574—JLR
00000000- . N < s
1 dwLength 4 000001E7h DBA X T=ARXAUEUNLI> RI#
—YNTHSINENE T
5 bSlot 1 - Bulk-OUT Xwt—>HDEERIUTY,
6 bSeq 1 - Bulk-OUT Xyt—>hfEEEUTY,
{1f B EHEINAOVIEYRIFT -5
7 bStatus 1 - -
L>X4
38 B EEINLAOVREY RIS LS
8 bError 1 - Z—’i
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42 APDU LAJL, RFU = 00h

i:5& APDU L)L :

00h - J&& APDU H'cdIY> RTHIA
BLUPETULET,

01h - J&& APDU H'c®IY> RTHIA
BLUHET2.

02h - abData 7—%74—)L RHE(C
5& APDU Z#RiXU. APDU [6&Z#%
TUEY,

03h - abData 7 —4%7—4%71—)L Rhik
#E(CISE APDU ZERXL. #3507 —
ATOYIMFNTVET,

10h — ZED abData 74—JL R, JR®D
PC_to_RDR_XfrBlock (L AR
APDU Z#riXU#tlF3

9 bChainParameter 1 -

JiedN DT —H74—ILR(E CCID hBiRUTE
10 abData -
il F—4

Page 30 of 153

ACR1555U - UJPL AR Za7 I info@acs.com.hk

N=S3> 107 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

5.2.4.8. RDR_to_PC_SlotStatus
CDIX>R(E ACR1555U [CLHTIXIESN T, PC_to_RDR_IccPowerOff &£ PC_to_ RDR_GetSlotStatus (C
FHUTOILETY,
F—574-VR
0 bMessageType 81h -
1 dwLength 00000000h | XwE—SMRD/\A MY,
5 bSlot - Bulk-OUT Xyt—>HfELEU T,
6 bSeq - Bulk-OUT Xyt—>HDfEEREIUTY .
7 bStatus - 3% B ERORAOYRAT—HAL SRS
8 bError - {38 B TEOAOYRIS—-L SRS
HUE =
00h = 70y ENEH
9 bClockStatus 00-03h Oh = L WE(AEES TS
02h = HARRE(CLEFOTWLS
03h = REAMIAREICLEFOTULD
BEENTABZREBU TIFRENE T,
5.2.4.9. RDR_to_PC_Parameters

ZDIN > RFE ACR1555U [CLDTEESNT. PC_to RDR_GetParameters.
PC_to_RDR_ResetParameters $&U PC_to_ RDR_SetParameters Xyt —J(CUTORETY .

A2ty F=HI714-IR
0 bMessageType 82h -
CDXytZ—> M abProtocolDataStructure
00000005h | = _ 55 ) kX,
1 dwLength BUIE e e <
00000007h FT—ARAAUEUNLIY RIA—Y NTHEHA
aNE9
5 bSlot - Bulk-OUT Xytz—>HhfEEEUTY,
6 bSeq - Bulk-OUT Xvt—>HDEERIUTY,
{1 B EENAOVREYRZT—HZAL >
7 bStatus - 7\79

ACR1555U - UJ7L>ANZa7 )V

N—=33> 107
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bError 1

{1i% B EHENEAOVREYRIS LS4

bProtocolNum 1 00-01h

TREFEEINZIONIINOT —FHBIET
ER
00h : T=0 JORIILOIEE

: T=1J0RJLOMEE

T ROBEZREBU TIERENET :

80h = 2 ORI OIS

01h

81h =3 #HFIORIILOEE

82h = 12C JORIIUBE

10

Ak
Aicl

abProtocolDataSt
ructure

JORLT—HEEN 5.2.4.6 BbzCESE
<FEEL

5.2.4.10. RDR_to_PC_Escape
CDAYt—(E ACR1555U ([CLDTEESN T, PC_to_RDR_Escape XWt—(HUTOIRE T,

T=9714=IR
0 bMessageType 1 83h
ZOXAvtZ—>0 abData T—471—JL RO
00000000- RN . e < .
1 dwLength 4 000000FFh YA X T=ARXA YNV IY RIA—=NY
NCIgINEN T
5 bSlot 1 Bulk-OUT Xyt —>HDfEEREIUTT
6 bSeq 1 Bulk-OUT Xyt—>HhafEtRUTY,
{1F B EEINAOVIEYRAFT -5
7 bStatus 1 -
SAH
{31% B EEINAOVIEYRIS-L SR
8 bError 1 -
A
9 bChainParameter 1 00h RFU
AR
10 abData 5351 C CID p5ixfEanec—4

5.2.4.11. RDR_to_PC_Error
FIAZNELESILON Y RERMEULRE . COXVE—S(CIDIS—BRZRLET,
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F—874—IK K&

0 bMessageType 1 53h
1 dwLength 4 00000000h | Xyt—ORDRINAROYAZ,
5 bSlot 1 - Bulk-OUT Xyz—>HDfEEEIC T,
6 bSeq 1 - Bulk-OUT Xyt —>HDfEEREIUTY .
7 bStatus 1 - 3% B E®ROAOYRAT—HAL T RS
01h = FIWIYLIS—
02h =94 L7~
03h = IY>RIS—
o bErorCode L 04h = FFAIENTUVEBA
05h = REZEDIS—
06h = Z{E7-HICI5-H3
07h = J{ET-ANRE(CIS-H
08h = FREBRITOIZGIEBT S~
9 abRFU 1 00h RFU

5.2.4.12. RDR_to_PC_NotifySlotChange
COXYE—D(FIh— ROIRREZIBAN S BT/ FIC Lo TRITENET

T—9714—-VR KE&E BB

0 bMessageType 1 50h -
IRRE -

1 bmSlotICCState 1 - 02h = PICC h—FaUL
03h = PICC 1—F&d

5.2.4.13. RDR_to_PC_Sleep
COXYE—D(FR)-TE— ROIREEZBIN T DI —H 5L AL TRITEINE T

F—874—IVR K&

0 bMessageType 1 52h -
1 bParam 1 00h RFU
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5.2.5. &BGE

BEIES{ENMERNICROTVRIEE. ACR1555U (CHEZRTFT—4%0—RIBHIC. U-FI/IRNEBOLF1)FT(T
—H%RZEIRERZIFOLHIC. T YUY —/)U(F ACRL555U DRI 2HEITIMNENHDET,
ACR1555U (3B 22 ERALET,

BCGRIATZIHIC. FTORRESIRUTIZZN (S2TINEELDRVERADEHIC, FTORIRNITIVYS T\ 2%
HBELTULS)

TV TN A
IZ K> THRE

1 BAEVI/=ARA T
— V(R

VIZAAyE—=TD
Ex

FRREDJEE A > —
TkE

4. WEEGEA v —T D%
Z

Bl5 : FRELFIE

SREENEING BE. ACR1555U &5 —4H—)\ 16 /1 bty 3>+ —%24mK T 5.

TIANWNBEEIAY—F—F— (16 X T 41 4352 31 35353555 2D 41 31 20 41 75 74 68

EE : SRAMENRNE-ST 10 (10) @E#BZZE. V—-4H349(F0vIEN2h. ERTELRRNET,
SHICDULTIE, ACS EZIBHE(CBBVENDEZEL,
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5.3. PCSC API
COtI2aAVTE 7IVr—23>T09 332 O PCSC APIHIDWTERBALE S . 2N5M API OFEHICDVT,
Microsoft MSDN 54 J3UEIzl& PCSC D—99 )L — T84 MeSEBRU TIRE L,
5.3.1. SCardEstablishContext

SCardEstablishContext B#(3T —IR—RIEEEEITI VY- AIL—Sv DI TFA NI T BDIEH T

SHBUTEEW ¢ http://msdn.microsoft.com/en-
us/library/windows/desktop/aa379479%28v=vs.85%29.aspx

D PCSC 7923>% 32179 2H1(C. COREEZERITLTZE,

#define SCARD_SCOPE_USER 0

SCARDCONTEXT hContext;
int retCode;
void main ()
{
// To establish the resource manager context and assign it to “hContext”
retCode = SCardEstablishContext (SCARD SCOPE USER,
NULL,
NULL,
&hContext) ;
if (retCode != SCARD S SUCCESS)
{
// Establishing resource manager context failed
}
else
{
// Establishing resource manager context successful
// Further PCSC operation can be performed

11
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5.3.2. SCardListReaders

SCardListReaders BA#&{ERLT. AT LRNICIBESNH—RI—=99)—-TIALI>3>RADOH—RY—-4F)Z ~
=EBELEY (EEIEEHR) .

MG UBIN D — RU—5 =)L —TOUZ MARL T, BB ESNZIIIL—TARDH—RY—4F 20U Mk
9, R CETRVWIIL T O a1FEEREINE T COBBMRES AT ACHATEZ) ) - Thoy—4 -2k
aNFE9,

SR TEEL | hitp://msdn.microsoft.com/en-
us/library/windows/desktop/aa379793%28v=vs.85%29.aspx

#define SCARD_ SCOPE USER 0

SCARDCONTEXT hContext; // Resource manager context
int retCode;
char readerName [256]; // List reader name

void main ()
{

To establish the resource manager context and assign to “hContext”
retCode = SCardEstablishContext (SCARD SCOPE USER,
NULL,
NULL,
&hContext) ;
if (retCode != SCARD S SUCCESS)
{
// Establishing resource manager context failed
}
else
{
// Establishing resource manager context successful
// List the available reader which can be used in the system
retCode = SCardListReaders (hContext,
NULL,
readerName,
&size);
if (retCode != SCARD S SUCCESS)
{
// Listing reader fail
}
if (readerName == NULL)
{
// No reader available
}
else
{
// Reader listed
}
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Card & Reader Technologies
5.3.3. SCardConnect

SCardConnect BAZIHFEDIVRATO-3I>TFANAERL T, 7T -3 HEEOH—R)—F—(CEFN
BAY— M— REDBIDIEHRFEILET  SFEDY—F—F(EIH— R VNES, I5—Xvt—IHhiRENExd,

S TEE ¢ hitp://msdn.microsoft.com/en-
us/library/windows/desktop/aa379473%28v=vs.85%29.aspx

#define SCARD SCOPE_USER 0

SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Establish active protocol
int retCode;

char readerName [256]; // List reader name

char rName [256]; // Reader name for connection

void main ()

{

if (readerName == NULL)
{
// No reader available
}
else
{
// Reader listed
rName = "ACS ACR1555 1S CL Reader PICC 0"; // Depends on what
reader be used
// Should connect to
PICC interface
retCode = SCardConnect (hContext,
rName,
SCARD_SHARE SHARED,
SCARD_PROTOCOL_TO,

&hCard,
&dwActProtocol) ;
if (retCode != SCARD S SUCCESS)

{
// Connection failed (May be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful

}

11
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@ Advanced Card Systems Ltd.
Card & Reader Technologies
5.3.4. SCardControl

SCardControl B#(&. SCardConnect £z IEE(CFUH UIZ#. SCardDisconnect B3z EE (CIFUHEHT
FICODTEMUH ITeENTEEh— K- —DEEFIEEIRHEUET U-F-DIREEICHT I 2822 (L. HIfHT—
RICARFLTLETD,

SR TEEL | hitp://msdn.microsoft.com/en-
us/library/windows/desktop/aa379474%28v=vs.85%29.aspx

7 : Escape ANV RPOIVY REZD API ZEHU TGEET IR ENDDET
11 -

#define SCARD SCOPE USER 0

#define EscapeCommand 0x310000 + 3500%*4

SCARDCONTEXT hContext; // Resource manager context

SCARDHANDLE hCard; // Card context handle

unsigned long dwActProtocol; // Established active protocol

int retCode;

char readerName [256]; // Lists reader name

char rName [256]; // Reader name for connection

BYTE SendBuff[262], // APDU command buffer
RecvBuff[262]; // APDU response buffer

BYTE FWVersion [20], // For storing firmware

version message

BYTE ResponseDatal[50]; // For storing card response

DWORD SendLen, // APDU command length
Recvlen; // APDU response length

void main ()

{

rName = "ACS ACR1555 1S CL Reader PICC 0"; // Depends on what
reader will be used
// Should connect to
PICC interface
retCode = SCardConnect (hContext,

rName,

SCARD SHARE DIRECT,

SCARD_PROTOCOL_TOI SCARD_PROTOCOL_TI,

&hCard,
&dwActProtocol) ;
if (retCode != SCARD S SUCCESS)

// Connection failed (may be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful
Recvlen = 262;
// Get firmware version

SendBuff[0] = OxEO;
SendBuff[l] = 0x00;
SendBuff[2] = 0x00;
SendBuff[3] = 0x18;
SendBuff[4] = 0x00;
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aCs Advanced Card Systems Ltd.
Card & Reader Technologies

SendLen = 5;
retCode SCardControl ( hCard,
EscapeCommand,
SendBuff,
SendLen,
RecvBuff,
Recvlen,
&Recvlen) ;
if (retCode != SCARD S SUCCESS)
{

// APDU sending failed
return;
}
else
{
// APDU sending successful
// The RecvBuff stores the firmware version message.
for (int i=0;i< RecvLen-5;i++)
{
FWVersion[i] = RecvBuff [5+i];
}
}

// Connection successful
RecvLen = 262;

// Turn Green LED on, turn Red LED off
SendBuff[0] = OxEO;
SendBuff[l] = 0x00;
SendBuff [ 0x00;
SendBuff [ = 0x29;
[
[

SendBuff 0x01;
SendBuff = 0x02; // Green LED On, Red LED off
SendLen
retCode = SCardControl ( hCard,
EscapeCommand,
SendBuff,
SendLen,
RecvBuff,
Recvlen,
&Recvlen) ;
if (retCode != SCARD S SUCCESS)
{

]
2]
3]
4]
5]
6;

// APDU sending failed
return;

}

else

{
// APDU sending success

}
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Advanced Card Systems Ltd.
Card & Reader Technologies

5.3.5. SCardTransmit

SCardTransmit BI#R(IH —EXEERZAY— M1— RIOEETBHIC, FLFANY—MI—RIE5RENET —5%F

EIBrHIEMNTT,

S TEE ¢ hitp://msdn.microsoft.com/en-

us/library/windows/desktop/aa379804%28v=vs.85%29.aspx

E: COAPITAPDUIY>R (BD5 : MY ISNEA—RIGXETSIV R PICC @ PCSC A8 APDU
(B DIREEETE) ¢ PICC DERBODOILE APDU ZiX(ELFT.

1 -
#define SCARD_ SCOPE_USER 0
SCARDCONTEXT hContext;
SCARDHANDLE hCard;
unsigned long dwActProtocol;
int retCode;
char readerName [256];
char rName [256];
BYTE SendBuff[262],

RecvBuff[262];

// Resource manager context
Card context handle
Established active protocol

//
//

//
//
//
//

List reader name

Reader name for connect
APDU command buffer
APDU response buffer

BYTE CardID [817, // For storing the FeliCa IDM/
MIFARE UID
BYTE ResponseDatal[50]; // For storing card response
DWORD SendLen, // APDU command length
Recvlen; // APDU response length

SCARD IO REQUEST ioRequest;
void main ()
{

rName = "ACS ACR1555 1S CL Reader PICC 0"; // Depends on what

reader should be used
// Should connect to PICC
interface

retCode

SCardConnect (hContext,
rName,
SCARD SHARE SHARED,
SCARD PROTOCOL_TO,
&hCard,
&dwActProtocol) ;
if (retCode != SCARD S SUCCESS)
{
// Connection failed (May be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful
ioRequest.dwProtocol dwActProtocol;
ioRequest.cbPcilength sizeof (SCARD IO REQUEST) ;
Recvlen = 262;
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Card & Reader Technologies

// Get MIFARE UID/ FeliCa IDM

SendBuff[0] = OxFF;

SendBuff[1l] = O0xCA;

SendBuff[2] = 0x00;

SendBuff[3] = 0x00;

SendBuff[4] = 0x00;

SendLen = 5;

retCode = SCardTransmit ( hCard,

&ioRequest,
SendBuff,
SendLen,
NULL,
RecvBuff,
&RecvLen) ;

if (retCode != SCARD S SUCCESS)

{
// APDU sending failed
return;
}
else
{
// APDU sending successful
// The RecvBuff stores the IDM for FeliCa / the UID for
MIFARE.
// Copy the content for further FeliCa access
for (int i=0;i< RecvLen-2;i++)
{
CardID [i] = RecvBuffl[il;
}
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@ Advanced Card Systems Ltd.
Card & Reader Technologies
5.3.6. SCardDisconnect

SCardDisconnect BEUIHI(CHESISN 7 ST —3 3 b 9—Sy N - — DB AR T 93D T . »

SR8 TKIEEL) ¢ http://msdn.microsoft.com/en-
us/library/windows/desktop/aa379475%28v=vs.85%29.aspx

CORAEN PCSC 21> R BfehfERINE T,
1

#define SCARD SCOPE_USER 0

SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Established active protocol
int retCode;

void main ()

{
// Connection successful

retCode = SCardDisconnect (hCard, SCARD RESET CARD) ;
if (retCode != SCARD S SUCCESS)
{

// Disconnection failed

}

else

{

// Disconnection successful

}
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Card & Reader Technologies

5.3.7. APDU Difih

SCardEstablishContext

v

SCardListReaders

A

Reader Present

SCardConnect

A

Connection
Successful

SCardTransmit

y

SCardDisconnect

End

Bl6 : ACR1555U O APDU i
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

5.3.8. IEIERIV> RODFEN

SCardEstablishContext

v

SCardListReaders

A

Reader Present

SCardConnect

y
SCardControl

A
SCardDisconnect

Bl7 : ACR1555U EEIV> ROFEN
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(S Aduanced card systems L1
5.4. #E#INAY— M1—RI'ORIL

5.4.1. ACOS6-SAM B—KRaIYUR

ZOtI23>TlE. SAM ROV REHBILFE Y, CCID /RAMY PCSC API 2 SCardTransmit () (Zxd
J59% CCID Xytz—> PC _to _ RDR _ XfrBlock ZERUT. 1—RJ—4F—(Ch—R7RIZAMN —23>YOR
Fzld APDU ZIX{ETBENTEET,

3 1 ACOS 6-SAM XYY ROIRTDIEIHRE T TV —33>3— 2D TIF. ACS EEBUECRIVEDET.
ACOS 6-SAM UJ7L YA =17V EESRU TS,

54.1.1. F—%£m (Generate Key)

COIX R BEEN—ROIVUTINESREDRET —F2AVWTOESEZ4ERKL. ACOS 3/6 Fz(3fthdh—R(C
BAYRCET, RN RRITOBNEET,

CLA  80h
INS  88h
P1 01h 16 )\1 hDF—2ERK TS
02h o4 A NDF—ELERTS

P2 BHSEERTBHOIRI—ROBA ST YIZ
P3 08h
F-5  F-HAP:

HEODREAT—HIANA b+

SW1sSw2 §iBEA

69 86h DF Ki&iR

6A 86h P1ELLIE P2 EXD

67 00h P3 AELSELY, 08h TRIFNIERSEL

6A 83h IBESNEHELI—RY EF 2 ([CIZEDONDFEA

69 81h R EF2 (LO—RYA X, TrAIAILTRE)

6A 88h EF2 ARDHDEEA

62 83h IRTEO DF (ZOvJ2NTW3; EF2 BOvJENTWS

69 83h ERANY>AEE0TT,
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

69 82h TFIUTAEENBIENTOR

6A87h  EESNYRAY—F—(F 3-DES BES{LHR— ML)

61 08h IXRORDET . #5R%#18528C GET REPONSE ZiX{E93
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

54.12. F-7-958Ut (BLLIEO-R) (Diversify (or Load) Key Data) )

ZOON> NI, BEDBIEREO— RICEOT SAM I— RICEESALIRIFZRITI ¥ MEsEF I ANV RT—IANE
LT SU7ILESE CBC HIHAIRI NLZEDE T,

CLA  80h
INS  72h
b7 b6 b5 b4 b3 b2 bl b0 gy

c o0 o0 0 0 0 1 J29-RESc)

0 0 0 0 0 1 0  7HYshrF—(Kacer)
O 0 0 0 0 1 1 Ty R$—

0 0 0 0 1 0 0 H—RE—

P1
c 0 0 0 1 0 1 <+ %»—35BES(IZ (DELE
W)
0 0 0 0 1 1 0 wERINL
0o - - - - - - - 16 N1 bOF—
- S 24 h0F—
RAA—F—-DF5| :
Bit7: 1 =187F EF2 hOO-HILF— ;
P2 0=/0-/\LF¥— EF2

Bit6-Bit5: 00b - RFU
Bit4-Bit0: F—1>FTvIX

P1=1~4 DIFE. P3=8/16 (ZIJUXLN AES DIFE. P3 = 8/16)
P1=50%&. P3=0
P3  Pl=60DFEA.
P3=8 (YZX¥—F—0 Algo (¥ DES / 3DES / 3KDES)
P3 =16 (YX9—F—0 Algo (3 AES)

Pl =1-4 DBE. V547> M- ROIVTIES (algo i AES DIFE. T—
BNIIZAT> M h—ROITFNESFIISA T M- ROITINES(C
[0000000000000000 IHMFHNENE )

P1=50i5&. INRT—AEHHFEEA.

P1 =6 Mi%&. DES / 3DES / 3KDES / AES CBC O#FIEANT ML,

9L
I
a
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

HWEDIBEAT—HIANA b

SW1sw2 &xBEH

69 86h DF Ri#EiR

6A 86h hE-f P1. P1 (& 1~6 TRIFNIFRDFEA

67 00h R&-fz P3. P3 (X8 (Ffz(2 0)

62 83h IR0 DF f'OvIEnTuLWah., Fzld EF2 fOvIantng

69 82h TFIUTA MBI EINTLRO

6A 88h EF2 "EDHDFEA

6A 83h EF2 (EBEXAI—F-—NRINMEBA

69 81h 5N EF2 (FDB. MRL 28, —BM4EH W)

6A87h  IBTESNI KEY FREETERL

69 83h slBEaneF-AOvIEnTOEd
90 00h -y hE—HEREN. SAM XEYICEfREN TV

5.4.1.3. B84t (Encrypt)
COIY>R(E. DES F/z(d 3DES ZEAL TROVWITNHDSETT —9%2ES{EUET .

1. ACOS3/6. DESFire®. DESFire® EV1 /(& MIFARE Plus h— REDIB B ZREEFIEIC L > THYERRSE
n’:—_t‘yt/ﬂ\/#_o

2. EUELIZE (XZRDO-R) .

3. F—Zz—HEICHESIET 3.

4. I ETHEUELIT/\RD - RzEES{ELET .

5. 3F SMINURZEIEFELT. ACOS3 tF17 - Xyvtz—2>4 - OX Y REERRLET

CLA  80h
INS 74h
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

APDU 5488
b7 b6 b5 b4 b3 b2 bl b0 spg
- 0 0 0 0 0 0 - ECB E—R
- 0 0 0 0 0 1 - CBC E—R
- 0 0 0 0 1 0 - J,jpEMACE-R
- 0 0 0 0 1 1 - MACE-ER
-0 0 0 1 0 0 - ACOS3SMIVRAEETS
-1 0 0 1 0 1 - MIFARE DESFireBg2(t
P1 -1 0 0 1 1 0 - MIFARE DESFire EV1 &St
- 0 0 0O 1 1 1 - CMAC
- 0 1 0 0 0 O MIFARE Plus YR
- 0 1 0 0 0 1 MIFARE Plus &
O - - - - - - 0 3DES
o - - - - - - 1 DES
1 - - - - - - 0 3KDES
1 - - - - - - 1 AES

- - - - - - - - OIATOME- RFU

P 2 (Z. Load Key ¥EEZEAL T SAM ty MCOBI SN 282 RUE T,
1 -twsard—Ks Tr—4%ziE=1t9%
2 - BRI+ —Sc TT-Y%=IESkI3
P2 3 - —ERESHETT-92ES{ET5
0 - ENC (Sc. Ks) ZiR9

P1.b3 =1 F(F b5 = 1 DIFE. P2 (I 1 TREINERDEEA
P2 = 0h DIFE. PL (&0 FzlE 1 DLVITNMNRDET

P3 <128

P1OEYh 3 M 1 (CFLRC PLOEYR 5 A 1 [CHERBWVWEE

P3 - P2=1-3MiE5E. 8 (DES/3DES/3KDES) DfE#ZFz(d 16 /{1 b~
(AES) @128 )\(k

- P2=001%5. 0
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

T->7F AN
P2 b6 = 1 DIFE. T—IDITA—XYMIRDLICRDFET :
o T TFANT-HDERS
o DESFire h—ROIYY ReAYI-DEZ
e DESFire i—ROIYY REAYS—
o JL-—>7%Zb
P1=Alh. DIFE. BESEE Plus N RAHTY
e MFP IX>RMBIREIN> RDIZE . T—HDTA—XYMNE Command
Code (1/VfF) +BlockNum (2/4)\f}) +Value (4/){4K) TR
FNERDFEE A,
e MFP Command /' Proximity Check DIZ&. 7—57A—<v N
Command Code (1L/{1K) +PPS1 (1/{1F) TRIFNERDER
Ao
e  MFP IX>RNGZEHERDDIZS. T—5TA—<Y M Command code(l
JNAK) +BlockNum (2 /{4 ~)
e  MFP IXRNEEAHTHIHES. T—FIA4—XvMNE Command
code (1/VAK) + BlockNum (2/{1/)) +plaintext

gL
|
%)

P1 = A3h,

e ICCIC&OTRENIET—4 (SCI-RIFEFT. RMAC HMFEIETRHEE
(& RMAC & F10))

HEDRERAT—HIAINA b+

SW1SwW2 EiBA

69 86h DF Ri#EiR

6A 86h P1BULLIE P2 XD

67 00h P3 IELLRW

ACOS A—S YR+ —hERBINTVERA (F-2ERK T BI20H(C Diversify ZERLT

6A 83h i
fEEW)

61 XX ES{EH TN, ER%1521z6(C GET RESPONSE 2{EFE393%
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

54.1.4. 184t (Decrypt)

ZOIY>R(E. DES F/zld 3DES Fizld AES Z{FARL TROWSNARERLTT—5%1ES{L I 2edC{ERAS
nxd,

1. ACOS3/6. MIFARE DESFire. MIFARE DESFire EV1F/Z[FMIFARE Plushi—REDIEEREESF
NEICEOTHERREN I YA+ —,

ZRAEULIZEE (XZXD0-R) &

ALIBESEF—.

YA R TEAREUIENR D — REFREHMELE T .

ACOS3DHEERXYT - DIEEZMERL. #7559 2.

S S

ACOS3 DEE/RAT -S> OIEE =TSR, ffe5td D,

CLA  80h
INS  76h
b7 b6 b5 b4 b3 b2 bl b0 sy

0 0 0 0 0 0 - ECBE-R
0 0 0 0 0 1 - CBC E—R
ACOS3 DEER Xyt —
0 0 0 1 0 0 - S OEEESL. B2
ECIRR
1 0 0 1 0 1 - MIFARE DESFire TE&1L
Pl 1 0 0 1 1 0 - MIFARE DESFire EV1
T1ES1L
0 1 0 0 1 0 - MIFARE Plus 1821t
0 . . 0 3DES
0 - - 1 DES
1 - - 0 3KDES
1 3 . 1 AES
0 0 0 0 - fOIARTOIE - RFU
P 2 (3. Load Key #Ee%{F AL T SAM vy NI E SN 2 RUE T,
1 -tw33>o+—Ks TF—9%21E51t93
P2 - ZEERF—Sc TT-Y%1ESILTS

2
3 - —{EIESRTT %2185
0 - DEC (Sc. Ks) miR9
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P3 <128
P1 = A5h Mi5&. P3 = 16/32/48
P1OEYE 3N 1 (CHELRVES
- P2=1-30#4. 8 (DES/3DES/3KDES) DfE#8F(& 16 /{1 (AES) D
128 /{1~
- P2=00BA. 0

B
P1 = A5h DiF&. T—INEESEENT+Ab
P2 b6 = 1 DIFE. T—IDITA—IYMIROLICBDET :
=4 e Plain 7N —ADERE (RBADHZE(F 00 Z{EMA)
e DESFire 1—ROIY> RenyF-DERS
o DESFire h—ROIY> ReAyS—
o MES{EENFTFAL

HEDREAT—HIANA b+

SW1Sw2 §iBEA

69 86h DF Ki&iR

6A 86h P1ELLIE P2 XD

67 00h P3 IELLAW

ACOS A—SyhF—NEfRENTVEBA (F—%AERK T 30(C Diversify ZEREULT

6A 83h .
r{A))

61 XX ST LA TN, fER%28 28I GET RESPONSE %#{EFH93
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

5.4.1.5. 5RGI#¥E{E (Prepare Authentication)

ZOIX>R(E. ACOS 3/6. MIFARE Ultralight C/MIFARE DESFire/MIFARE Plus 1—RICHUT SAM A—R
(ImRELT) ZFRELT BIHCERINET.

CLA  80h

INS 78h
00h — 3DES
01h - DES

02h — 3KDES (MIFARE DESFire EV1/ACOS3)
03h — AES (MIFARE DESFire EV1/MIFARE Plus/ACOS3)

80h — 3DES (MIFARE DESFire 32:EDH)
81h — DES (MIFARE DESFire :2:EDH)
fttl — RFU

Oh - ACOS3/6 hREIZIRY Tt ztERT

0lh - MIFARE #B#%£ C / DESFire (85 (Z#%1L) 4—-IF)+—
05h - MIFARE Ultralight C / DESFire (—31EIES#E CiReELET
02h - MIFARE Plus F25E SL1 h'5 SL3 DER¥ID:3:E

03h - MIFARE Plus i%3if. SL1H'5 SL2 ADFZEE.

P2

04h - MIFARE Plus 585F. SL2 h'5 SL3 ADREFICHi=ET,

8 — (P1 = 00h, 01h, 02h, 80h, 81h)
16 — (P1 = 03h)

T=H  H-RFrLIST-4

P3

HEDRERAT—HIAINA b+

SW1SwW2 EiBA

69 86h DF Ri#EiR

6A 86h P1BULLIE P2 XD

67 00h P3 MIELCARL, 08h TRIFNERSEN

ACOS F— (KT £z[E KC) hEFTETLRL (Diversify TCOF—24ERUL T
()|

6A 83h

69 82h tEIVFIEENBIEENTORN

61 10h NN T | #5R%2153126D(C GET REPONSE ZiX{59 %
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5.4.1.6. BRBEFEE (Verify Authentication)

CMIY>RIE. ACOS 3/6. MIFARE Ultralight C. MIFARE DESFire/MIFARE DESFire EV1 F/fz(d
MIFARE Plus h—RHmRICHT 9 BIE MR IREE T Dled(fEHIN, RSP TIOLRAF—Ks bEKEINFT .

APDU Bl
CLA 80h
INS 7Ah

00h — 3DES (P2 = 0)
01h — DES (P2 = 0)

p1 02h — 3KDES (P2 =0, ACOS3)
03h —AES (P2 =0, ACOS3)
ftt - RFU

00h - ACOS3/6 uu\uIE_CLént_x‘yt /%*ﬁuﬁg—5
01h - MIFARE Ultralight C®/ DESFire®/ DESFire® EV1 R CilREN XY

I
02h - MIFARE Plus D5RiHARZ RIS
08h - (P2=0.P2=1,Z¥>3>+—({ DES/3DES)
16h- (P2=1..tv>3>+—(3 3KDES / AES {£F)

P3 16h - (P2 =02, MIFARE Plus h"J9—>7—% ek (RndA") )
32h - (P2 =02. MIFARE Plus i")9—>7—% ek (Tl + PICCcap2 +
PCDcap2) )
ACOS 3/6 : DES (Ks, RNDr)

= MIFARE DESFire/ DESFire EV1 HM)%—>7— : ek(RndA)

MIFARE Plus hJ9—>7—% ek (RndA") Ffzld ek (TI+ PICCcap2 +
PCDcap?2)

HEODREAT—HIAINA b+

SW1sSw2 §iBEA

69 86h DF Ki&iR

6A 86h P16LI& P2 XD

67 00h P3 AELSELY, 08h TRIIFNIERSEL

ACOS-SAM t2y3a>F—F2(& RNDT (N TETLFEFA. PREPARE
AUTHENTICATION Z{ERLTINSOF—21ERRLUET .

6A 83h

69 82h F—HIELLAR
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90 00h T —H1ELST ACOS HHEEREERIN
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5.4.1.7. ACOSYIU7H9>bFIvY (Verify ACOS Inquire Account)

COIX>R(E. ACOS3/6 11— RD Inquire Account purse IX> REHEER I BIebfFRALFET . €NiL. ACOS3
1 6 (L&D TIRENTE MAC FIVIH AN, SAM OZAR(LEN TR TIELV\\CEZIREET B

CLA  80h
INS  7Ch
b7 b6 b5 b4 b3 b2 bl b0 spg

0 0 0 0 - 0 - ACOSINQ AUT s}
0 0 0 0 - 1 - ACOSINQ AUTHER
0 0 0 0 0 - - ACOSINQ ACC_MAC )
P1 -0 0 0 0 1 - - ACOSINQ ACC_MAC 3}
- - - - 0 3DES
- - - - 1 DES

- - - - 0 3KkDES (ACOS3D#)

r - - - - - - 1 AES (ACOS3NO#)
P2  Oh
P3  1Dh

H3547> R D ACOS H—R®D INQUIRE ACCOUNT (L& TiRENZFT—4T0v4., LU
THERSBLTIZE,

HWEDIBEAT—HIANA b

SW1sSw2 §iBEA

69 86h DF Ki&iR

6A 86h P1EULLIE P2 XD

67 00h P3 IELRRW

ACOS F—Ks Feld Kacet (FERDNTETVE A Kacer XTI B(C(E DIVERSIFY
6A83h  IVURZFEALFT. %HI2ES(E. [Prepare Authentication |27 TUT Ks Z4ER%
LE9,

6F 00h F—470v9D MAC B IELLDDEBA

90 00h F—4/70v0 MAC H'IEELWL
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5.4.1.8. ACOS 7hUYME5|#EfE (Prepare ACOS Account Transaction)
ACOS3 /6 JL>yN7EYRIY> REVERL T BICIE. ACOS3 / 6 NMREET 2/l MAC ZETE T2 ENHDE

9,
APDU EiBH
CLA  80h
INS  7Eh
b7 b6 b5 b4 b3 b2 bl b0 =pg
0 0 0 0 0 0 - ACOSTRNS AUT )
0 0 0 0 0 1 - ACOSTRNS AUTHER
P1 O - - - - - - 0 3DES
- - - - 1 DES
- - - - 0 3KDES (ACOS3D#)
1 - - - - - - 1 AES (ACOS3D#)
E2h: L 2wk
P2 .
E6h: FEWN
P3 ODh

-5 F-570vY

HWEDIBEAT—HIANA b

SW1sSw2 §iBA

69 86h DF ZKigEiR

6A 86h P1BULLIE P2 XD

67 00h P3 MIELARL), #4739 0Dh

ACOS F—Ks Feld Kacer (FEMNTETVE Ao Kacer £ I B(C(E DIVERSIFY
6A83h  IVURZFEALFT. %HI2ES(E. [Prepare Authentication |27 TUT Ks 4%
EER

61 0Bh IR RWET . $5R%#18328(C GET REPONSE %iX{E9%

5.4.1.9. FEYMEBAZEREE (Verify Debit Certificate)

ACOS3/6 D&, DEBIT DY RIC P1 = 1 MEFESNTLRIGEE, EAOEIAENRENET, TEY NIEE
Z(3. ACOS3 DILEZZDINY ROFERELLE T B E(CSOTHERR TEE T,

Page 57 of 153

ACR1555U - UJPL AR Za7 I info@acs.com.hk

N=S3> 107 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

CLA  80h
INS  70h
b7 b6 b5 b4 b3 b2 bl b0 zupg

0 0 0 0 0 0 - ACOSTRNS_AUT 3
0 0 0 0 0 1 - ACOSTRNS AUTHER
P1 O - - - - - - 0 3DES
- - - - 1 DES

- - - - 0 3KDES (ACOS30DH)

1 - - - - - - 1 AES (ACOS3NO#)
P2  Oh
P3  14h

-4 F-4I099

HWEDIBEAT—HIANA b

SW1sSw2 B

69 86h DF RiER

6A 86h P1BULLIE P2 XD

67 00h P3 AIELSAY, 14h TRIFNIERSEL

ACOS F—Ks Fzld Kacet [FEMD TETVE A Kacer ERK T B(C(E DIVERSIFY
6A83h IV RZEALFT. %I 3% (d. [Prepare Authentication |Z/TUT Ks Z4R%
L/ig_o

69 82h TFIUTAEENBIENTOR

6F 00h DEBIT CERTIFICATE &%)

90 00h  p&Ih, DEBIT CERTIFICATE &%)

5.4.1.10. ¥—HG (Get Key)

FEEELBIY > RICLD. $2IRTED SAM OFET71/)L (SFI=02 h) H58I0 ACOS 6/ACOS 6-SAM h—RICZ
PISEATBRENTE, COTOCR(F, BDEENSCKTERIRTEFT . INEFEAITBE. SEASNZIENTE
SAEB LAY —T B RICLHTIRESNT T,
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FCOINT RIZEULCED, IRTED SAM OF—T74)L (SFI=02h) H5 ACOS7/10. MIFARE DESFire,
MIFARE DESFire EV1 Fz(& MIFARE Plus h—RICEZRISEFATIENTE, CNZFERI L. SEAETND
BNIES B LUAY - TR - RC L TIREEENE T,

H—RAy5-J0OvY (ACOS6-SAM UJ7L>ANZ17)WDEI33> 3.2) OFFkEEEDS) (F—EAERIS
J) OEYh 7 HERESN. F-T7/IHBTIROTVBIBE. F—00— REFRIFEE(CF Get F—%FERAT 2w
ENHDET ., Bit 7 HRESNDE. $EI7AIHTI74T(C123E . Read Record IY> ROFEAEVTNOBZEE
ENCRDFET,

ZOIN> REEITIRIIC. HERIEODHEEREI SO0 (ACOS6-SAM YI7L AR =17)\0Ot533> 5.3)
F/z(X MIFARE Plus/MIFARE DESFire #8EZRsE SO AT, 4—4vbh—REDTYI I NG TICHEYZENT
WY,

7 1 GET KEY XY REF—T—HDHEEUS TEET

CLA 80h
INS CAh

ACOS H—RhF—%ES. Uty hI5H

ooh JE&T —45E MSAM OF—TY

01h IET—4(E 16 /N1 MO Diversify $—T9

02h  [5&5F—413 24 )\1 ~O Diversify +—TF

o3 J6&7T—4& MIFARE Plus 1—R® Change Key JN>RTY

DESFire h—ROF—HUSZE+—. DESFire / DESFire EV1 Change F—0DIiu&7—4

h—Ra914T F-BSOREF-—ESDEE F-R&

PL  goh MILRS MIFARE@DESFire DHIT(3R1 16 U1k
gih  wEARE | MIFARE DESFire EV1f-KOMTEERS 16 U1k

g2h  WEARE | MIFARE DESFire EV1f-KOMTEERS 24 4k

ggh oL onC MIFARE DESFire D TR 16 /04~

goh WLARE | MIFARE DESFire EVLH—KOHTREL 16 /04~

8Ah 'E)"I'E';/T:'?ri EV1 MIFARE DESFire EV1h—ROHTIERELU 24 )\A ~

P2 SAM OF—ID (BEDfzHDOFTLLF—)
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P1=00h, P3=08h

P1=02h, P3=10h
P3

P1=03h, P3=0h

P1 = 80/81/82/88/89/8Ah : P3 = 0Bh

P1 = 00h MIBE. I¥>RF—4(E RNDrarget
P1=01/02h DFE. INZ T —5& RNDraget + =7y MI—ROIU7)L (Fz(dOvbh) &
5TY
P1 = 03h O¥ZE P1 =03h
-A=SyM—-ROIVUTIES (8/)N1K)
-IARINVUR (A0 FfeF AL)  (L)NAK)
F=4 - BNr (2/84K)
P1 = 80/81/82/88/89/8Ah :
-A=SyM—-ROIVUTIES (8)N1K)
- TTORE ID GTOIMEINEN TS SAM 1— RO, 00 = DESFire OF J#)L ME - 1—
R)
- $#%ES (DESFire h—RiEES)
- Key Version (DESFire i—ROF—/\—->3>, ERINAVES. {E= 00)

*ZOUZNE, UZRENTWSH—RH%ES Change Key & Authenticate Key Z3F>TWAH, Fzld 2 DOEHEUEZERL
TUWBHERLTVETD,
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HEDOREAT—IANA b

SW1 SwW2 BB

69 85h SAM Y2 3> F—H R TUTOWERA

62 83h IRTEO DF AAJOYIENTVSD, F@H—-Fyh EF A J0v7ENnTWS

69 86h DF RiEiR

69 81h F—=T7AINDT7ANIA THRENEO>TVET . NEMSRIZEZET7( )

5—HYNIPANDAYITOYIOF YIS LR, TF1U5(SAINBIEENT
VERA

69 82h

6A 86h P16EULLIE P2 XD

67 00h P3 IELLAW

6A83h  A—-SYbE—HEMINTORBULN, F—DRIN 16 KiETY

61 1Ch IV RERIN. GET RESPONS TH5ER%ZEUS

5.5. IEEAMAY—Mh—K JOMNL

5.5.1. ATR D&ERK
J—H—H' PICC Zi&H I 3L, PICC Z:HBIT3HIC. ATR B PCSC RSAN(TXENFT .

55.1.1. ATR 7A=Yk (1SO14443-3-3 PICC [Ci#E )

\
0 3Bh Eﬁ@ &
vH—
1 aNh 0 SWVWZTJIL8OEMK(L : TAL. TBLETCINARCT, TDIREIFH LTS,
THRIZTIL N (FEESERRA ROETT (HistByte O - HistByte N-1)
SWVWZJIL8DEMK(L : TA2. TB2ETC2HC T, TD2REIFHMRLT LB,
2 80h TD1
TAIZ=T)L 0 DEIK(E T=0
SVWZJILOOEIK(L : TA3. TB3. TC3BLUTDINEEBHLTLVRL,
3 01h TD2
THRIZTIL 1 OBk T=1
80h 1 HFIVAOSH -S4 NE, BODAT—HIRASHT—-IMMEED
COMPACT-TLVT —49AT 1 NMIFIEI 2HBUNBVEIRTY
s | 4Fh TV - BRIFIEA ST —INEIEL TS
0Ch Tk T
RID BN 7 I r—23>70)\1 55851 F (RID) # A0 00 00 03 06
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SS HEO)N\(b
C0..Clh H—RR=LIAk
00 00 00
00h RFU RFU # 00 00 00 00
4+N uu TCK | TOMSTKETOIARTD/ A MOBHBAY FRIEF]
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fl :
MIFARE Classic 1Kh—R®DATR = {3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 01 00 00 00 00 6Ah}
0
R& (YY) =0Ch
RID = {{A0 00 00 03 06h} (PC/ISCT—44)L—7)
B (SS) = 03h(ISO 14443A. 3/)\—K)
H—R%&—=A(C0..C1) =[0001h} (MIFARE Classic 1K)
H# (s9) =03h : ISO 14443A. 3/{—hk
=11h: FeliCa
H—RR—=A (CO..C1):
00 01 : MIFARE Classic 1K 00 38 : MIFARE Plus® SL2 2K
00 02 : MIFARE Classic 4K 00 39 : MIFARE Plus® SL2 4K
00 03 : MIFARE Ultralight® 00 30 : TopazillJewel
00 26 : MIFARE Mini® 00 3B : FeliCa
00 3A : MIFARE Ultralight® C FF 28 : JCOP 30
00 36 : MIFARE Plus® SL1 2K FF [SAK] : E&ESNTLRWLY

00 37 : MIFARE Plus® SL1 4K
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5.5.1.2. ATR 7A—=YYb (1SO14443-4-3 PICC [Ci&EF)

0 3Bh | wRAIDAYS—
SVZTILBMEDKIE : TAL. TBLETCINAKT, TDIREFHEVNTULR,
1 8Nh TO
TAIZTIL N (FEESEEYR\A FDELTT (HistByte O - HistByte N-1)
SWVZTIIL8OELKIE : TA2, TB2ETC2HRC T, TD2REFH LTS,
2 80h TD1 ‘
TAIZJ)L 0 OEKIE T=0
SWZJILOOEDLK(Z : TA3. TB3. TC3BLUTDINEEFHELNTULRL,
3 01h TD2 ‘
THRIZJIL 1 OELR(E T=1
XX T1 FES)NA
ISO 14443-A :
ATSIEEOFEEMRINA N, 1ISO 14443- 4B ¥ 2 SBB LTS,
4 ~
3N |y Tk SO 14443-B :
SN 1~4 JNA K 5~7 N1 ~8
ATQBO7 -3 | ATQBNMSOIOM | ®WZJIL=ATTRIB
54 JVIEHR/\A IV ROMBLI ; F
fI=7) (RFU) =0
4+N uu TCK TONSTKETOIARTO/ A MOHEDFIZRIEFD
i1 :

MIFARE® DESFire®MDATR = {3B 81 80 01 80 80h} // 6 /{1 hDATR

¥IR : APDU“FF CA 01 00 00h%={ERAUT. 1SO 14443A-4ADPICCICERLL TWBF(XISO 14443B-4D
PICCICEHLL TWBEXBILF T, ATRERIG S STERATSZEUEUE T, ISO 14443A-3F/2(31SO 14443B-
3/ADPICCICEERLT BIH5E. ATSHIREN S,

APDU JY>F = FF CA 01 00 00h
APDU /& =06 75 77 81 02 80 90 00h

ATS ={06 75 77 81 02 80h}

fi2 -

EZ-LinkDATR ={3B 888001 1C 2D 94 11 F7 71 85 00 BEh}
ATQBOT7 VT —23>5—4 =1C 2D 94 11h

ATQBOORIIVIER =F77185h

ATTRIB ® MBLI = 00h
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5.5.2. APDU, #h8 APDU 8&U'H—REIBIVYVR

J1—-H1&. PC _to _ RDR _ XfrBlock XytZ—>%4TLT. APDU. Private APDU (Pseudo APDU) . 8&UN
—REBIYUR (Card Native Command) ZU—45( (SR ETRENTEET, AN ROUIBNTE T I 5L,
J—4554%4(F RDR _to _PC _ DataBlock XytZ—>%NMUTL AR AERULET,

Command from CCID
Host

V
Card Native
[ Command ] [ AFDU ]
L

CCID RA MY PCSC API 10 SCardTransmit () (CX3i53% CCID Xvtz—> PC _to _RDR _ XfrBlock %
BRULT. h—RU=4F—(Ch—R7RIZAN —23>IY U RERIE APDU ZIX{ETRTENTEE T, PICC Tl 5
— RNV ISO 14443 55 4 8353 TORILER(E Innovation FORILEYR—- L TWRIBE. U-F/5457O0MNIL
JL—AICOYY RIAPDU Z/)\wo—4bL TH— RICEIEBXEL. N> RAPDU ZELERA. h—ROIEA DT
ORIESR—RUTORVMEE . CCID RAMIXAYE—>T6 A 81 1MNRENET,

E : Microsoft Window (FAY— 1= RIZ9 7> RILA I FEL TWLSTz8. Microsoft Window ($1— RhER
SNEFICH—RIC APDU X E93ENHDET . COIRIEICED. h—REULYRURVERD. DESFire 1—
RAYISO APDU E£—RICARD, BBIVY REZETERRDET , BEFE . Microsoft Window (11— RHEER ISR
RE(CROTHS 10 MRICHh—RzUEYNUET (PC _to _ RDR _ IccPowerOff #2H)

5.5.3. PICC @ PCSC #h8 APDU (R EDILRHEEETE)

JEIEAN— RAORBIET7 I R(CIE. LITFOFAVE (Pseudo) APDU %{ERULFEY . CCID RAMY PCSC API 1
® SCardTransmit () (C¥593 CCID XwtZ—> PC _to _ RDR _ XfrBlock ZERLT. h—RJ—-4—(CC
50 APDU HX(EFBRENTEET, Ih B APDU #R{E9 DL, V-5 F(HRLAIILOIYY Ref#Estl. h—R
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([ORIELET . h—ROITNSOEL AN REILIBU# ., V=951 93— RUARY ZAEUNEL., L AR A% E
%L T CCID RANIRIET B,
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5.5.3.1. F7—#HUS (Get Data) [FFCA...]

COIXRE =T R&ES, TORIVISGA=IRE, TIT1TERICEUS U T — 9% ZHADTHIfERLE
ED

YR

TEEDXR=ZHE 00h
Get Dat FFh | CAh
et bala B (2E)
Y RICSGA—H—
P1 P2 ‘ L

00h 00h | #—R® UID/PUPI/SN #EW159 %

01h 00h | A4S 4 )\—hD ATS ZEVE

02h 00h | F2oh— R4 TREET —9%EUEL. SnXlERE
ABAT : 2 )X4 N ATQA/ATVA + 4/7/10 )X/ M UID + 1 ){1 MRED SAK,

BA47: 12 /{41~ ATQB
T EEDH— R TEEET —4%ZEUSL. BnXlER :
A14T 1 2 X4 N ATQA/ATVA + 4/7/10 )X b UID + 1/2/3 ){1 bk SAK,

B4/ : 12 ){4/~ ATQB

FeliCa : 17 {1 M ATQ (+ 6 /N1 M ATTR. 7747 {LENTUVBI5E)

80h 00h
SRI : 8 {1/~ UID + 1 {1/ bFyTF ID.
ISO15693 : 1 /{1~ DSFID + 8 /{1~ UID
CTS : 4/)\AhSN + 2 /)\A/MNATQT
Innovatron : 4 )Xk SN + 1 )N/ MTT7RL A,
=S

FEER T4 Swi SW2
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Ie=m
R SW1 SW2 =13
B%Ih 90 00h BIENRRINCTE TUEL,
I5- 6X XXh e

B :

“GEfteNiz PICC’ DIV F >N\ -%ZBSULET
UINT8 GET_UID[5] = {FF, CA, 00, 00, 00};

“GEHISNTT SO 14443-A PICC’D ATS #HBLFT
UINT8 GET_ATS[5] = {FF, CA, 01, 00, 00};

55.3.2. F—0O—-F (Load Key) [FF 82 ...]

COIXRE. F—)\WIrES TIREINERERF—)\WIr[CF—FT —4%20— R BeHERLET . Hi2)\vIrid
KW FTVRMN —SJIZEU. FREEEREINZITOYNEENTVET, COOYY REh— RF—5RXzLFE

Ao
aYUR
IV RT—4
1>
F-N\wI7y
Load Authentication Keys FFh 82h 00h &S (0- | +—FK& F-
1)

F-Ra&7-4
F-F&(Lc) F-7-4 (EEX/IRFIEE)
MIFARE Standard
h X o
MIEARE Plus SL1 06 6 /{1 k Cryptol Key A/B
MIFARE Plus SL1 . .
MIEARE Plus SL2 16h 6 /{1 k Cryptol Key A/B + 16 /{1 b AES Key.,
MIFARE Plus SL2 06h 6 /{1 ME=S1E Cryptol Key A/B.
MIFARE UltralightC 10h 16 /N1 b 2K3DES K
MIFARE DESFire ey
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HEI-R
=R SW1 SW2 =
BkIh 90 00h BENRINCTZE TUEUR.
I5— 6X XXh 5B

5 :

11 RUPFTVFE-DAEI(C 00h F—%20—-KF3 {FF FF FF FF FF FFh},
APDU = {FF 82 00 00 06 FF FF FF FF FF FFh}
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5.5.3.3. 25 (Authenticate) [FF 86 00 00 05 ...]

COIXR(E. h—RIERIEETOTRAZEITI BeDERLET . SREENRINT DL, I-Y—(HMRESNTOv)/
R=IJ(ITHEATEFT, NV REIXETZR1C, 1-H—(3 Load Key IX> REEALTIELLF—T—9%IETE
UF—N\vI7&S/\WIr(C0—RIINELHHDET,

YR

IRVRF=51>

Authenticate FFh | 86h 00h 00h 05h TEROREMHEEIZEN

INORT—4

A% Y0 NMbh1

01h 00h (RFU) 7RLZ F-0917 F-N\vIrES

TRLREF—DHLT

MIFARE Standard 60h
MIFARE Plus SL1 00h~FFh : JOw% 0~255
MIFARE Plus SL2

: Cryptol Key A
61h : Cryptol Key B

MIFARE UltraLightC | 00h (RFU) 80h : 2K3DES
MIFARE DESFire 00h~OEh : DESFire +—&%S 0~14 OAh : 2K3DES
IH&EI-R
1] SW1 Sw2 Bk
BIh 90 00h BENBRINCE TUELR,
I5—- 6X XXh e

o5 —- F=570v9 N —-5-J'0vY
(16 BotI5—, &EV5-KE4BD @E2070v7, &lKF 16/ @2070v7, 16 \1b)
ERO BRI OV EHTND) b
©945-0 00h — 02h 03h
vy5-1 04h — 06h 07h

1KB
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45— F=42'0v% N=-3-J'0v%
(16 Boto5—, &LI/59-CiF 4D E207'0v7, &ICEX16)X @2070v4, 16 I\1M)
EHENRI OYINEHTND) )
th5—-14 38h — 0Ah 3Bh
t445-15 3Ch - 3Eh 3Fh >

#+11 : MIFARE Classic 1K 1—ROXEYIYS

tHH— F—57'0vY _
] M —5-J0v7
@2 BOts5—, EEVH-CIR 4@ (32070v9, &Il 16 )X (1L 20TOY, 164N
DEFHNRI OYINZHTND) 1h) !
v945-0 00h ~ 02h 03h ~N
v945-1 04h ~ 06h 07h

1 KB

t94-30 78h ~ 7Ah 7Bh

t745-31 7Ch ~ 7Eh 7Fh Y,

45— F=/J0v% .
‘ MN—=-3-J0vY
S EDEI5—, &EIV5-IClF 16 @5207'0v9, &KX 16N 1207099, 16 4N

DEFNBIOVINSZHTND) 1) !

\
t945-32 80h ~ 8Eh 8Fh
t/4-33 90h ~ 9Eh 9Fh

> 2KB

t/4-38 EOh ~ EEh EFh Y,

t49-39 FOh ~ FEh FFh

#+12 : MIFARE Classic 4K h—ROXEYRYS
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KA FVIN—
SU7IFIN— SNO SN1 SN2 BCCO 0 \
SU7INFIN— SN3 SN4 SN5 SN6 1
AEB/OYY BCC1 Internal LockO Lockl 2
OoTP OPTO OPT1 OTP2 OTP3 3
— S HEDIEEIAH Data0 Datal Data2 Data3 4
— S HEDIEEIAH Data4 Data5 Data6 Data7 5
512 v v
—FRMHEDIEEAGr Data8 Data9 Datal0 Datall 6 >}
— IS EDEEAH Datal2 Datal3 Datal4 Datal5 7 EES
— A HEDIESAH Datal6 Datal7 Datal8 Datal9 8 et
TG HEDESIAH Data20 Data21 Data22 Data23 9
TG HEDESIAH Data24 Data25 Data26 Data27 10
TG AMDIEEIAH Data28 Data29 Data30 Data31 11
— G HERDIEEIAH Data32 Data33 Data34 Data35 12 /
TG ARDIEEAH Data36 Data37 Data38 Data39 13
— A HEDEESIAH Data40 Data4l Data42 Data43 14
— S HEDIEEIAH Data44 Data45 Data46 Data47 15

13 : MIFARE Ultralight h— ROXEUYS

ol :

II{TYPE A, F—7F>){—0 00n}CEo T, JOvY 04h ZEREELET ., PC/SC V2.01, BELEENFT
APDU = {FF 88 00 04 60 00h};

II{TYPE A, F—7>/){—=0 00h}&L>T. JOYY 04h ZEREELET .. PC/SC V2.07
APDU = {FF 86 00 00 05 01 00 04 60 00h}

i : MIFARE Ultralight DXEVEBRBIC7ITEATEE T, sREEEVDE A
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5.5.3.4. NAFUI'OvI5%#ED (Read Binary Blocks) [FF BO...]

COIR>RIF. IBESNZITOVIIR=ST RUADIZPINSIETESNTZINA MDT—4% PICC HS5ed+H I Tesh(TE
FBUFY, h—ROFEREICLHTIE. 2O REMUH T FIC, 1-P—@FIREAZITV. 50Ty IR->
NDV I MBS T 2 ENHDIHENHDET,

Read Binary Blocks FFh BOh E-RETRLR BEHULTORLA -

P1/P2 (E—REFRLR)

P1[7:4] P1[3:0] + P2[7:0]

E-R BE7RLA (MSB hYED)

MIFARE Standard | oo+ 5 ) Jnwss 4y \
MIFARE Plus SL1 _ ) N 000h~OFFh : J0Ov% 0~255

MIFARE UltraLight

= ~02Fh : "= 0~47
MIFARE UltraLightc | 20" (&) 000h >

000h~07Fh : JOw% 0~127
OFFh : SATAY->

SRIX4K/SRT512 00h (RER)

PicoPass 00h ({R88) 000h~O0FFh : J0Ov% 0~255
ISO15693 00h ({R88) 000h~0FFh : JOw% 0~255
Topaz/NFC Type-1 . .

57 00h (4R88) 000h~7FFh : X4 h7RLZ

Le (GRAHERDFEFED/\A MEX)

00h : 256 /\1{ MestHERD
01h~FFh : 1~255 )\{ MiRAHED

20

0000h : 65536 /{1 bz&FEHELD

BV 00h 0001h~~FFFFh : 1~65535 /{1 Nz 5ed+ER
%)

IHEI-R
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SW1 SW2
BkIh 90 00h BN INICE TUEL.
I5— 6X XXh 5B

ACR1555U - UJ7L>ANZa7 )V

N—=33> 107
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1

114702 04h H'5 16 )\1 Me&#ERS (MIFARE Classic 1K &z(d 4K)
APDU = FF B0 00 04 10h

11 "4 0w2 80h h'5 240 N1 &9 (MIFARE Classic 4K)

11 70v% 80 570w 8Eh FT (15 EJ0vY)
APDU = FF B0 00 80 FOh

5.5.3.5. NAFUDOvHIEH (Update Binary Blocks) [FF D6 ...]

COIN>RIF. FBESNTOYIIR—ST RUADIBFANSIEESNI/\{ hDT —4% PICC [CESADHI/ER
LET, h— ROIBRACLOTIE. OV RS TR, I-Y—FETREFAITV. INSOTOVIIR—SAD
TOCNEREUS T BUENHBIEENBIET .

H—RAROITOYIIR-SADT—HDEESIAHE. h—ROTF1UFETE (BIXE MIFARE H—ROFKEITOVY)
ZEEIZOEEENDDDT. FHERUTZE, R0l T — 42 EZAON. BIENKET BL. h—RAOvIS

N2RIEEMENHDET . h— ROVISNBURIZERR T eI, TF1)T1TOVIIR-SICEANZIBE(CE. 1 D0

APDU IV REFERUTEZROIOVIIR—S(CT - ESADTLEBEDLER A

—_g0
Update Binary Blocks FFh D6h E-REFRLA EEAHEENAN | [

P1/P2 (E—REFRLR) & Write Size —31 (JOWIIR—-SBE)

P1[3:0] + P2[7:0] TOvIIR—-SDEE

a7 RLA (MSB bRl (v1Bh)

0x0 : T=)JOwo%2R

MIFARE Standard o
MIFARE Plus SL1 T 000h~OFFh : 70v% 0~255 16
MIFARE Plus SL2 | 0x8:7—IlJOvJ%

=10

MIFARE UltraLight

MIFARE 0x0 (fREB) 000h~02Fh : R—= 0~47 4
UltraLightC

SRIX4K/SRT512 0x0 ({REB) SRIX4K/SRT512 4
PicoPass 0x0 ({RE£8) PicoPass 8
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P1[7:4] P1[3:0] + P2[7:0] IOvIIR—-SDOBES
E-—R BB 7 RLA (MSB HVED) (N1 M)
1SO15693 0x0 ({RER) 1SO15693 1~32
Topaz/NFC 0x0 : HEZZD 1(7RLZ 78h)Efz 8(ZD
‘ 000h~7FFh : {4 R7RLZ "
Type-157 0x0 : SHEZSFHL )

Lc (BEAHFE/MH)

- 01h~FFh : 1~255 /{1 M1 hEEA
N HiE5
0001h~FFFFh : 1~65535 /{1 M1/ hE
Eu ooh 0001 ANA R ES
IAHFS
BEI-R
b9 SW1 SW2 =13
BkIh 90 00h BN INICTE TUELE,
I5— 6X XXh KE
& :

Il MIFARE Classic 1K/4K fi—Rea®D/)\131)JT0v4 04h OF—45%{00 01 ..OFh}(CEFLFT
APDU = {FF D6 00 04 10 00 01 02 03 04 05 06 07 08 09 0OA OB 0C 0D OE OFh}

/IMIFARE Ultralight F10/{4/31)J0v% 04 h %{00 01 02 03}(CEFI 3
APDU = {FF D6 00 04 04 00 01 02 03h}
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5.5.4. PCSC 2.0 ){—b 3 3/ R—bTEB APDU JYYR (V2.02 RO EDBBEDIN—->3
>)

PCSC 2.0 /{—k 3 OO RNEBM(C T ST —2aohbT —9%IEBRIIESINEBL, 7Vr—23>6J08]
WSEB(CRMELRET —4%RU. EFCTORNIILAYIDE X ZIedCERAEINTVET,

55.4.1. PCSC 2.0 J{—bh3®aYYKifN

[ Start transparent w

session

Y

[ Switch Protocol }

s the protocol part 27

[ Anti-Collision w

Transparent P
Exchange J‘

A J
[ End transparent }

session

B8 : &Eltys3>IJ0-Fr—bh

5.5.4.2. JINYREBED APDU TA=NYH

INRDITA=RYE
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IXIRF—51>
FFh C2h 00h Heae AR T[T -IDRE]

TOW ;e (1/04BH)

00h = Ty 3> &

01h = BERAA>430747
02h = JORJILOYIDEE X
fth = RFU

EIA—-IYE

FS{banFz Lz BER-TLV T—4J4—JLR

IARTOINIREE LARIZAT=9T4—)VR (FIFRIEERISS) &—#8(IC SW1 & SW2 ZiRULFET, SW1 &
SW2 (£ 1SO7816 #EHLLU T D CO F—AAT I hD SW1 SW2 HFERITINENHNET,

COT—AEZRDIA—NYH

COh 03h I5—-R57—H5A

I5-RT—9 D55
IS-AT-5A shEA

XX = APDU ROARIERT—AATS1INOES
X SWI SW2 00 = APDU O—fgIRTS5—

01= —HBBOT-IATSIIMNICIS-H'HD

02 = ZHEBEHOT-IATZ1IMNICIT-HHD
00 90 00h I5—[FRELTVEFEEA
XX 62 82h FT=AATST D XX B, BRSNTERGFELTOEEA
XX 63 00h 1BIRRL
XX 63 01h EITMDOT—IATZ 1 NOBEEDHEIELFEUR
XX 6A 81h F=AATSTINIBR-PENTVEEA XX
XX 67 00h FHALBRWREDT—IAT ST XX
XX 6A 80h FHEILRMEDT ATk XX
XX 64 00h F=AATSIID XX EITI5— (IFD hBIGERW)
XX 64 01h FT=AATSIIR XX EITIS— (ICC hBIEERW)
XX 6F 00h FT=AATSTI N XX (FIERRZIIRLTREULELR

BEO 2 )NMNME. IS—CDOVWTOSBAT, —BEO/\A1 MOFUBN S IeT —IATS 17D XX OB SHERLE
9, 1SO7816 [CEDULT. SW1 SW2 DEHNFo]enNTLEd,
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C-APDU F—574— L RICIHEMDT —5ATSTI MI$0 T, 1 D07 —FATSTI MIKBULBE, 10T -5
ATSTIMIERBUIET —5ATSTINHIFLBVBA. IFD (ROF -4 ST MeiMBT 3TENTEET

55.4.3. TY>3avE® (Manage Session) [FF C200 00 ...]

COIXYRTI-H-Hty>a>zRiEL. R—UDJBEEEREERNCL T, BHEOBERITOICENTEET, BEN
STETURS, I-Y—(F9CIctya w8 T I2mEBENHNFET,

EUERZNTURWMEE. U-Y/519hh— ROFELZ IR TET, SRIBA/APIRINC—4/51 T8t a2 tRL
BOBRD, BEIMICUAINUTERVWCLISERL TS,

IH&EI-R
&4 SW1 sw2 Bk
90 00h BIENRRINCTE TUELR.
Rep TLV 90 00h Le =0x00 : Cmd TLV“ O—DONREIUIETIS—DFFMICOWVTIE.
Rsp TLV ZE2HU TKIZEL,
6X XXh Le =-: Cmd TLV O—DOHKRBELIZ
Cmd TLV
Cmd =13

Start S ion: o ! o
art Session YA RBIAL. R—US I EEICLET,

81 00h
RF Off: _
83 00h RF%ZAJ(C93

RO RF On/Off TLV BIOR)—TiERI%:%ET S
Timer:

[TIME] :4/\/bDfE (MSB Dal) . &H (L 1000~100000 us. EFRORAY—
TEERS(E. REILL) 1000 us [CMWIEAASINET,

5F 46 04h [TIME]

RF On:

84 OOh RF 75:7'-/((_3_5
End Session:

W, R=Z R )N H 7 C R
82 0oh YA EEZ T AU EBZCLET

Page 79 of 153

ACR1555U - UJPL AR Za7 I info@acs.com.hk

N=S3> 107 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

Rsp TLV

TLV Error:
CO0 03 NN 6X XXh

NN BOIY>RTLV IS—.

5.5.4.3.1. ®Y3a>7—-HATS1HUMeRIaTS (Start Session Data Object)

ZOIXVRE EENBTYS AL 2RI BHICERENTVEY ., ty2asiRiaense. ty>a> & e
N2&FT. BER-U>ITNMBICRDET

y2ar T —AATS 1IN BRIE T %

59 e L )1h) BiE
81h 00h

5.5.4.3.2. €Y3aY7F—HATI1HMe#€T I3 (End Session Data Object)

COIXTREF BBV T IBHDAEREINTVET, Ty av i FHimenaailcBEIR-U>J1R
RRICUYbaENE T,

YA T —IATSII MR T IS

59 & L )1h) BiE
82h 00h

5.5.4.3.3. RFT=9ATI1IMEATICTS (Turn Off the RF Data Object)
COIARYRET>TFI4— IV READCT B (CEDNE T,

RF F—AAT31IMeATIC9%

59 e (L)\(BN) i
83h 00h

5.5.4.3.4. RFT—=HATIIIMNEAVICTS (Turn On the RF Data Object)
COINYRET ST FI— I REAICT ZREDNET,

RF 7—AATS1MEAUCTD
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59 & L 1h) wiE
84h 00h

5.5.4.3.5. #AY—=FT—=HATI1TIb (Timer Data Object)
COIYVRIE. 1 ps DEEAIT 32 EYMDAAN—T —AATS 1 MR S B IebfEREN T,

Bl 1 RF ZADTCI 2T —IATSII M RF ZAVICT 5T —FATZ 17 MEIICIE 5000us DIAXT—IATS1I
N&odmE . RF BMACRDEIC, D—12—(& 5000us FED RF 71—V RZATCLET,

HAY—T—=IATZ1Ih

RS (11N

5F 46h 04h F4AX— (4 )84 1K)
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5.5.4.4. &EBAZZHE (Transparent Exchange) [FF C200 01 ...]
COIXRIEED, 1T —(Fh— RAEBOLY MERIF/N\ A MRS /ZETDIENTE. AT23>T 1SO 14443
= A REDRRAZ BB LU RS ZR—NE, BLUPVON DU IETTRME (CRC BLW/\UFT1) ZHEKET
BIENTEFT, 1-H(& EROH—REBOAET —5%220T5A R~k APDU ([I8HiAH h—RISEKETDIE
NTEFT,
FERITIHNENDZDE. 2O RIN—ROYR— NOREPAIR IO A (CFHI 08N DD RSAN/T7
—ADI7(SBAIE I (Ch— RORREZZEE I 30I8e 4N HDD. RIA/)N\/1TJr—LAD17Z I ERICR I Tehlch— Rzt
NS LWEL(SHIBR T DHEN DD AT HEENHDE T .

YR

Transparent Cmd 7 —49DE

FFh C2h | 00h | 01h Cmd TLV 00h
Exchange &
WEI-R
=R SW1 SW2 =13
F%Ih 90 00h BENRRINCTE TUELIZ.
I5- 6X XXh SR
Cmd TLV
Cmd =13
Transceive Flag: T E20 Transceive TLV O Flag #:%iB9 %

90 02 [Flag] 00h -
[Flag] Flag[7:5]: RFU; 0 (CERIE T D

Flag[4]: 1ISO14443-4 # N REI D

Flag[3]: /ST BBEIIEDHER2E | HIRETS
Flag[2]: /\UT(BREUIRDIXZ 2 (RET D
Flag[1]:CRC AUBEDZEZ I (SFRET D
Flag[0]: CRC SR DEmXZ2E I (CFRE T D

CO TLV BARDOMSRVBEF. BIOINY RTERELR Flag {BZ{ERULEY .
Flag %% ELCENRVBEE. IRIEOTONIUEZFERELED .

Transmit Bit Frame: T2 Transceive TLV @ Bit Fram #3&& 9%, 20 TLV AR DHBLLE
91 01h [NumBit] &, FTAHVMER 0 TY,
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Cmd =173

NumBit[7:3]: RFU; 0 [(F%E 9%

NumBit[2:0]: 512D/ 1 FOBZIEY DL (0 (FIRTOEY MBI THDIE%E
BERLEY)

Timer: 50D Transceive TLV D491 L7 NERI%EE T 2.

5F 46 04h [TIME
[ ] [TIME] :4)X\1/bDfE (MSB @a]) . #HI(E 1 us~1000000 us. EED
A4 L7 NER(F. FREITL) 302.07 x 20~15 us [CIWE R ASNFT,

CO TLV BARDOMSRVSE(F. LAAIERTELURE FWTIHEZSA LT MNEFREIELT

FRAVET,
Set FWTI: Transceive ® FWT/94 L7 NaesRES 3, LIFICIFF C 2 h...JOYYRT
[FFF\AjSTEI]% 03 01h FWTI Z5EL TORBWES, FI4L ME(F 0 (BT,

FWTI: 0 ~ 15, FWT/44 APk = 302.07 x 2FWTI us
Transceive: SizeBER-TLV £E&OT—4571— )L RICFSILT—5DHAX

95h [Size] [Data]

Data BRiX{F50DT -4

Rsp TLV
Rsp =103
Receive Bit framing: NUmBit[7:3]: RFU; 0 (C3 &3 3.
92 O1h [Num8id NUMBIt[2:0]: A0/ REIEY RO (0 (FFATOLY MBI THALEEIRLE
9)
Response: Size: BER-TLV &I/ =)L RRDOFSLT IO X

95h [Size] [Data] Data SH=F—4

Response Status: Status [7:4]: RFU.

96 02h [Status] 00h Status[3]: IL—3>JI5—
Status[2]:/\UF4I5—,
Status [1]: RFU.

Status [0]: CRC I5—

55.4.4.1 RBEOIFIT—HATIIIBM (Transmission and Reception Flag Data
Object)

ZOIXR(E ROFEIEDHDIL - B LU RE NIA—HETEERI DeDfERINFT,
ERMEDTFIT—-HAATS1I b
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Re N ‘
1)

59

0 0 — E{ELET—4HIC CRC ZEBNULEYT
1 —X{EUIET—4IC CRC TEBIILEEA

1 0 - Z{ELIT—AI3LT CRC 1A% EMI D
1 - ZEURT—AICXUT CRC A& BEZZERUIRL

5 0 — XELET AW T1HIBALET
1 - X EUT AT ZzBmALFRA

90h 02h 3 0 - ZEUIT A0/ )T ZHRAFLET 00h

1 - )\UFZEIFLTOERA (VST FTvIR0L)
0 — XEULF-407ONLTO0-I=ENUIED. [EED

4 SIETEY
1-EMFRETOMNIILOTOO0-I2KEIT DI LFHDFE
A (2BE) (@BIX(E PCB. CID. NAD)

5-7 | RFU

5.5.4.42. EYMIVL—Z2IF7—HATI1HPMEEETS (Transmission Bit Framing Data
Object)

COOYYRIE, IERESNTORVT —YDREO/NA MOBRIEY M2 EER I IEHIERINET.

EyNIL -7 —9ATSIINEIXET B

59 E& (A1)

Evhk
0.2 BEO)\ A OBEZIEYRE (0 [FIRTOEY MBI THIEZELK
91h 01h ULEY)
3-7 | RFU

EREY NI -2 F—AATS 1IN, [EEIFRENEREIOHDT —IATS 1) MN—ETRITNERDFE
o CDT—AATSTIMEEULRWMEES. ZBNEIRTOEY MBI THDZEEERLET .

5.5.4.43. T=HAAT IV MEERETS (Transceive Data Object)

ZOIXR(E, ICC NBOFT—HZIXZET BIHIERAENE T KENT TIdE. U-F—F #1X—FT—54T
STIMNIABTESNIFRETHRHELE T
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RIDHIIT—IATZIIME T=574— I RTEZESNTVRBVEE, U—F—(F Set Parameter FWTI =454
TSI NMIIBESNERARIZF O TVET . FWTI ERESNTVRWSEE., V-4 —(3. #9302 us 215559,

ST MR RIE TS

R (L)€M

95h T-HES T—4 (NJXAK)

5.5.4.4.4. HAIY—=T—=HATITIP (Timer Data Object)
COIRV R, 1 us DEEAIT 32 ERDIIN =T —HATS 1) MAERR T B IehIfEREN T,

BIZIE. 5000us DHAIX—T —AATS1I M BZHE U-F51FIEFRDIEZE TLV £ 5000us ZF>TH
594 L7IMFE T,

HAY—T—=IATZ1Ih

ke W X(4BM)

5F 46h 04h F4AX— (4 )84 1)

5.5.4.45. EYNIVL—S2IF—HATI1HMEIEETS (Response Bit Framing Data Object)
COIXYRIF. IEERICREVEGERECY NV - AT —IATS 1) MeiRTR I B I fERLET

59 ER& (LN4BN)

Evbk

0.2 RO/ MOBEREYRE (0 (FIRTOEY MBI THILZER
92h 01h LEY)
3-7 | RFU

XY NIV -7 —AATS1IMNME EEIFENEZHEIOHOT—IATS I Me—HETRIFNERDEE
ho COT=AATZ1I MIFELBVSEE. TNEIRTOLY MBRI THHILZBRLET

5.5.4.4.6. AT—HART—HATI1UM2IHETS (Response Status Data Object)
COIRRIE. ERICEUT —IDIRBEIR R I BIeHIfFERLET .

AT=HAT—IATZ1IMEIEE TS
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59 ER& (L)4BN)

0 - CRC H*OK. BULIFFIYILTLE
0 Th

1 - CRC FwiIhkBLFELE

0 - #ZERL
1 - EZEMRESINELL

96h 02h RFU

0—-/WWF4I5—RUL
1 - )W IS-MREEnFzLrE

0-JL—LIZ—-RUL
1-JL—AIS-hHRHEN&ELE

4-7 | RFU

55.4.47. T=HAATI1UPMEERETS (Response Data Object)
COINY R EERICREUT —IDIREEZIRR I BIDIERLET,

T—HIA-RYNEILET S

e (L)1N)

97h F-ARS HET—4 (NJXAK)

5.5.4.5. 2’OMIIEIDEZX (Switch Protocol) [FF C200 02 ...]
COIRYREAERTBE. 1-F—FTONIVETIDER TISEL. TOMIL-LAILE(SA—FERIRTEET,

FRIDRENDZOE. COIXV RIN— ROYR- ~OREMUIBTOCRICTFHIZRI8MN B0 RS3(/\/Ty
=LAV ISBRIETICH— ROREEZZEE I BETHEMEN DD RIAND7—LDI7ZIEEICRILHITh— Rzt
YIS LVFERFRIBRT 2 ENHDRIREENHDET

IR
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Switch Protocol FFh C2h 00h 02h cmd ?;/S’(DE Cmd TLV 00h
IEE1-R
E&ET—4 SW1 SW2
Rsp TLV 90 00h T—A%.
- 90 00h BIh
- 6X XXh 5B
Cmd TLV
Cmd =k
Set Baud: TORIIDEZBS(ERT 3/ N AL AILOR—L— M ELE T, “FF C2h "I

FF 6E 03 05 01h [Baud] | s [Baud)# 28 LTRSS . 3740 M(E 98h (106 kbps)(TRDET .

1SO14443: 98h (106 kbps), 99h (212 kbps), 9A (424 kbps), 9B (848 kbps).
ISO15693: 80h (26 kbps), 08h (53 kbps)

Switch Protocol: TORNILEISED RF EELELAILCEINE Z S
8F 02h [RF] [Layer]

[RF]:
00hISO14443A, 01h:1S014443B
02h: 1ISO15693, 03h: FeliCa, FFh: IR7ED[RF]:

Zofth : RFU

[Layer]:

02h: LAY 2/12923>  03h: LAV 312023
04h: LAY 412723 (AIB Dd»EF)

ZOft : RFU

FR LAY 202U IDBRIEEEE MU ARTLY My Ay (R-U>J#E5h)
RETHIVENDDET .

Rsp TLV

Response: Size: BER-TLV 207 —4J1— L RICFELT—-IDHAX

8Fh [Si Dat
[Size] [Data] DataATR (i—h 4 DIBE) . B#E SAK (U52 AD/S—k 3 DIEA) . T4
ATQB D Pl (V35X BO/N-F3DIHE) »
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5.5.45.1. 2’OPINT—=HATITIMEVIDEZS (Switch Protocol Data Object)
COINRIE. TORIVBSIPIRIEORRZEZIBTE S DIHIEHINET,

JORINT—AATZ10 Mt IDEZ3

59 R& (LN4BN)

00h — ISO/IEC14443 A5 F | 02h - 2[ECHIDERS
Olh _ |SO/|EC14443 B 9,{7" 03h - 3 E(Ctﬂogi%ﬁt@iﬁ'lﬁm@“

8Fh 02h 02h - 1ISO15693 ®
03h — FeliCa 04h — 4 BISEMIET S
fl - RFU fts - RFU

55452, T=HATI1UPMERETS (Response Data Object)
COINY R EERICREUT —IDIREEZIRR I BIDIERLET,

T—HIA-RYNEILET D
59 R (L)1N) 2 L[|

5F 51h FTHES ATR

B SAK (J3ZX ADIN—-K3DBE) . FlE

8Fh F_HE&
7 ATQB® Pl (952 B®/{—k 3DIBA) .

5.5.4.6. PCSC 2.0 J{\—bk3 Dl
1. BEPRAYII IR
JY>R : FF C2 00 00 02 81 00
J&%& : C0 03 00 90 00 90 00
2. V27T A= IEATCT S,
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JY>R : FF C2 00 00 02 83 00
J&% 1 C0O 03 00 90 00 90 00
PoTFI4=IREAICT S
JY>R : FF C2 00 00 02 84 00
J5Z : C0 03 00 90 00 90 00
THT4R—ISO 14443-4A
JY>R:  FFC20002 04 8F 02 00 04
J&& : C0030164019000 (H—RHARVEE)
CO0 03 00 90 00 5F 51 [Len] [ATR] 90 00
OAH [ PCB Z8%TEU. IX{ET—4T CRC. /W7, JOMILTOO-IZERICLET,
JY>R : FF C2 00 01 0A 90 02 00 00 FF 6E 03 07 01 0A
J&& : C0 03 00 90 00 90 00
51— RIC APDUI'80B2000008 | ZIX{EL. IGEZEMSUE T,
JY>R : FF C2 00 01 OE 5F 46 04 40 42 OF 00 95 05 80 B2 00 00 08
J5Z : C0 03 00 90 00 92 01 00 96 02 00 00 97 OC [H— RDIE] 90 00
BIAtYS IR T I3,
JY>R 1 FF C2 00 00 02 82 00

J&& : C0 03 00 90 00 90 00

ACR1555U - UJ7L>ANZa7 )V

N—=33> 107
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5.5.5. PICC D5 RE0DFhE APDU

LUFToFhE (Pseudo) APDU (&, PCSC Pseudo APDU AMIEHNELT. FEIEANH— RADOBHEZIEAIfE
BAEnxd, NS0 APDU ORIERLIE Ot R (& PCSC Pseudo APDU EEIFRTY

5.5.5.1. {EIOYvYEEAH (Write Value Block) [FF D7 ...]

ZOIY>R(E. MIFARE FEABICEMLIZH— ROTOVIIC 4 N4 MOIEZEZESADHIAEARALET . COIYRE
MU IREIC, I-—H—(FF IR ZITV. COTOVICNADT I A EEEUS T INENHNET,

IXVRF—51>

Write Value Block FFh D7h 00h JOoviE=S 05h TFEEDEERERZE0)

IRORT—4

NMbh1 NqMh2 NAh3

00h 4 N/ MiE (MSB D)

5l 1 : Decimal —4 = {FFh, FFh, FFh, FCh}

VB_Value
MSB LSB
FFh FFh FFh FCh

5l 2 : Decimal 1 = {00h, 00h, 00h, 01h}

VB_Value ‘
MSB LSB
00h 00h 00h 01h
BEI-R
b=z ! SW1 SW2 =13
BkIh 90 00h RN RRINICTE TUELZ,.
I5— 6X XXh 5BR
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5.5.5.2. {BEIJOYYJ5%#ED (Read Value Block) [FF B1...]

COIY>R(E. MIFARE ARAS(CERALIZA— ROBZITOVINS 4 )\1 MOE%FHERBIEDIAERLET, D]
IO REMUHE I HIC, I-Y—(FFIFREITL. COTOVIAD T I AERZES T 2N EHHDFT .,

YR

Read Value Block FFh B1lh 00h JovIsEs 04h

5l 1 : Decimal —4 = {FFh, FFh, FFh, FCh}

> {1
MSB LSB
FFh FFh FFh FCh
il 2 : Decimal 1 = {00h, 00h, 00h, 01h}
> U1
MSB LSB
00h 00h 00h 01h

BET-4 SW1 SW2

4 N/ ME (MSB

L 90 00h TR
M)

6X XXh e

5.5.5.3. {EODHA/IEI (Decrement/Increment Value) [FF D7 ...]

COARV R, Y=2TOvIh5 4 X1 NOBEZ R AEINEE, $ER %5 —5y N OYIIAEIN G BIedfERULET
(h—RiE& MIFARE #RIS(CERL TVRREBNHDET) . fERZ2FEUY—-IATOVIIHEINT 2IBE(E. F—Tvh
JOvInES% 0 FedY-ATOWIBSIRETEET ., COIVY REFUVHIRIC, I-Y—(FETRAEITLN

V=27 0v7EA—-5y NI OYICAD T I 2 iEEEUS S BN HDE T,

IR
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IRVRF=514>

Decrement/Increment - D7h 9‘—7"\y N V-2J0Ov 05h TEeDFRZMER
Value JOvo# 7 &0
IRVRT=4
01h 4 A NENE (MSB ORT)
02h 4\ NEAME (MSB ORT)
HEI-R
=R SW1 SwW2 =k
F%Ih 90 00h BAENRRINCTE TUELR.
I5- 6X XXh KA

5.5.5.4. {EJ'OvY3JE— (Copy Value Block) [FF D7 ...]

ZOOY>R(E Y-2TOwInsERS—5y N TOvI(CAE —T=dDIERLET (h— Rl MIFARE RARICERL T
VARREBHHDFY) ., COIY REUHTEIC, I-Y—(@FFIFREE 2TV, Y—-2TOvIES—Fy NI Ov (A
D7 I AEZEUS T D EBNHDET

INOR

IRVRT=514>

V—-270v)
#

Copy Value Block FFh D7h 00h 02h TEROERRESGEEN

INORT—4

03h A—Sy T OvI#
IHEI-R
R SW1 Sw2 =1
F%Ih 90 00h BENRINCTE TUELR.
I5- 6X XXh KA
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5.5.6. PCSC ##lDHJ&T7ItATS (ISO 14443-4)

IARTD 1SO14443-4 ([ZEHLIZA—R (PICC A—R) (&, I1SO7816-4 O APDU %IBfFTEF I, ACR1555U
H—RU—=45—(F 1SO 7816-4 BE#D APDU BLUILERITITBTECLO T, 1S014443-4 B#EDH— RGBS
FRTENTEFT, ACR1I555U H'NERT 1S014443 D 1 — 4 )N\— b TORINEYIBLET,

MIFARE Classic (1K/4K) . MIFARE Mini $&U MIFARE Ultralight #4(3 T=CL IZ1L—33 %N ULTY

R—RENFET, MIFARE 92 1ZHER 1SO 14443-4 57 ELTEDIRZEVWT Y, 3ELWVEIRND PICC D PCSC
8 APDU (B DIEIRBEREITE) #SBBL TS,

ISO 7816-4 APDU JA—<Ywh

CLA INS | P1 P2

ISO 7816

— T IO
4 DTk F- DR BEF-IOFRORS

ISO 7816-4 AARDIGET —HTA—YE (T—5+2 ){1K)

EER SET—4 SW1 SW2

—A%EYRRY7E 1ISO 7816-4 OV ROIGEI—R

=R swisw2 =&
R Ih 90 00h BAENRINICTE T UFELI.
I5— 63 00h BIEDERBLFEL.

RS -2
1. 9J%BHEUT, PICC A A—J7—AEiEHRLET,
2. AJR0ERESHIIEFHIT S,

NEFRITUET :
1. HJLERT 3.
5@ ATR (3 3B 88 80 01 00 00 00 00 33 81 81 00 3Ah T
ZOH,

ATQB 7JU4—23>M7F—%= 00 00 00 00. ATQB JORIJL 1E#k = 33 81 81, CNIL ISO 14443-4
Type BAJTY,

2. APDUZXfEUT. &ELEZAFI 3,
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00 84 00 00 08
>> 1A F7 F3 1B CD 2B A9 58h [90 00h]

3E 1 1SO 14443-4 Type A DA (LT, APDU“FF CA 01 00 00h(C&H>T ATS ZAFTEEY,
#l .

/111SO 14443-4 Type B PICC (ST19XRO08E) H'5 8 /N hzFHAHENE T,
APDU = {80 B2 80 00 08h}

CLA =80h
INS =B2h
P1 =80h
P2 = 00h
Lc =’U
F=5=1U

Le =08h

J&& : 00 01 02 03 04 05 06 07h [$9000h]

5.5.7. MIFARE DESFire #9%79tA93% (1SO 14443-3)

MIFARE® DESFire®(d 1SO7816-4 APDU /\wo—JE—RERA(TATE—REHR—NTEET .. MIFARE®
DESFire®@54Jh&E4E{LaN3E. MIFARE® DESFire®44 XY RICESNIERFID APDU HME—RZREE
9, BIZERFID APDU WA T4 TE—RZEIRUILS. 35DD APDU X RS “RAT(TE-R'TT, 2N
EU. &f)D APDU H“ISO 7816-4 APDU /\wor—E—RZEIRT 2155, 5KDD APDU (1 941SO 7816-
4 APDU J\wT—SE—-R"TY,

5l 1 : MIFARE® DESFire® I1SO 7816-4 APDU J\Wo—SE—R

/1SO 14443-4 Type A PICC (MIFARE® DESFire®)h'5 8 )\ hDELEZ e HEDF T
APDU = {90 0A 00 00 01 00 00}

CLA = 90h; INS = 0Ah (MIFARE DESFire #§43); P1 = 00h; P2 = 00h

Lc = 01h; 7—%A7J = 00h; Le = 00h (Le = 00h SR ADR2I%ZRT)

& 1 7B 18 92 9D 9A 25 05 21 [$91AF]

#AT—HZX1—R{91 AFH} (I MIFARE® DESFire®t Rk TEZRINTVEY,, FFMICDOVTIE. MIFARE®
DESFire®fI =S8R TZ&L,
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$ll 2 : MIFARE DESFire R—3>%-U>% (I1SO 7816 APDU )\wsr—IE—K)
11 ZOBITE PTVT—2a2(3 T — AL OESE EREN->TVEY .

IIMIFARE® DESFire®1— RO\ -2 3> &S 2EUS I BIH(C,

ZA7v7 1 : APDU {90 60 00 00 00}ZIXEL T, RAIDIL—LAZEUSLFT . INS=60h

J&& : 04 0101 00 02 18 05 91 AF [$91AF]

A7v7 2 : APDU {90 AF 00 00 00}&iX{ELT. ZFEBHOIL—LZEUEULE T, INS=AFh

J&Z : 04 01 01 00 06 18 05 91 AF [$91AF]

A7v7 3 : APDU {90 AF 00 00 00}&iX{ELT. BEDOIL—LEEUSLET . INS=AFh

J&& 1 04 52 5A 19 B2 1B 80 8E 36 54 4D 40 26 04 91 00 [$9100]

5.5.8. FeliCa9JD7ItA

FeliCa #9% 79123317 Rl PCSC #J¢ MIFARE #5% 7912331V REEVNET, 2OIVY R
FeliCa BE#(CHEHLL T, AWANENENTVLET .

FeliCa ON> RDIA—-Nvk

ARIRTF=514>

FeliCad¥> R (&)«

FeliCa OY>R FFh 00h 00h ooh | F-HnR2
NGESR)

FeliCa DIET—4IA—Yb (F—4+2 {1/ )

FEER LET—4

FIOAEUTOYVIT—HD5RHED
1. FeliCaZz##td 5.
ATR = 3B 8F 80 01 80 4F 0C A0 00 00 03 06 11 00 3B 00 00 00 00 42h
ZOMH : 11 00 3Bh = FeliCa
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2. FeliCa IDM OFeHERD,
JN>R = FF CA 00 00 00h

J5Z = [IDM (8 /{4 )] 90 00h

{5l : FeliCa IDM =01 01 06 01 CB 09 57 03h

3. FeliCad¥>R7ItR,
Bl : XEUIOv)7T A0 5 HED ]
JY¥>R=FF 0000 00 10 10 06 01 01 06 01 CB 09 57 03 01 09 01 01 80 00h
ZOHF :

Felica J¥>K =10 06 01 01 06 01 CB 09 57 03 01 09 01 01 80 00h
IDM =01 01 06 01 CB 09 57 03h

I6E = X®VJOvI7 -4

5.5.8. 1SO15693 99 D7 IR

COEIT(E. 1SO 15693 JORIUIHIFZAT3> I RIOWTERBALEY .

5.5.8.1. HW—J'0Ov/%5E#H#HS (Read Single Block)
1207 —470v9% 1S015693 hMSEDHE I TEICfENNE T,

Read Single Block FFh FBh | 0Oh 00h 02h 20h o --/00h
BHS
TOH :
JOvIoEsS 1)0A b
F-AJOvIES
JEEI-R

SW1 Sw2

B&Ih 90 00h BRERRRINICE TUELE,
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SW1 Sw2

I>5— 64 XXh KB XX (FFTMRTIS—-I-RTY

5 :
/INXP ICODE SLI h—R®) 10 EEOITOVIDT —5%5wH+ED
JIY>R: ={FFFB0000022010}

JEE 1 = { XX XX XX XX 90 00 }

5.5.8.2. HW—7J0OvY%2FEAH (Write Single Block)
COIYUR(F 1S015693 FT(C 1 DT —FT OV )% EZFADEHIEONE T,

INOR:

Jovs
Write Single Block FFh FBh | 0Oh 00h N+2h 21h o --/00h
BHS 0wy

57

Nl

TOH :
JOvIoEsS 1814 b
T-9IOvIES
Jovrs—4 NJUA R,
T=3IOVIICESAHFEDT 4

LC 18k,
F=AIOVIRE +2
EI-R
R SW1 SW2 =k ‘
B%Ih 90 00h BAEDRRINCTE TUEL.
I5- 64 XXh KB XX FHTRIIS-I-RTY

ol :

/INXP ICODE SLI 1—R®) 10 EHOIOVI(CT -2 EZFAD
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INY>R: ={FFFBO000006 2110111213 14}

& ={9000}

5.5.8.3. {EHOIOYI%%=H#ERD (Read Multiple Blocks)
BEOT—9I0vI#EEL 1SO015693 MSENH I L (CfEhNF T,

N>R

12HO | JOvoo

Read Multiple Blocks FFh FBh | 00h | 0Oh 03h 23h Jovs £ --/00h
BS

Z0H
1207 0vI8BS IDAC N
BtAT -7 0vHIES

Jovo 101K,
ZRPOTOvIEFISER(CSNIVNIRENZTOY) -
F1UF1- AT —HRELD 1 D70
Jovs# =ERPOIOvIE - 1
HEI-R
R SW1 Sw2 =1
B%Ih 90 00h BRENRRINICTE TUELI,
I5- 64 XXh KB XX (FFTNRIIS-T-RTY
fi -
/10x10 15 0x12 FT. IOy O+ 1UT11RREZ5:HEF T . NXP ICODE SLI 1—RD 0X03 HDiEfH:
Jov,.

JY>R: ={FFFB 000003231002}

JEE 1 = { XX XX XX XX XX XX XX XX XX XX XX XX 90 00 }
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5.5.8.4. {EHOIOYVI%EEEAH (Write Multiple Blocks)
ZOIY>R(F 1S015693 I (CHEH DT —FT OV I EZALEHIEONET

N>R

1280 | JOvID | 757
Write Multiple Blocks FFh FBh | 00h | 0Oh N+3h 24h Jovy Z mE% --/00h
BS
ZOH :
12B0J'0vI&ES 104k,
MteT -7 0vIES
JovoE 1)0A b

FRPOOITOVIEIIEER(C SN NRENZTOY) -
F1VF1 - AT —HFAEED 1 DD

JovoE =ZERPhoJOvrE -1
Jovo97-4 N/ R,

F—AIOVIICESAHEFEDT 4
LC 10 b

JOv)5—-A0DRE + 3

J5&I-R
TR SW1 sw2 =k ‘
29| 90 00h BIENRINCTE TUELI,
I5- 64 XXh SKEE XX (FFTMRIIS-O-RTY
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5.5.8.5. Ow22'0%% (Lock Block)

LOCK BLOCK ¥R, BsRaEnzJ 0w zkGENICOYIU. IERICEIEDRINIREERIRE I BTz fE
AHEns.

N>R

Lock Blocks FFh FBh | 0Oh 00h 02h 22h 07 --/00h
BS
FaOLIR
JovoEs 101k,
F-AIOvIES
IHEI-R

=R SW1 Sw2 =1 3 ‘
B%Ih 90 00h BIENRINCTE TUEL,
I5—- 64 XXh KB XX (HTHEIIS-I-RTT

ol :
INUR: ={FFFB 0000022210}

JS& : ={9000}

5.5.8.6. SATALIGHGHERD (Get System Information)
HIT3I2FT h\DIEHRZEIE I B126IC GET SYSTEM INFORMATION IV REERALET,

aNOR:

Get System
Information

FFh FBh | 00h | OOh 0lh 2Bh --/00h

Get System Information DISEJA—XY b

ER Xy—F< | UID | DSFID | AFl | AN —->HB2 ICNO. SW1 | SW2
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20
Ar—-oF R — 1/)46
By HE 58 |
_ 0 DSFID 720\
Bit O
1 DSFID &%
_ 0 AFI U0
Bit 1
1 AFI %%
. 0 AR —SBF=R0)
Bit 2 —
1 AN —-CHEEHD
_ 0 ICNO.BW
Bit 3
1 ICNO.®H%
Bit 4 ~7 0 RFU
uID -8 /{1
DSFID -1 /{1 b
AFI -1 ){1/

XEVEE-2 )1k

NAL b Bl
0 JOvI0E—A1
(EEoJOvrE  =J0OvE+ 1
L JOvInOARES (J\AMeBAIT) -1
(EB0IOVIOARES=TOVIOKREE (N MBI T) +-1)
IC -1 /)\A(k
BEI-R
b9 SW1 Sw2 =103 ‘
B&Ih 90 00h BAEDRINCE TUELR.
I5—- 64 XXh K XX (FFITMRTIS—I—RTY

ol :
IYYR: ={FFFB 00000128}

B 0 = { XX XX XX XX XX XX XX XX XX XX XX XX XX XX 90 00}
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5.5.8.7. #E¥OIOYIDtEF1UTFREZEE (Get Multiple Blocks Security
Status)

JOwIDtF1UTIRREREE I 31=5H(C GET MULTIPLE BLOCKS SECURITY STATUS OY> REFEALE
ER

N>R

- \ Joy
Gest Multiple Blocks | - | rgpy | ooh | ooh | 03h | 2ch | JOvo 71 _jo0n
ecurity Status DL
B/S
Z0H
12BOIOVIES 104k,
FaT -9 0vHES
Jovo 101K,

SHFEDEFEEOT—4-JOvI0tF1UT( - AT —IADE,
FRPOITOVIEIIEER(C SN NRENZTOY) -
F1VF1 - AT -HFRAEED 1 D70

JOov/E = ERhoJOvris - 1

Get System Information DISETA—XY b

R JOv7tt1U714REE SW1 | Sw2
Z0H
JOvrtFaVr14REE JOowoZelZ 1 )\4 b~

00h : OYJENTLEW

O1h: Ow7Enr

EI-R
R SW1 SW2 =k ‘
B%Ih 90 00h BRENRRINICTE TUELR.
I5- 64 XXh KB XX FHTRIIS—I-RTY
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& -
/1010 h'5 0x12 T, EHEITOvIOTF 1T REERFRAEIDF T . 0X03 EERRTOV.
JI¥>R: ={FFFB0000032C 1002}

B 0 = { XX XX XX 9000}

5.5.9. ¥iR—bM PICC ATR

FTIAIKT(E, RD PICC 94 T Y R— heNTOWET , U-F519(Ch—REHYFI 3L PC _to  RDR
IccPowerOn JY> RER®D ATR % CCID iRAMIIORULEFY

h—RAA T3 ATR
MIFARE Std 1k6 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 01 00 00 00 00 6A
MIFARE Std 4k6 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 02 00 00 00 00 69
MIFARE UltraLight6 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 03 00 00 00 00 68

FIAILN : MIFARE Std 1k (B0
Ffi& : 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 36 00 00 00 00 5D

MIFARE Plus SL1 2k6

TN : MIFARE Std 4k £REIU
F i@ : 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 37 00 00 00 00 5C

MIFARE Plus SL1 4k6

MIFARE Plus SL2 2k 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 38 00 00 00 00 53
MIFARE Plus SL2 4k 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 39 00 00 00 00 52

FJA)LN @ 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 3A 00 00 00 00 51

MIFARE UltraLight C6 ‘
FAi : MIFARE UltraLight £EU

SmartMX. 1&F FTIAILE : MIFARE Std 1k £EU
MIFARE Std 1k6 A 1 15014443 -4, Type ABU
SmartMXx. i FTIAILE 1 MIFARE Std 4k £EIU
MIFARE Std 4k° T4 : 1S014443 -4, Type AREIL

ACS @ Android 77 7" Z Uz /H
2ACS F#E I 172 0S F/2/7Pad0S 77 77 U #EH 45

ThED ATR EFLDOF ¥ L,
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h—RSA T ik

3B8n 8001 T1..Tn Tck

1SO14443 -4, Type A n = ATS AERE/ 1 MR
T1.Tn= ATS WREFE/\1 M
Tck=xor 8n8001T1..Tn
3B 888001 T1..T8 Tck

T1.T4 = ATQB hO7 Vo —33>5 -4
T5 ..T7 =ATQB FOIO0IVIBIR

T8 = ATA 1 MBLI
Tck = xor 888001 T1..T8

1S014443 -4, Type B

FeliCa 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 11 00 3B 00 00 00 00 42

ISO15693-3 Generic 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 00 00 00 00 00 63
Infineon My-D Vicinity

3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 OE 00 00 00 00 6D

(SRF55Vxxx)
ST LRI 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 OB 00 13 00 00 00 00 70
NXP I-Code SLI 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 OB 00 14 00 00 00 00 77
NXP I-Code
SLIX/SLIX2 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 OB 00 35 00 00 00 00 56

. 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 17 00 00 00 00
PicoPass 2K 79

. 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 18 00 00 00 00
PicoPass 2KS 76

. 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 19 00 00 00 00
PicoPass 16K 77

. 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1A 00 00 00 00
PicoPass 16KS 74
PicoPass 16K 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1B 00 00 00 00
(8x2) 75
PicoPass 16KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1C 00 00 00 00
(8x2) 72
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 1D 00 00 00 00
(16 + 16) 73
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1E 00 00 00 00
(16 + 8x2) 70
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1F 00 00 00 00
(8x2 + 16) 71
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 20 00 00 00 00
(8x2 + 8x2) 4E
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— R T TV -2 3> OISEREZER T2, TIAWKTIZRD PICC 417157005 -0HR— M
MCROTVET, I—-H—(d, EIEIV> R“Set operation Mode” T. SFSFRYA T 177,05 - DY R— M BZD
(CTBTENTEZT, WILT 294 T170./05-hBRICRD. U-F515(Ch—R%EHyF. PC _to _ RDR _
IccPowerOn JY> RIZRD ATR % CCID RAMIISRULET

h—R5A 7 1%l ATR

SRI (SRIX4K/SRT512) | 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 07 00 00 00 00 69
Topaz 3B 8F 80 01 80 4F 0C A0 00 00 03 06 02 00 30 00 00 00 00 5A
PicoPass 2K ISO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 0OA 00 17 00 00 00 00 75
PicoPass 2KS ISO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 0OA 00 18 00 00 00 00 7A
PicoPass 16K ISO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 19 00 00 00 00 7B
PicoPass 16KS ISO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 1A 00 00 00 00 78
PicoPass 16K
@x2) ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1B 00 00 00 00 79
PicoPass 16KS
©x2) ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0OA 00 1C 00 00 00 00 7E
PicoPass 32KS
(16 + 16) ISO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 0A 00 1D 00 00 00 00 7F
PicoPass 32KS

ISO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 1E 00 00 00 00 7C
(16 + 8x2)
PicoPass 32KS ISO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1F 00 00 00 00 7D
(8x2 + 16)
PicoPass 32KS

ISO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 0OA 00 20 00 00 00 00 42
(8x2 + 8x2)
Innovatron 3B 88 80 01 80 4F 05 FO 49 4E 4E 4F 35
CTS 3B 87 80 01 80 4F 04 FO 43 54 53 79
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6.0. Escape AV¥>R

(Escape) JIY>R(E. PC__to_ RDR__Escape (PCSC API® SCARD__CTL__CODE (3500) (cxih&
9% SCardControl()) ZTUTEESNE T, IV ROWUIBET T I 5L, U-5514(3 RDR_to_PC_Escape X
vE—FNU VAR ZZRUES .

Command from CCID

Pseudo APDU

Card Native
Command

APDU J

BUFoIY> Rl PCDINFC D#ERK. B —FI5AINDT DT DFRFRI R HEREICERENE T, CCID R
AKH PCSC API @ SCARD__CTL__CODE (3500 (SCardControl)) (CXJ59% CCID Xvt—=
PC_to_RDR_Escape Z{ERAULT. h—RU—4F—(CCNBOIYY REFETBENTEE T, Escape IV Ra2
E95L. U=H345(FIV> RERFL TEITL. LARDAZAER LT CCID RANIRIELET .

IR :
CNBOIXY REIELL 2ATI-RENT U TGXRETINENHDET ., FIX(E. E 000250100 (6.4.180) (&
PICCA>AII—-AZTUTGXESNBNETY (6.080) .

6.1. PICCEscape A¥>R

6.1.1. RF §l4 (RF Control) [E0 00 00 2501 ...]
ZOIX>RIE RF HIERES BrEhNET,

RF Control EOh 00h 00h 25h 01h RF JREE

IHEI-R
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IIVRF—54>

HER Elh 00h 00h 00h 0lh RF KA

RFIREE : 1)1/~

00h RF A7
01h RF #A> R=U>45
02h RF A> HR=U>FJUBWV

FIAIWNETE- 01h (RF A> R—=U>%)

6.1.2. PCD/PICC RRBHR{S (Get PCD/PICC Status) [EO 00 00 25 00]
ZOIX > RiE PCD/PICC MIRFERBRBBRICIERSNET .

INR
>R CLA INS P1 P2 Le
Get PCD/PICC Status EOh 00h 00h 25h 00h
IHEI-R

ER Elh 00h 00h 00h 01h Get PCD/PICC Status

PCD/PICC 4A%& : 1 ){( ~

RF 1RA& iR
00h RF A7
01h PICC 732\
02h PICC #{@5t T
03h PICC #IREH 7747
FFh I5-

6.1.3. R=UYJ/ATR ATS3>DHIE (Get Polling/ATR Option) [EO 00 00 23 00]

COIAXY RIFR=IIT AT % STE AU I BeHEREIN, MOV REFER TR ERGEELRF CEE
9, ZOIY> RlE. BHIO)—H 51 IERRICOIMEFREINET,

YR
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Get Polling/ATR Option EOh 00h 00h 23h 00h
JEEI-R

IRVRTF=514>

pe=c] E1lh 00h 00h 03h 01h PICC OR—UZJIATR AT>3>

6.1.4. R=UYJ/ATR AD’>a>D&FE (Set Polling/ATR Option) [EO0 00 00 23 01

...]
COINY RFR=U2IT AT % %E T BHFfENNET,
YR
Set Polling/ATR Option EOh | 00h | 00h | 23h | Olh | PICC OR—USHIATR AF>3>
IH&EI1-R

XY RF=51>
b= E1lh 00h 00h 00h 01h PICC OR—U>JIATR AT>3>

PICC R—=U>JIATR AT>3> 1 )\4h

BIENSA—H
Bit O R=UD%BEMITS PICCOMERHAFEDITHAT | 1=+
Bit 1 RF AJRIPEZHERNCTS ER—=2IUET, 0=ZFvS
Bit 2 RFU
Bit 3 IBAND MIFARE 54 FIC3d 9356 3 1=1&H
2B H— R ATR OFBIEZBENCTS | PICC MREFEDITI(T | 0= ZFvS
) ER-UIUED, IEOEL R
Bit4~5 RF #7J .
JFegny
Bit 6 RFU
Bit 7 SmartMX/JCOS h—R3Z1L—33> | PICC M&EHIFEDHTH(T | 1 =&t
MIFARE FHD/\—K 4 ATR 283t | ZR-U2J0LE T, 0=2ZF%vS
RF AJRIFE-2 Bit F—2Z1:RFATVES (Bit1=0)

B/ SA—5— USB S=45(D0)

Bit 5 Bit 4
0 0
0 1 N
1 ) RF AJ720
1 1

USB 5££3(D0)

0 0 250 ms
0 1 500 ms
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BIE)\SA—5— USB S45(D0)

Bit 5 Bit 4
1 0 1000 ms
1 1 2500 ms

FTIAWNEE-8Bh (R—U>JEBRCL. RF ATEZERICL. 5 3EFDH—RIATR [CHIFBIENND MIFARE
4T DERIZEBINCL. REATJRIFE [00] . SmartMX/JCOS 1—R3Z1L—33> MIFARE (BT 358 4 5f
9 ATR ZBZHICT D)

6.1.5. PICC R—=U>HHLTHUS (Get PICCPolling Type) [EO0 00 01 20 00]

COIX>Y RFEFRIENZTH./05—IR—U2 I 91 TEIS S BIedIAFERSN. DI REFERTIERGRE
HIRFETEET ., ROV —FI5A IERRICOHERENF T,

Get PICC Polling Type EOh 00h 01h 20h 00h

IHEI-R

IRVRF=514>

ped=c) Elh 00h 00h 00h 02h PICC R—U>H54F
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6.1.6. PICC R—=U>JHALITERE (Set PICC Polling Type) [E0 00 01 20 02 ...]

COIX>R(E PICC R=UJ9A T % E T B (CEHNE T,
N>R

7SN

A 1 Mho

Set PICC Polling Type EOh | 00h | 01h | 20h | 02h PICC IR-U>H 94T

IHEI-R

IRVRF=514>

NMh1 A% 0]

b= E1lh 00h 00h 00h 02h PICC R=U>H454F

PICC R—=U>H B4 F-2 JXA N, LSB ORIT. EWRNZIIERDEOTT

BRAENSA
—H—
Bit 0 ISO 14443A
Bit 1 ISO 14443B
Bit 2 FeliCa
i Bit 3 RFU
N1 ,
Bit 4 Topaz
. PICCIMELAFEDSTH
Bit5 Innovatron . . _
, (FER-udLEs, | 1=K
Bit 6 SRI/SRIX REUPY MO ELT
v LEQ’E = A\
Bit 7 RFU . 0=2%y7
<J2Eby,
Bit 0 Picopass (1ISO14443B)
Bit 1 Picopass (1ISO15693)
NAbO |Bit2 1SO15693
Bit 3 CTS
Bit 4-7 RFU
T IANNETE- JNL R 1:07h (1SO14443 A54T, 1SO14443 B A1, FeliCa)

J\{R0: 05h (Picopass (ISO14443B), 1ISO15693)

11 .
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IR EO 00 01 20 02 07 05
& : E1 00 00 00 02 07 05

IR—=U>TH94T JX4h1 =07h = 0000 0111b = ISO14443A. I1ISO14443B. FeliCa

JU4 k0 = 05h = 0000 0101b = Picopass (1ISO14443B), ISO15693

6.1.7. Bl&h PPS HX¥8 (Get Auto PPS ) [EO 00 00 24 00]

PICC he2aN3UNC, V-9 —[FRKNIEFHREICIOTIERZTEN PCD LU PICC LORIDBEEEE
REBLLOELET, I— MMRRINEIBRERELZYR— N TORWEES ., VI —(FIDBVRE TEN— REIE
HmULOELET,

YR

Get Auto PPS EOh 00h 00h 24h 00h

IHEI-R

IRVRT=514>

SR Elh 00Oh | 00h | 00h | 02h i IWERE

6.1.8. E1&) PPS 5% (Set Auto PPS) [EO 00 00 24 01...]
COIXR>RIIBENRIR PPS D%ERE I 3cHIfERENE T,

XK

Set Auto PPS EOh 00h 00h 24h 01h BRI

IHEI-R

pe=c] Elh 00h | 00h | 00Oh | 02h EeRE RDRE

PPSMDIERZK
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i 5 EhEA
106 kbps; BEIPPSHEREENTLRLE
00h AUTY.
01h 212 kbps
02h 424 kbps
03h 848 kbps

T IA) NERTE—- 02h(424 Kbps)

SEIR :

1,85, 77 -3 MERTOPICCORAIBFREZ N> TVAINRENGHNET , IRIBCEEMATERR
KIRE(CHELFT, V-F—(HRESNTUVIBEREE(CLBU T, PICCLEEZLET . PICCYRIRIEMEREN
TLVWRBEEREDEMHZHEIELUTVRWES. PICCIEPITATERRNET,

2, BV —NEEMN-ISMIDEMECREEZSZ2HAE. BULL - MNEECTIDERFT .
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6.1.9. PICC #47H8 (Read PICC Type) [EO0 00 00 35 00]

PICC 94 T 5HEBFCCOIY> RafERLET,

Get PICC Type EOh 00h 00h 35h 00h

IIVRF—51>

$EER Elh | O0Oh | 00Oh | 0O0Oh | 02h 94T IRRE
4T 1)1~

44T Bl
CCh PICC 2L\
04h Topaz
10h MIFARE
11h FeliCa
20h Type A, Part4
23h Type B, Part 4
25h Innovatron
28h SRIX
30h PicoPass
FFh DAt

REE 1)Uk

R B LT
00h RF A7
01h PICC 720\
02h PICC #f@5T 1
03h Z;Cj ‘iETRiﬁaf/T
FFh I5—-
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6.1.10.  PICC-HID ¥—/R—R® Escape ¥V R

6.1.10.1. HHIA—IYMEIE (Get Output Format) [EO 00 00 90 00]
OO RIE RTC O FTA—IY MEEYS T 2B fERINE T,
IR

Get Output Format EOh 00h 00h 90h 00h

IHEI-R

IRVRF=514>

e Elh 00h | 00h | 00h | 02h HHIA-YE HAHIESE

6.1.10.2. HHIA—IYPMERFE (Set Output Format) [E0 00 00 90 02...]
OO RFHEFTA—Y MERTET BB ERINE T,

YR

Set Output Format EOh | OOh | 0OOh | 90h | 02h HHITA-YR HANESS

IHEI-R

XY RT=51>

pr=z) Eilh 00h 00h 00h 02h HHIA—YE HhEE
HEHTA-YE 1)1k,
RIEINSA
—H_
Bit7~-4 | XFOANFLINIF PICCHRIEE0IT (TR | 1 = Rt

Bit3~0 KRE-R

HDNESS 101k,
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T IAILNIEZE(UID/SA MO, UID/UA M ... UID/X1 BN)

00h
5l : aa cc bb dd (Ri6/EEEOUID/IEE)
IEZE/ZER(UID/\A BN, UID/UA BN-1 ... UID/{A ~O)
01h

fl : dd bb cc aa (UIDIEZE X ¥x)

AXFEINXF . i3 44I(Bit 7H5 Bit 4 £T)

KRBt 7 M5 bit 4 F

HBA(x bit ZEBITIHENRW)

)
1XXX REE
00x0 INF
00x1 AXF
000x 4)\A FOUIDDHHR—
001x 4. 7. 8. 10/\1 hOUIDYR— K

FoRE—R 1 & 4 f(Bit 3 H'5 Bit 0)

REDit 75 bit 4 F

HBA(x bit ZIEBITIHENRL)

[9)
Oh Hex
1h Dec (N1 hZ¥)
2h Dec
3h 6H-6H
4h 8H-8H
5h 10H-10H
6h 14H-14H
7h 20H-20H
8h 6H-8D

ACR1555U - UJ7L>ANZa7 )V

N—=33> 107
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RE(it 7 M5 bit 4 F

HBA(x bit ZIEBIBHEDNRL)

<)
9h 6H-10D
Ah 8H-10D
Bh 10H-14D
Ch 2H4H-8D
Dh 14H-17D
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6.1.10.3. UID BatA. B, 8 TEYIMIFDHIS (Get Character at Start, Between,
at End UID) [EO 00 00 91 00]

ZOIX>RMF UID BtA. HfE. 82 T OEY MBS I 2BRICERENE T,

YUK

Get Character of UID EOh 00h 00h 91h 00h

IHEI-R

IRVRT=514>

%t E1lh 00h 00h 00h 03h ==l #ho AA—hk

6.1.10.4. UID B, . & TEYIIZFDRE (Set Character at Start, Between,
at End UID) [E0 00 00 91 03...]

ZOIN>RMF UID BtA. FfE. #8T OEY MR E S BRRIERINE T,

il Bhh AH—
Set Character of UID EOh | 0Oh | 0Oh | 91h | 03h i #

IRVRTF=514>

b=z Elh 00h 00h 00h 03h fRg i =3o0) AA—h

R 100 (& UID BDOFv395-)
RR& BrL)
FFh RECEFrSII5—-h7R0
zofs | RASU7ILIZ (USB) HIDERT-JIESHR

BOD 1)\~ REOXFZH)
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FFh PREICEF P59 —h720
zofh | FUASUZILZ (USB) HIDERT-JIVESHR

a1 )1 b (FiaxXFztih)
FFh SRR F 379D
zof | RASU7ILIZ (USB) HIDERT-JIV SR

ﬁll

B3

JEIR :
1. AZERTYF—R—RLAT7IME. BO)E/\WIZR—=ZF =TI« 7 7“7 ““ ZPABONFELTHR
—h&nxg,

6.1.10.5. F—MR—KRLA7IPSEDHEIS (Get Keyboard Layout Language) [EO0 00
00 92 00]

ZOIXY MIF—R—RLA 7O NEEZES T 2R (CfERINET.
EEZ

Get Keyboard Layout
Language

EOh 00h 00h 92h 00h

IHEI-R

IRIRFT=514>

R Elh 00h 00h 00h 01h F—R—RLAT7INEEE

6.1.10.6. F—R—RLI7IUPMSEDE (Set Keyboard Layout Language) [EO 00
009201 ...]

ZOIN REF—R—RLAT7I NS BERE T DR AEAINE T

YR

Set Keyboard Layout EOh | 00h | 00h | 92h | 01h | FAR—KLATINESE

Language
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IHEI-R

IRVRT=514>

R Eth | 00h | OOh | 0Oh | O1h F—R—RLATYNEE

F-R—RLAPIREFE : 1)1/ b

oo
R

00h R

01h I32AE

02h 1RE8

03h NP Z)E8
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6.1.10.7. RAMYH—-J1—ABE (Get Host Interface) [EO0 00 00 93 00]

ZOIX> RERANM 29 —J1— A% B9 S5 (CfEFEENE T,
INOR

Get Host Interface EOh 00h 00h 93h 00h

ISEI-R

IRVRTF=51>

R Elh 00h 00h 00h 0lh RANMH-T1-X

6.1.10.8. RAMYH—=JI—ASHE (Set Host Interface) [EO0 00 00 93 01...]

ZOIXY RERANM 29 —TJ1— A% 5% E S Dh5(CfEEESNE T,
BH5E : FHERBATIEHIC, U-F-ZBBNICEFZIDET.
YR

Set Host Interface EOh 00h | 00h | 93h | 01h IRAM>A-TJ1—-R

IHEI-R

IRIRFT=514>

R Elh 00h 00h 00h 01h RAMH-T1-X

RANM>A=T1-Z:)\{ b
Rig shEA

00h HIDF—R— ROHES

01h | CCIDh—RY—A—mFEMA

FTIAINETE—01h
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6.1.11. PICC-h—R>Zab—-53>® Escape AVVR

6.1.11.1. A—RIZ1b—->3>E—RICAS (Enter Card Emulation Mode) [EO 0000
0040 03 ...]

COIY>RIE. MIFARE Ultralight 1— R FeliCa h—RzIZ1lL—hg 3. V-F-%=h—RIZ1L—33>F

— RICERET 3Rl fERENET,

3E 1 Lock /N1 M. IZ2L— &Nz MIFARE Ultralight 1— RTHR—RENTVEE AL UID (&, I-HHERTE

BIRETY

YR

00h : EgRF

Enter Card .
h EOh | O0Oh 40h | 03h | NFC E—R 00h | 0Oh
Emulation Mode 01h : 1272

IHEI-R

CLA INS P1 P2 Le IXIRFT=514>

EER Elh | OOh | OOh | O0Oh | 03h NFC £—R

NFC F#fwE—K : 3){(1k

.

B8
02h NFCTA—SLI1T25NIE-R
03h FeliCa

ZOA h—R)=551459E-R

x 1 BRBN—-FIZ1L—2a>E-RICUIDEZZRIC, FIH— ROGHED/ESIAHE—RICA TSV, H—
RS 21l —23>E— ROFHEATE TRICL AR ANRRENF T,

. . UsSB TN1 M7 RL
NABRFOIN—
ANDF IR
STIFIN— SNO SN1 SN2 SN3 Nil
1RE8 1RE8 1RE8 1RE8 1RE8 Nil
AER/OY 1RE8 B LockO Lockl Nil \
F—IFHEDEEA
7 " aHjD = Data0 Datal Data2 Data3 0-3
T—AFHAHEDIESA
Data4 Datab5 Data6 Data7 4-7
& T A
F—HHHEDEEA FITER
Data8 Data9 Datal0 Datall 8-11 (1988
H
N1 M)
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. . USB TINA M7 RL
N BFIN—
ANDT IR
7~ IFHHED/ESA
» Datal?2 Datal3 Datal4 Datal5 12-15
T—A5HED/EEIA
» Datal6 Datal7 Datal8 Datal9 16-19
F-AEHEDESA
» Data20 Data21 Data22 Data23 20-23
F—AFEHEDESA
» Data24 Data25 Data26 Data27 24-27
7 —FRHEDEEIA
7 ;}D | Data2s Data29 Data30 Data31 28-31
—A5AHEDIESA
7 f:w | Data32 Data33 Data34 Data35 32-35
—A5AHEDIESA
7 f:w | Data36 Data37 Data38 Data39 36-39
F—A5HED/EEIA
» Data40 Data41 Data42 Data43 40-43
T —AmAHEDIEEIA
» Data44 Data45 Data46 Data47 44-47
F—IAHEDIESA
» Data48 Data49 Data50 Data51 48-51
F—IAHEDIESA
% Datab52 Data53 Datab54 Data55 52-55
T ’iu;bwﬂﬂbliél_
H
T HEDIESA
» Datal984 Datal985 Datal986 Datal1987 1984-1987

14 : NFC TA—SL914F 2 SRILOXAEYIYT (2000 /4 ~)
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Card & Reader Technologies

157=4920v9%9 (16 X4 USB TINARFPR

)] LAANDTItA
T—=A)—H—I15145— Block O 0-15
F—AHHRDIEEAH Block 1 16-31
T —ARHIDIESIAH Block 2 32-47
F—AHHRDIEEAH Block 3 48-63
F—AHHRDIEEAH Block 4 64-79
T HERDIEEAH Block 5 80-95
TR HIDIESIAH Block 6 96-111
T—ARMHDEESAH Block 7 112-127
T—ARMHDEESAH Block 8 128-143
TR HIDIESIAH Block 9 144-159

15 : FeliCa h—ROXEUYYS (160 /81 k)

20

FIAID : J0vw% 057 —%4:{10h, 01h, 01h, 00h, 09h, 00h, 00h,
00h, 00h, 00h, 01h, 00h, 00h, 00h, 00h, 1Ch}

FIAWNITOYI 0 DF—4 NFC Y147 39T 0BEIEIRIOvY

IR :
1. FeliCa h—RIZal—>3>0OYR— MBS (CHRAED/ESIAH,
2. FeliCa h—REHIES (IDm) FI-HICEERDIEET. XA—hH—O—RKN (0388) (CEIEINTLET,

6.1.11.2. h—RIZ1L—-33>0D7—-9%5H#HP (Read Card Emulation Data)
(NFC IA=3 L5472 5A)L) [E0 00 00 60 04 ...]

ZOOYYRIEN—RIZZL—33>0h— ROFT—9% 55 HEBEDIEREINFET,

N>R
IXIRT=H1>
Read Card 3y DAL
Emulation | EOh | 0oh | 0oh | 60h | 04h | 0Oh | NFCE-R #8 Ex
Data vh
HEI-R
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Card & Reader Technologies

IAXIRF—H14>

BwnATYh ¢ 1 )8/ b - 3R 14 11 Data0 i"507 RUX
£2: IWACE NI E S

6.1.11.3. B—RIZ1L—-23>0D7—-9FBFAL (Write Card Emulation Data)
(NFC IA=FAhB14D 2 5R)) [EO 00 00 60 ...]

ZOIXVREFE IZab—bhENh— fMOESAH(ERENTVET,

YR
avYR CLA INS P1 P2 Lc IXIRFT=514>
Write Card NFC | #&taA7
Emulation | Eoh | 0oh | ooh | 60h | =T | o01n | Ea F—4
Data 04h TR | wyk
BEI1-R

e CLA INS Pl P2 Le INIRFT=51>

EER Elh | O0Oh | OOh | OOh | 03h Ea& 90h 00h

NFC s%f@E—R : 1)/~

Sl
5

R L]
02h NFCIA—ILF1T25NILE-R
03h FeliCa
ZOft h—RU=41515€-R

ATy ¢ 18/ b - 2R 14 2 Data0 H"507 RLA
e 1M h-)\( 82
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@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.1.11.4. h—RIZ1L—-33>D7—9%5H#HP (Read Card Emulation Data)
(NFC IA=FLHALT 25R)) (FEER)

ZOINYREN—RIZIL -3 h— ROT - 97 HHERDIDIERINET,
EEZ

AXRF=H1>

Read Card NEC ATy | #BwmATE
Emulation EOh | 00h | O1h | 60h | O5h | O0h . [N wh &
Data E-R
Bit [15:8] Bit [7:0]
HEI-R

b=z E1lh 00h | 00h | 0Oh & T4

BesATEYN ¢ 2 (4~ - & 14 1 SN O W57 RLAZFHELD
ke 1A h=FHEDFE D/ A b

6.1.11.5. Bh—RIZaL-33>DF—98FBFAL (Write Card Emulation Data)
(NFC IA=SLHAT 235R)) (FE5R)

ZOIRY KRG I3 —bhENIEh— fMOESIAHfEHENTVET,

AXYRT=H1>
Write Card s ATY | $EATE .

Emulation EOh | 00h | 01h | 60h . W RS
Data 05h E-K ) b 4
Bit[15:8] | Bit[7:0]

IHEI-R

IANIRFT=H1>

TR Elh | OOh | OOh | OOh | O3h Ea& 90h 00h

NFC :%fmE—R : 1)/~

R

ﬁll

A

02h NFCIA—ILAA T2 E-R

Zoft H—RI-551459E-R

ATy 0 2)\4h - R 14 SNO NSV RLRAZEEAD
R 1)\ M-FBE:AHFED/ A b
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6.1.11.6. NFC IA—=SLFM4T 2 SANIiEEE ID Z5%5E (Set Card Emulation of NFC
Forum Type 2 Tag ID) [EO 00 00 61 03 ...]

COIX>RIF. IZ1L— NIz MIFARE Ultralight @ UID Z5%TE 9 3leICfERTNTOET,

YR

P1 P2 Lc AV RT=H1>
Set Card Emulation Lock Data EOh 00h | 00h | 61h | 03h 3)\1/hD UID

IHEI-R

ARIRT=514>

fEER Elh 00h 00h 00h 02h 90h 00h

6.1.11.7. NFC h—RIZalb—-33>0OvI57-~0vI%i%FE IS (Set Card Emulation
Lock Data in NFC) [E0 00 00 65 01...]

COIYYR(E NFC @EH. h—RIZ1L—33>0F7—4%0v733oIfERINE T, T—IhavIsnsde.
NFC TEZEXBENTEEE A,

YR

P1 P2 Lc AV RT=H1>
Set Card Emulation Lock Data EOh 00h | 00h | 65h | O1h ovs

IHEI-R

XY RT=51>

R Elh 00h 00h 00h 01h oy

Ov7 : 1\ b=NFC BETESHAZENRVLI(C, T-5ZRELFT,

BRIEINSA
RFINS KSA—5—
Bit7~2 1RER {REB
93 F—4(3 NFC BETESRASNERA, USB BEiE | [CF3
Bit 0 NEC IA—=3S1454F | IXVRTT—4%2ZEETEET, 1+ OvI%EES)
|
297%BMID 33
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6.1.11.8. B—RIZ1L—>3>D FeliCa M IDM %Z5%FE9I3 (Set Card Emulation
FeliCa IDm) [EO 00 00 64 06 ...]

ZOIYREN—RIZaL—33>0 FeliCa h—RLET. 6 /N1 hD FeliCa h— RIS %EETEIZoI{ERINFE
9,

YR

CLA INS P1 P2 | Lc J¥YRF=H1>

Set Card Emulation FeliCa IDm EOh | OOh | OOh | 64h | 06h IDm

IHEI-R

CLA INS P1 P2 Le F—=4%AH

%55 | E1h | O0Oh | OOh | OOh | 06h IDm

2O
IDm 6 /{1~

6.1.11.9. H—RIZalb—-33YREEEE (Get Card Emulation Status) [EO 00 00 69
00]

COINYRENFC BER., h—RIZIL—33>0T—5ZBUS I DI fERENEY,

N>R
YUk CLA ‘ INS P1 P2 ‘ Lc
Get Card Emulation Status EOh 00h 00h 69h 00h
WEI-R

EER Elh 00h 00h 00h 01h by

REE 1)Uk

BENSA—H

Bit7~6 1RER o

Bit 5 B N— R 7O7 1T bEn 1=797471Eans

Bit 4 1 — Rhtoinc 1=h—-kp%nr

Bit 3 R — R\ R EBFRHERDEL 1=IRTOT—IhFEAEDELUL
Bit 2 KRB — RS AERDEL 1=TFT-INGEHEDELL
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B#IF)\SA—4
Bit 1 BN - RESAFANT 1=7-9FSAEBNE
Bit 0 B — PRI eEn s 1=Hh—M&h
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6.1.11.10. ¥Z1b—33Y NFC TA=FAHM1T" 2 SANIE—-ROIAY R T)ItEv b

ZOOY> Rty M. ACR1555U O NFC JA—3SAL594T 2 SRIVE—R%23Z3L— M. ACS Y1 M NJHULET
https://www.acs.com.hk, 27w :

1. ROIXVRZERLTH—RIZ1L -3 E-RICADET,
o XEN-RIZIL—-23>F-RICA% (Enter Card Emulation Mode)
EO0 00 00 40 03 02 00 00
2. TEOIVVRT NDEFT—9Z2E0HTVET. T—IEEET :
o EEHN-RIZIL—-3300DT-HESAL (Write Card Emulation Data) (NFC JA—3A
B4 235R)L)

EO0 00 0060 1A 010200 16 E1 10 F4 00 03 OF D1 01 OB 5502 61 63 73 2E 63 6F 6D
2E 68 6B FE

V> Ry ME BV URL 7RLZAOHIZ NHLET

https://www.example.com/this/is/a/very/long/url/that/keeps/going/on/and/on/with/even/more/segments/
added/to/make/suref/it/exceeds/the/typical/length/limit/of/260/bytes/which/is/surprisingly/easy/to/dol/ifly
ou/keep/adding/more/and/more/segments/like/this/one/and/even/more

ACR1555U T NFC JA—=3L94F 2 SRIVE-RES31L—2300F T, « ATV
1. ROINIPERLTI—RIZ1L—23>E-RICADFT,
e H—RIZ1L—-33>F-RICAS (Enter Card Emulation Mode) ZiX{E9%
EO 00 00 40 03 02 00 00
2. TFEEOIYURT NDEF F—9%25&%9 :

o H—RIZIL—3300DF—HEZFAL (Write Card Emulation Data) (NFC IA—SAL594S
2 IN)L) O REIXR(ETS NDEF Xwtz—(F 256 /N1 MM X3, 2 DOEPCHIT
NFC JA—3 L5947 2 AJ(RETINENHDET,

E0 00 00 60 AC010200A8E110F4 0003 FF0109C1010000010255026578
61 6D 70 6C 65 2E 63 6F 6D 2F 74 68 69 73 2F 69 73 2F 61 2F 76 65 72 79 2F 6C 6F
6E 67 2F 7572 6C 2F 74 68 61 74 2F 6B 65 65 70 73 2F 67 6F 69 6E 67 2F 6F 6E 2F
61 6E 64 2F 6F 6E 2F 77 69 74 68 2F 65 76 65 6E 2F 6D 6F 72 65 2F 73 65 67 6D 65
6E 74 73 2F 61 64 64 65 64 2F 74 6F 2F 6D 61 6B 65 2F 73 75 72 65 2F 69 74 2F 65
78 63 65 6564 73 2F 74 68 65 2F 74 79 70 69 63 61 6C 2F 6C 65 6E 67 74 68 2F 6C
69 6D 69 74 2F 6F 66 2F 32 36 30 2F 62 79 74

EO0 00 00 60 6E 01 02 A8 6A 65 73 2F 77 68 69 63 68 2F 69 73 2F 73 7572 70 72 69
73 69 6E 67 6C 79 2F 65 61 73 79 2F 74 6F 2F 64 6F 2F 69 66 2F 79 6F 75 2F 6B 65
65 70 2F 61 64 64 69 6E 67 2F 6D 6F 72 65 2F 61 6E 64 2F 6D 6F 72 65 2F 73 65 67
6D 65 6E 74 73 2F 6C 69 6B 65 2F 74 68 69 73 2F 6F 6E 65 2F 61 6E 64 2F 65 76 65
6E 2F 6D 6F 72 65 FE

R :
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Card & Reader Technologies

NDEF (NFC F—#AHHBEIJA-XYE) (RT3 EMRIBIRERTEE THEI 2 ENHDI5S(E. NDEF {tik%
SBIZEEBEHULET , COMLFRTIE. NDEF LI— ROBELERICOVWTEEEM BT A RSA LI
RERMAL. NSO NDEF LO—-R(E NFC =D >9392aU(CLMEFRAENTVET . NDEF T4R(d.

—/ru

ACR1555U 7/\1 RIRIE(CHIFD NDEF IV REFT—HDfEREFIB S E 2 EIBMFE I DDIIEIIBET,

Page 130 of 153

ACR1555U - UJPL AR Za7 I info@acs.com.hk

N=S3> 107 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.2. ICCEscape ¥R

6.2.1. h—REJRHIS (Get Card Power Configuration) [EO 00 00 0B 00]
COIXVRE. ICC h—ROBIFIERZEUS S DIzfERIN. RFIDU—F /51 IERRDHAEREINET,
IR

Get Card Power
Configuration

EOh 00h 00h 0Bh 00h

IHEI-R

XY RT=H1>

o] E1lh 00h 00h 00h 01h h—-RERAE

6.2.2. h—REIREESNE (Set Card Power Configuration) [E0 00 00 0B 01...]
COIYRIFE ICC h—ROEBRECEBERTE I DFEDNET . RYIDU—F/5A IMNERRICOIHMERSNFET,

INOR

Set Card Power Configuration EOh 00h 00h 0Bh | 01h [iTW=s

IHEI-R

IRVRTF=514>

e Elh 00h 00h 00h 01h h—rERRE

H—ROEIRECE (1/)01h)

h—-REREKE

00h Bk, 1.8V -> 3V -> 5V
01h 5V Dd+

02h 3VOH

03h 1.8V O&H

04h BE&HE. 5V -> 3V -> 1.8V
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h— FEIFEE

Z0fth RFU

FIAWNETE — 04h (BENMEH. 5V -> 3V -> 1.8V)
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Advanced Card Systems Ltd.
@ Card & Reader Technologieys
6.3. BBk {mbBIE & MDD Escape VR

6.3.1. I7—ADIF7N-Y3VH4S (Get Firmware Version) [EO0 00 00 18 00]
ZOIXVRETF—LIITON-S 3% AFIBREONET.

XK

Get Firmware Version EOh 00h 00h 18h 00h

AXRF=H1>

. T7—LI9I7DIN->
LR Eilh 00h 00h 00h IT7—ALAI17DOIN—-3>0OES .
>
151 -
N>R EO 00 00 18 00
BEI-R: E1 000000 12414352 31 353535204657 20 31 2E 30 30 2E 30 30

16 #EET7—LAD17/)\-23> @ 41 43 52 31 35 35 35 20 46 57 20 31 2E 30 30 2E 30 30
ASCIll J7—AD17D)\—->3> :  ACR1555 FW 1.00.00

6.3.2. SUPINF>IN-HS (Get Serial Number ) [EO 00 00 47 00]
SUPIFON-%ZBUS IRV REERULET .

Get Serial Number EOh 00h 00h 47h 00h

TER Elh 00h | 00h | 0Oh SUT7NFIN-DRS STINFIIN-
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aCs Advanced Card Systems Ltd.
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6.3.3. USB SRilkFPID S/N Z5%FEFS (Set S/N in USB Descriptor) [EO0 00 00 FO]
CDIN> RFE USB EEhFAID SIN 25 TE I DIehfENNF T,

IRIRF=514>

i USB &gyt D SN
SetSNInUSB | oy | gon | ooh | Foh | o2n | ooh i
Descriptor BT
HEI-R

USB SZRFAD SN %
sm Eih | 0oh | 0oh | 0oh | 03h -l 90h | 00h
BM9ID

USB stk FAID SN #8%193 (181 N)

USB EeitFAID SN 2693

00h USB sttt FAID SN #ERN I3

01h USB 2t FAID SN #8%93

6.3.4. JY—HlIfHDRE-BHFE (Set Buzzer Control - Single Time) [EO 00 00 28 01
o]
OO REFEROTY —%RET B LHIEAEINET.

Buzzer Control EOh 00h 00h 28h 01h TJH—IREE

IHEI-R

#tEa Elh 00h 00h 00h 01h JH—4REE

TH-DIRREL /N1 H)
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TR

00h

OFF

01 ~ FFh

A, FibFE(E 10 ms ZBEAIICTD

ACR1555U - UJ7L>ANZa7 )V

N—=33> 107

Page 135 of 153

info@acs.com.hk

www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.3.5. I —HIHIDERTE-TE4E (Set Buzzer Control - Repeatable) [E0 00 00 28 03
o]
ZOIX RETY—OREEAZ R ES B ERASNEI A

YUK

Buzzer Control EOh 00h 00h 28h 03h JH—4REE

IHEI-R

IXVRF -1

%t Elh 00h 00h 00h 03h JH—IREE

TH-DIRAEGB /{1 H)

BENSA—H— TY—RE
NIA—4H—1 — X1kO — 01 ~ FF: A2(C9 3 F5#cksEld 10 ms %
TR T B
NIA—H—2 — JT1h1 OFF ERSS 01 ~ FF: OFF (C3 2#5#ck5fEld 10 ms
e REAITTS
NGA—H—3 — J\fh2 201U [BIER 01 ~ FF: #0:RUEIER

6.3.6. LED JRRBHR{G (Get LED Status) [EO 00 00 29 00]
OOV RIF LED DIRBEREIS S Bl iEAINE T,

YR
aYUR INS ‘ P1 ‘ P2 Le
Get LED Status EOh 00h 00h 29h 00h
IHEI-R

br=] Elh 00h 00h 00h 01h LED JKR&
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6.3.7. LED HI{HIEFXE (Set LED Control) [E0 00 00 29 01 ...]
ZOIX>R(F LED HliEERE S Bl EDNFT

INOR

Set LED Control EOh 00h 00h 29h 01h LED JXRE

IHEI-R

br=] Elh 00h 00h 00h 01h LED JKR&

LED JRRE (1 /)84 k)

LED iRfg BTl
Bit 0 : %M LED 1=0N; 0=OFF
Bit2 = 5 LED 1=0ON; 0=OFF
Bit 3 : EHfBD LED 1=0N; 0=OFF
Bit4-7 : RFU T

6.3.8. Ul #2/FHS (Get Ul Behaviour) [EO0 00 00 21 00]

ZOIN> R PCD Ul DIFFZEVS I BIhfEAEN. DIV RER T BIERGREZRF CEET . =D
U= 154 FHERRICDIHMERENET .

YR

Get PICC Ul Behaviour EOh 00h 00h 21h 00h

IHEI-R

IRVRTF=514>

b=z Eilh 00h 00h 00h 01h PICC Ul 2k
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6.3.9. Ul I#{FS%E (Set Ul Behaviour) [E0 00 00 21 01 ...]

COIX>RIE PICC Ul #BEDIITX

ZERTE I BIEHIfENONF T

Set PICC Ul Behaviour EOh 00h | 00h | 21h | O1h PICC Ul #2&1E

IHEI-R

IRVRF=514>

e Eilh 00h 00h 00h 01h PICC Ul ##/E

Bit O #EF (LED MNESERT D)
Bit 1 H—ROIEREFS (LED 524T)
1=B3T
Bit 2 H—ROEFEET7974716 (LED 52(7) J—SH—puig | @
4"5 — C

it 3 H—RB 7T HEBICABARI N (T - —Ei(ZI8 ; e

3)
Bit 4 H— KRBT FFHEEBHISHTARI N (TH—H—BFRY(C

153)

PICC TV N&E— 1Fh

ER
1. UBREIY> ROEVE /REICSAMA I AIT—R([IEFNTOFE A

6.3.10. BLE Ul I#{FHfS (Get BLE Ul Behaviour) [EO0 00 00 4B 01 05]
ZOIN>RIF LED D3 REZFHERDBRIAERINET .
IR
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Get BLE UI
Behaviours

IHEI-R

IRVRF=514>

b=z Elh 00h 00h 00h 01h BLE 785 Ul 1R1E
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6.3.11. BLE UI¥{FS%%E (Set BLE Ul Behaviour) [E0 00 00 4B 02 05 ...]

COON> RIIBED BluetoothLED 1#/F25%E I BledfENNET,

EESZN
SET-49 (A4
Lc F—Ath
NED)
Set BLE Ul Behaviour | EOh | 00h | 00h | 4Bh | 02h 05h BLE Ul2{E
BEI-R

IRVRT=514>

b=z Eilh 00h 00h 00h 01h BLE UI2(E

BLE UIR{E-1/)\1/ k. EYMNRIFROBEDTY

RIENSA
—H_
‘ 1=8%hT
LEDHM—-4-5 3
Bit 0 Bt BLE LED A A —(ZHIFEE
nz 0 =8|
)

BLE OFT JA)NSSTE - 01h

6.3.12. AU=JE—RAT’>3>DHUIS (Get Sleep Mode Option) [E0 00 00 50 00]
ZOITYRET A ZNRY—TE— RICABH( Y — %R S B (CIEFRENEY.
AR J7—LAU17)(-23> 1.02.04 LIBF TOMMEFERIEE

IR

Get Sleep Timer Option EOh 00h 00h 50h 00h

IHEI-R
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ER Elh 00h 00h 00h 01h =355
Znh
B DA N E
00h=60s (TI#ILN)
01h =90s
02h = 120s
03h = 180s

04h = ZU-=JURWL
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6.3.13. AU=TJE—RATS3VDERE (Set Sleep Mode Option) [EO 00 00 48
o]

60 FECABIRIELRVSEE ., TIAKNTE U=F—DHRAU-TE-RAET, COIY RET /A AN -TE-

RICAZBIICORERIRIRZ R E S BRI CERENET.

FE  Jr—LAD17)\-23> 1.02.04 LIBFTOHERTIEE

N>R
Set Auto Power Off EOh 00h 00h 48h =]
EI-R
AN RF—=451
>
5B Elh 00h 00h 00h 01h e
Z0H
B¥RA 1)\~ BFRE

00h=60s (TIAILN)

01h =90s

02h =120s

03h =180s

04h = ZU—JURW

6.3.14. Tx N9—#UYEHS (Get Tx Power Value) [EO 00 00 51 00]
COIX>R(E Bluetooth @ Tx N D —% 55 HEBBRIERAINET,

IR
Get Tx power EOh 00h 00h 51h 00h
Value
IHEI-R

R Elh 00h 00h 00h 01h Tx NNTJ—
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6.3.15. Tx N\O—HBUBESRFTE (Set Tx Power Value) [EO 00 00 49...]
Z0IY>R(E Bluetooth @ Tx /NT—%Z{E1E I BBRCfERINET.

YR
Get Tx power Value | EOh | 0Oh 00h 49h Tx/){D—
ISEI-R
AN RF—H4
>
HER Elh 00h 00h 00h 01h Tx)\D—
FaOLIR
Tx )XD— 104k

00h =-23 dBm . EB&f : ~3 X—4—

0lh =-6 dBm (FTIAILK) | EBRE : ~7 X—4—
02h = 0 dBm. FERf : ~17 X—45—

03h = 4 dBm. iE&f : ~25 X—4—

T AL ME -01h

6.3.16. MAC ZRLAHMS (Get MAC Address) [EO 00 00 43 00]
COIX> R BLE )5 -0 MAC 7 RL A% 55 HEVBBRICERINE T,
IR

Get MAC Address EOh 00h 00h 43h 00h

IHEI-R

mE T

1>

b=z Eilh 00h 00h 00h 06h MAC 7RL X

20
MAC 7RLX 6/\1k

AA:BB:CC:DD:EE:FF (UNLI>RIA—TwH)
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BLE MAC 7RL'A : FF:EE:DD:CC:BB:AA

6.3.17. BLE BUX&#RENS IS (Get BLE Advertising Name) [EO 00 00 44 00]
BLE BuX&ie St BRI CCOIN> REERLEY .

aROR
Get BLE Advertising EOh 00h 00h 44h 00h
Name
WEI-R

IRIRT=514>

4rEm Elh 00h 00h 00h length BLE HUXE&FR
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6.3.18. J\WwFUHWS (Get Battery Level) [EO 00 00 52 00]

ZOINY NIRFEDOEMERERTE I BHIfEHEINFTT.

3 : Read Writer ' Bluetooth E— RICROTWRIBEICOHMERTEET,

N>R
m e CLA INS P1 P2 Lc
Get Battery Level EOh 00h 00h 52h 00h
IHEI-R

IRIRT=514>

pr=z] Elh 00h 00h 00h 01h Eihk=E

Z0H
BithkE 184k
64h = 100%5% =
5Ah = 90%F%E
50h = 80%F%E
46h = 70%5% £
3Ch = 60%5% =
32h = 50%%% £
28h = 40%F% 2
1Eh = 30%%% &
14h = 20%5%=

OFh = 15% %8

6.3.19. BLE N1/YRLI—RDHIER (Remove BLE Bonding Record) [EO 00 00
5B 00]

BLE /N1 > RLO—RZHIBRY BIelcfENNE T,
3 1 USB E—ROU—H—-S5159—DH#HTBERLET,

INOR
YUK CLA INS P1 P2 Lc
Remove BLE Bonding Record EOh 00h | O0h | 5Bh | 00h
IHEI-R
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6.3.20. BLE B{SE—R&E#HS (Read BLE Communication Mode)
BLE IB{EE—REFAHEBRICCOIN> R2EALET.

XK

IR CLA INS P1 P2 Lc
Read BLE Communication Mode EOh 00h | 00h 77h 00h

b=z Elh 00h | 00Oh | 00h | O1h WEE-R

6.3.21. BLEB{ET—REXE (Set BLE Communication Mode)
BLE iB{EE— 2% EI B (CCOIVY REERLEY .
A7y (1) ELEEEELFY.

YR

Get Random Number EOh 00h | 0O0Oh | 75h 00h

IHEI-R

b=l Elh 00h | 00h | 00h | 10h 16 J\1 hOELER

A7y (2) BLE @{EE—FREITS :

BE={baniz 16 /(1 NELEK
Set BLE Communication Mode EOh 00h | O0Oh | 77h +
E={taniz 16 /N1 hMe—ME

20

BEE-R 15 )1/ MERE
BEE-R 1/)/k 00h : BAXX
01lh : 23
It:\?:él:]_ I\
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br=c) Elh 00h 00h 00h 02h SW1 SW2
p=q=:] SW1 SW2 =1 3
B&Ih 90 00h BAEDRINCSE TUELE.
I5- 67 00h BAENEBULFELU.
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6.3.22. BABYAY—F—US51 b= (Customer Master Key Rewrite)
BERNAY—F—%REIIFICCOINV R2ERLET .
Z7v7 (1) EEEEELET.

YR

Get Random Number EOh 00h | 0O0Oh | 75h 00h

IHEI-R

b=l Elh 00h | 00h | 00h | 10h 16 J\1 hOELER

A7V (2) BEABNAAFT—DLES .

ES{bSNI 16 /(1 MLER
EOh | 00h | 0Oh | 76h +

E=anfc 16 N1 FOFTLLW AT —F—

Customer Master Key
Rewrite

IGEIRRED— R (BTh)

TER Elh 00h 00h 00h 02h 90 00h

ISEIRRET-R (RE)

&R Elh 00h 00h 00h 00h

6.3.23. ERAEIS—HhDU>H%5MHAL (Read Authentication Error Counter)
COIX>Y RNEREE I S — > A% 5 BB S ICEDN S,
N>R

Read Authentication Error Counter EOh 00h 00h 72h 00h
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ER Elh 00h | 00Oh | 0Oh | O1h IS5-HhI>%5

I5-hD2 5% 418 1)\ b
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{8 A. NDEF Xwt—Y

CDtH23>Tld. NDEF Xyt—S%ERAUT NTag (C URL ZI>1—-RIB35ECDVTERBALE D,

COIRYROT=ATA=Xv bz THEURLZWEE. “NFC Forum NFC Data Exchange Format (NDEF)
Specifications 1.0"2Z88L TIZ&L,

ol :

NDEF Xwtz—< ={ D1 01 0B 55 02 61 63 73 2E 63 6F 6D 2E 68 6Bh}

ATEYbh a7V R& E7L]
0 D1 1 NDEF Aw4, TNF = 01h, SR=1. MB=1. ME=1
1 01 1 LI-R&EORE (1/)01hH)
2 0B 1 URIRAO-RORE (11 /)01K)
3 55 (“U”) 1 Ld—RaA4FU”
4 02 1 BEEE“http://www.”
5 61 gg ;?I’E %Ig 2‘26': 10 URL B{&, “acs.com.hk”

Ntag (CT>J—K ={03 OF D1 01 0B 55 01 61 63 73 2E 63 6F 6D 2E 68 6B FEh}

AJtyh a7V e B
0 03 1 TLV Aw4, 03h = NDEF Xvtz—
1 OF 1 NDEF Xyt—>0EZ (15814 1)
D1 01 0B 5501 61
2 63 73 2E 63 6F 6D 15 NDEF Xytz—>
2E 68 6B
17 FE 1 TLV A4, FEh = & T i28%
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&

{1#%B. OvMEYMRRELAOYVREYMIS—

& Bulk-IN Xwtz—>(C(d. ROYREY RIS -0V REYMNAREL SZADEBHNESFNTVET .

F—=3I4=)VR

K&

0 - ICC IMFAEL. PIT4TIREE (ZEHRENA> . RSTIES
WNIETIF4T)

0 bmICCStatus 2byh | 010 1-ICC? (FFEVEFINIETIT4T (\-RUITFIS-DIzHIE7
2 DF4TFIFAT)

2-ICC iMFTELRWL

3-RFU
2 bmRFU 4EyN | RFU | AN—NRRA-T-9DES (15)84K)

0 - MBICTS—HHEWN

- 5B 5—LS2A(C 5—1—R

5 bmCommandstatus | 2 By | O 1 1-KW (I5-LPRAICLBIS-T-R)

2 | 2 BERREENITIR
3-RFU

+]16 : AOYREYRRT AL SRS

IS5-J1-kK I5-%&# A EEDRE

FFh CMD_ABORTED RAMMRTED 7 )71ET1ZFIELELIZ
FEh ICC_MUTE ICC LiE{E9 305, CCID i1 L7DK
FDh XFR_PARITY_ERROR ICC LB{ET 205/ \UF1I5—

FCh XFR_OVERRUN ICC LB{ETB0F(CA—/\—-5>I5—
FBh HW_ERROR HEMRN\-RIIVIS-HIFRELELEL
F8h BAD_ATR_TS

F7h BAD_ATR_TCK

F6h ICC_PROTOCOL_NOT_SUPPORTED

F5h ICC_CLASS_NOT_SUPPORTED

F4h PROCEDURE_BYTE_CONFLICT

F3h DEACTIVATED_PROTOCOL

F2h BUSY_WITH_AUTO_SEQUENCE BE)S—4 > A TH

ACR1555U - UJ7L>ANZa7 )V

N—=33> 107
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A HEDRE

IV RZALIBLTVWS A0V NE 2 HEOIV> Rz

EOh CMD_SLOT_BUSY "
X{ETD
COh h*5 X
I1-9-Fx

81h T

80h XU

MWEES | RFU
#1BH3ME

01h : dwlLength I5—
05h : bSlot fFAELRL
07h : bPowerselect I5— (HR—hraNiL)
08h : wLevelParameter I5—
OAh : FI — DI RPUT MEZHET(EBR— han
TLEEA
0Bh : TCCKTS /{5 X—4#E%)
OCh : {REERFRIHR— UL
TFh 5 | K= RNTURLIS—dyt—) 55—y | ODN:T=0
0LhET | D1YFVIR WIHESNETZ(EHR—bENTVERA
T=1
BWI F/z(d CWI D EZEHR—han Ty
FEA

OEh : ERSNZIOYHMEIEOYR— MhESHE
F@OR—hEnTuEEA

OFh : IFSC KESHESNERIEHR—fanTW
FEA

10h : NAD BUBENEZNEEHR— N TLE
Th

00h O REYR-NCEER A,

+17 : AOVREYRIS—L R4 (bmCommandStatus = 1)
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