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1.0. %87

ACR1555U NFC Bluetooth®)—43544(& 1SO 14443 58 1-4 EB¢ 1SO 18092 A& (TEA L. FHEAIN— K,
MIFARE®H—R, FeliCa™h—R, NFCATKUI1SO 7816 A.BE C#4E (5 V.3V E1.8V) SAM h—RaY
R—MUTWVET,

ZDY—4—514(% Bluetooth®5.2 ZHEM RS > E— REEZYR— MU TS i0S. Android™, Linux®.
Windows®REDZIEARL —T4 2P 22T L IETES USB Type-C T/\A A TH D,

ACR1555U (4 450 mAh 3.7 VUFIL(AYEMERRWTE D ZMIEUET, SRROEERIAREZ R I BIeoH(C.
320 LED 327 1 D0JY—%EFBLTVET . £z 2 DORIVHENENICE M. sHIEIREER T Bluetooth®
IRREEFIEIUET .

1.1. iS¢ HgEE

BEEE BTl
ATR BUEREEMGE (Attribute Request and Attribute Response)
DEP T=AZBITONNWERRUT—4F34BTOMNIVEE (Data Exchange
Protocol Request and Data Exchange Protocol Response)
DSL EROFIRARFREIOEDEIRAZRR (Deselect Request and Deselect
Response)
bsL NIA=FERERENTA-FEIRIGZE (Parameter Selection Request and
Parameter Selection Response)
RLS FRVY-2EEEV)-R (Release Request and Release Response)
WUP BRI ITYTEREIT(I7vT (Wakeup Request and Wakeup
Response)
DID i%f% ID (Device ID)
BS EvNERRE(S (Sending bit duration)
BR EvNERARZ{S (Receiving bit duration)
PP JORIVISA—4— (Protocol Parameters)

Rl iLSCB8EE
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2.0. 1%

e USBINAE—RA>H-TI-X
T—ho—24>5-T1—-2
CCID%EHL
o AN—hh—RU-45-:

o IFEMA>AI-TI-X:

» HESEEN 53 kbps (ISO 15693 h—R) HLU 848 kbps (ISO 14443 H—R)
= AE7>TFHEFEST. ACR122U OiEB{EIEREIHE K 5cm T, (9T DAL TTEUT)
=  |SO 15693 h—RYR—k

= |SO 14443 A LU B 1—R, MIFARE®3!—X . FeliCa. 5 91 TODIARTD NFC 54
(ISO/IEC 18092) HHR—MLTWET,

= EZERL AR
= HL3RD APDU HR—b (&KX 64 KB)
o SAMA>H-JI1-2R:
= 1D SAMA-—RZOvk
= ISO7816%73AA MSAMA—RYR—K
o TI—33> JOUIY A2H-J1-R:
o PCISCHR—hk
o CT-APIYIR—k (PCISC LOLAY—(C&B/\vor—2)
o NEIENTULRELIHESS :
o 3xIA-Y-HIfHln]aeR: LED (B, B, FR&EO " LED)
o I-Y-HlfHeIaEDT T~
o NwFlU, F)NAL X, Bluetooth®AF—AFR%HIFEHF 27>
o USBI7—ADIF7YIJL—RbgR—N
e Android™ 4.3tABFDN -2 3> HR—h2
e iOS &iPadOS 128 ZDLABED/N -2 3> HR— b3

o LUT OARABITERL

o |IEC/EN 62368
o CE

PC Vo E— NIZ#H
2ACS &2 & 4172 Android =7 7' Z U (/7
SACS FZ#E X 510S E/2/2iPad0S 77 77 V aE/Hd 5
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UKCA

FCC

VCCI

RoHS

REACH
Bluetooth® BQB
TELEC (HA)
Microsoft® WHQL
KCC (38E)

ISO 14443

ISO 15693

ISO 7816
PC/SC

CCID

WEEE

OO0 O0OO0OO0OO0O O OO 000 O0O0O0

3.0.ACR1555U Q7 —F7IFv

3.1. U—5—-DEE7—F7IF R

ACR1555U

LED

TI—ho—2

TH- AT NFC 7555 )>> NFC
B T T I

Bluetooth 7>77
NFC IC

MCU

use | <:> SAM
14— ﬁ
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3.2. PC/SC RS4I\E PICC B&LT SAM HIDIEB(E

ACR1555U h' CCID JORIJILZfERBLT PC £ —FBIELET . PICC & SAM FBID@{E(E PC/ISC ARA&(CHE

ISO 14443 Part 1-4
PICC Interface

HLTWET,
PCSC ACR1555 PCSC ACR1555 PCSC
Driver SAM Interface PICC Interface
USB
TUTTTTTTITTITUCIUITIO IO Interface
| | (ccip)
1
: |
; | PCSC Layer | !
1
: |
1 1
: it .
! |
i T=CL & T=1 :
ACR1555 | Emulation !
1
! ISO 7816 Part 1-4 i
1 + !
1
: SAM Interface 150 15693 i
! |
: 1
: |
= a
: 1
: 1
. 1

) _L ____________________________________________________________________________ Physical
Interface

SAM and PICC SAM PICC

(Socket) (Built-In Antenna)

El1l : ACR1555U O7—+TJFv

TI—bo=2MEIRIF=TORIIL - AT - T —FFH)Fr(RESDTT

GAP SIM
Peripheral | Access
Role Profile | Profile

GAP Peripheral
Bond Manager

GAP GATT
SMP ATT
L2CAP
HCI
Link Layer

Physical Layer

B2 : BLE 27OV - 25Y)
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4.0. N\=RITI7ZDTH1>

4.1. Eith

ACR1555U (& 450 mA OFFEBERUFILM A EMEFERLTVET,

4.1.1. 78
ACR1555U \wTUDBAMINIZEL. BIRAD. USB. Fz(d Bluetooth £— RTEBIRI> 7> ML T
FEETEET,

4.1.2. NvFUIFGEFR—
JYFUOISEREER 2T\ A ZDERRRICEOTRBRDET , 14 BVEEZMATEUT, \yFUiSEIERIO#E

BETFDLIIC :
E-FK HEEE DI\ T USR]

#}EE-R 5.5 BFfE) x @O
A1 E-R 12 BFR x @
ATJE-R 48 H

|2 HED/\YFTIFE e

I EREMY-M—RICLHOTERDFT,
(1) Bluetooth E—RTlE. RU—TE—READCLUCGESREIET D,
(2) Bluetooth E—RTI, AU-TH5E% 60 FLIEREL. 1 BIC 10 EIORFEEENL. F0] 1 DEIRIET 3.

4.2. Th—bo—2R

ACR1555U (4. Bluetooth TTF/N\A R 1—-ABLUENAILTINA ZERTULITUET

4.3. USB
ACR1555U H' USB #RASICEEHLUTZ USB Z9TUT PC L3ERLED .

4.3.1. BENFTA—H—

ACR1555U (& USB 2.0 848 2.0 (CAED>T USB 124971 —AmiBU TV 1— 382 MEYILE T, USB &K
E—-REYR—KU. L= 12 Mbps (CRDFT,
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E> =5 e
1 Veus h—R(Z+5 vV OERZ 4G
2 D- ACR1555U ' PC LD TEEMES TT — 421X IS
3 D+ ACR1555U ) PC LD TEEMES TT — 425X IS
4 GND SEROBELAI

|31 USBA>H—J1—RECHRE
¥ : ACR1555U H' USB 4>24J1—X%ENMUTIEULKHERET Bledicld. ACS BMBDFNA ARSI
Microsoft CCID CCID RIADW\WITNHEA VA M—ILT 22BN HDF T, s: (LI T /A ARSAINA A=)V H
4 RIZSIBUL TS,
4.3.2. IYRKRAV b
ACR1555U FEEDI>RRA>MENULT, KA PC LIBIELET :
Control Endpoint &i&&HIEA
PICC :

EP1 Bulk OUT 7RAKPCH5S ACR1555U PICCA>A—JI1—R(CONIREXR(ETS (J\oyhF4(4 X 64 )4
~)

EP1 Bulk IN ACR1555U PICC W"57RA N PC (LISEZIXIETS (v hHALX 64 )X/ N)

EP2 Interrupt IN  ACR1555U PICC NSiRA K PC ([Ch—RARBED XY —S%IXIETS (JWUyhH/4X 80
1h)

SAM :

EP3 Bulk OUT 7/RAKNPC H5 ACR1555U SAM A>4—J1—RICANRZIXIETS (NvhH4(4X 64 )\A
N

EP3 Bulk IN ACR1555U SAM hSHRZAN PC (LISEZIXETSD (v /4X 64 )X1MK)

4.4. FEMAY—-MI—R(25-T1—-R

ACR1555U EFEIEALD— REDBIDA >HTTI—AN 1ISO 14443 (AR ITHERLL THN, ACR1555U DE Y4
gEZ L I BIHICVKDONDOFIREREE ENMfTONTVWET,

4.4.1. WXRERE

ACR1555U DX R ERKEE 13.56MHz TY,

4.42. K=UYY

ACR1555U ([CAZFFIEAH— RE2 BEMNCAREUE T . COBEEE(L 1ISO 14443-4 D AL BA1TDA—R, Topaz
A—R. MIFARE 51—R. I1S015693 51— R, FeliCa & NFC #J%#HR— % T,
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45 1=-Y—A140H-J1—-R

45.1. LED

LED 1>>4—%4(3, Bluetooth £—R, &R, USB £—ROIRREZRRIBHIMERINFT, 5 LED N
Bluetooth E— RDIRREZFRR I BIHIfEAEN. 5 LED HFN\AADERIREEZFRRT DI (CEREN.
e LED B W IR Z KRR I BdTfEAEN T ' PICCIRREZRR T BILICERAINE T,

LED AF—H5A

Y—4 -S4 9—EIRAD

OFF Bluetooth 7/\A RERTY> T LTV
USB E—R
=6 BEHTS | TRV IHRERD (B—RRYV% 1 ORI mE
/I(LED1) (4 Hz) &%)
DD S50
(0.5 Hz) FTIAZADRTI1ES
={q) Bluetooth 7/\1 R¥EZ 52 T
NyFUFEELRT
OFF J—=4I1515(E USB ODH TEIRZHE/
T— . - .
}Z:E bz i BHOEEN 3. 5VIEDELCT. USB EFEHHDFEA
//(LED2) . \
PO JYFURERE (300%6555)
(0.2Hz)
=T FEEH
AL >4 ={q) TIARCERNAD, FFEL
(LED2)
7 OFF RAREIRAT
I(LED2) =T HEEIEAD
OFF RF AJ
Eé \ . R RY i =%
RRT D AN— =R - —tZmHESTFT
//(LED3)
T H—RHFEEL T U-4—H YO REFO TVWET

4 : Bluetooth E—RTO LED ¥R

ek a, & AREH R AT TS
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LED AF—H5A
s OFF USB E—R
//(LED1)
JNyFUFTELRT
OFF J—4I1515(& USB OH TEIRZHE/
iR EMOBEN 3. 5V ELOHELT. USB BEHHDFEA
/[(LED2) i
DO JYTUBRETRR (30%K7%)
(0.2Hz)
I=vq) FeEH
Use E—k | AV AT 7 HRICEBIRNAD, FEEBH
(LED2)
= OFF SRERAD
(LED2) =T BEESNEYND)
=E OFF H—RHEFIELRCT. RF A7
//[(LED3)
SELE=V ) AI— M= RO -4 -5 HEEET
=e I=yq) H—RHEFEIEL T U= -V REFOTVEY
//[(LED3)
OFF H—RBIFEURCT. RF A

|5 : USBE—RTO LED X~

452. JH¥—
H—RR—U>4 . Bluetooth 3E#E. 2U—TFE— K. B/\wFU—iREER 1 —HIBAIT R dIfENNET,

T8

1Y - HEIREIEH
1[EE—7 2. 0— R aEnizih—Raah Lz
3.USB E—RH'5 Bluetooth E— RADHINEZ (EVLWE-TF)

2EE-T - -NERGEGE. \WTURERE
3@EE-7 BIREHRUING

Stk & IREADFIRHISATT 5
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45.3. K9>
ACR1555U (Z(F BLE NI ERAYFHRAI>D 2 DOMRIHHDFET

E-R
BLE E—R
(R7PU> samY Bluetooth /N1 > ROFER
T KRS 2
PC USB }& . . _
A USB E—R R<HY BLE E—RICYIDEZ 3
IEL B v/ RR9 NFC OERA> /7957171t
AIYF T2

Y—H—#A> RR9 A7
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50.\=ROI7PFHLY
5.1. U=AH -5 45 —F— &R

Fower Key short press

Power OFF Power ON

Power Key Long
Preszed
(=5s)

F

WO
YES
In ELE mode i
A
In USBE Mode

Y

BLE Long pressed
(=55)

B3 :)-4-3159-FE—R

=1 INRENT DL I USB IR— MDIBEFHRRZIRELFT . A—N 5 VOBEMEEENZE, U-4H/5
1493 USB E—REREUFT, IEF(CHREITDE USB E—ROFFH(CRDEYT, USB E—RHEEBI TERN OIS
A\ V=4 —I5149—(F Bluetooth JO—RFrZAME—R2AUICLUET . Bluetooth £—RhS USB E—RICEINEX
BPWENDDHZEEE 1-T— 3T /1 AOEFZHID, BUEFREZANT. USB 7 /\(RZH#ERIINENHD
9,
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5.2. 7)—by—Ri@1{E

5.2.1. Bluetooth ¥EfxJO—

T 524 Bluetooth OiEfHJIO—T9 :

Bluetooth Start
~ (Reset/Power up) h
A l No
' Successful Connection?
Enable Service
e l """ TTTTTTY Yes -
' Enforce Encryption? —> Authentication <
l No
No ESuccessfuI Authentication?i
Yesl
Smart Card Operation Smag;&:}rﬁtfgﬁ;ar;tgog with
: Disconnect? <
Yes {
—| Reset | | Power Off |

&4 : Bluetooth $&#:J0—

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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5.2.2. Profile €L 233>

ACR1555U (34 >4—TJ1—A&IRIET BIHDT—FELTD Bluetooth FitiHERATILIICERETENAY— N
H—RY=4H—=TF, 3 DOFvRILENUTIVY RBIEOHZAILAT —EZZ AL TVWET, 1 DEHOFrRILEITY
RER(ICFEAIN., 2 DEOFvRIVIIYY MSEIERSN. 3 DEOFrRILEh—REMICERINET,

Ffz. U=4—35149—N Bluetooth E— RDIHE. IRIEDEEEBNHKIRICIENNT 2Ic6., ©Z4E ) \yF I —E%{E
FBUT. RPUSI T NA ZDRIED/ T MRREZBAILE S . BAIREENZOIHBE . U-F— (& FEDF >R
ENUTRIUIT A RCBAIVET . IR GECTRIDIC, NyTFU-h 3 DOTI—-T(CHHFBNTVET :
KRET (23.78V) (EKEARE (<3.78VE23.68V) BLUN\WFURL (<3.68V) .

BE&IC. 1-H(CZ0DY-F-DIFREIRE I BRDIC. hDAIIAZSNT A REHRY—-EZNBIIENE T,
COIBEREZFENTHRAMED., F@FTTVT -2 DERICEOTEHRARBIENTEE T, [BROTCFIETIES.
SUPNES. Jr—L917)ES3> . BLUT NI AENEFENET,

H—-EX UuID K47
00003971-817C-48DF- .
8DB2-476A8134EDEO e
ks 00003972-817C-48DF- . pes
AN—hh—R 8DB2-476A8134EDE0 | - ¥~ P&
00003973-817C-48DF-
8DB2-476A8134EDE0 | P~ Ll
Eih 2A19 EhkE
2A23 25D
2A24 BT
2A25 SUTIFIIN—
FTI\ARIEHR
2A26 J7—LhJI7OIN—->3>
2A27 N=RII7OD)->3>
2A29 A—hFR
6 : ACR1555UBIluetooth H—E X
Wi \ UUID AVEI \
DeviceName 2A00 06h
B2 (U—H—544— _RFH5 | 00003971-817C-
*xE (-4 ?'f’i SRPYIT ASDE.-SDB- o8h
JNA{R) 476A8134EDEO
== (RPYSHFINAA ——4—5 | 00003972-817C-
ZE (RPUIIFT)IAR SU-F-5 ASDE.-SDB- -Bh
149-) 476A8134EDEO
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BRI uuID MR ‘

h—-KEHITD (U-4H— <Yy | 00003973-817C-
o 48DF-8DB2- 2Fh

7/ 2) 476A8134EDEQ
ABatteryLevel 2A19 20h
Manufacturer 2A29 19h
SerialNumber 2A25 11h
FW_Version 2A26 13h
ModelNumber 2A24 OFh

#]7 : ACR1555U OH—EXJ\>RJLE UUID Xytz—SUZ

ACR1555U - UI7LYANZ17 )
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5.2.3. @ER&EI7II

BERCEI7MINIROLICREDET

BGR\A b+ 20V hEY R+ RS +1REE (1)\(4N) +7—-9J0v7 + FIvIS LA+ T )4/ b

. X&EE (N
F—974-JK s
ESPEVAR AN 1 {8 : 55h
20y ey 1 H—RZ0Ovhk 00h : PICC. H—RZ0Ovk 01h SAM
R 2 (& Datablock 7 =474 =)L READ/\{ M= RS
1REB 1 1REB
RARDIUTILFON 1 RAMEFILWIL — LABRIETREEC 1 /0 MEYPT
Y—4—515-17 1 =G =S54 9—RLVIL — WERIET BEE(C 1 /0 MEDT
WF>N—
F=4J0vy N 7—4 (CCID [(—EI 2 Xvt—4K)
FIvIg A 1 Z20YREY R, R&, IL—L91T RARI-FISAFIITIES. B&
UT—9RAL > OHHBEY OR (XOR) B
BT b 1 f : AAh

5.2.4. T0—bo—-Z@E70 MV

ACR1555U (3. FHEBEINETOMIVEZEFRBLT, TI—b9—R-A2H—T1—ATRFPUIIENETINA AL E
{ELEY. cOTORIL. CCID IXY RFVIRIVEISEF v ORIDEER A TVE T,

IR YR—-bME-R XER
62h BASC EREEE RPVAJTINAR PICCERAND
63h BAS EREEE RPVAJTINAR PICC/\D—#AT
65h BASC EREEE RPUATIAR N—RORFT—HRZEUS
6Fh BASC EREEE RIVAJTINAR APDU 3Z#fa
6Bh BA FREEE RPUIFTINAZ | Escape IX¥>R
61h BASC EREEE RPVATIAR NIA—H—ZHFITD

&8 : X RI-ROBIE

Page 19 of 151

ACR1555U - UJ7L AN =27 ) info@acs.com.hk

N—33> 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

'b‘iﬁ—I“E—I‘\“ (SR ‘

80h =4— | T-HT0YIICHLTOISE

81h BAN SREEA Y—4— H—RROYRRAT—HRICIHUTOILE
82h BAN SREEA Y—4— JGA=H—(CH L TOISE

83h B FREEH J—4— | Escape XV RICHLTOIGES

53h BAN FREER Y—4— IS—(HLTORE

eI SL]

50h BAS EREEA J—4- H—RRFT 45278 IS

52h BASC EREEA J—4- AY=TE-RICAZDZBHI TS

10 : h—REBXID- MUE

5.24.1. PC_to_RDR_IccPowerOn
AOYNEEMHEL T, h—R05 ATR 7R T,

0 bMessageType 1 62h
1 dwLength 4 00000000h | Xwt—SORDZ/NA MOYAZ,
COIX>ROAOYESZH#HAILETD,
2 bSlot 1 00-01h 00h : PICC
01h : SAM
5 bSeq 1 00-FFh INVROS -T2 AES
ICC HDEXE
OOH - E|ED;
6 bPowerSelect 1 00h-02h g%%}zwﬁm
01H - 5Lk
02H - 3Lk
7 abRFU 2 0000h BUTIEREVET,
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DXyt —mIHE(E RDR_to_PC_DataBlock Xy—T9, iR&Nz7—4(EUyMNEeE (ATR) T,

5.24.2.

POTAR=23> R ZFv 2 IIUET

PC _to_RDR_lccPowerOff

T—=5714=)R jf = ¢ [T

0 bMessageType 1 63h -

1 dwLength 4 00000000h | XwE—SMRD/\A MY A,
ZOIN>RORAOYMESZHBILET .

5 bSlot 1 00-01h 00h : PICC
0lh : SAM

6 bSeq 1 00-FFh INOROS -T2 AES

7 abRFU 3 000000h BUTIERENET,

ZDXyE—-MISE(E RDR_to_PC_Parameters XytZ—>T9,

5.2.4.3.

REOH— RADY MIRREZESLE T .

PC_to_RDR_GetSlotStatus

0 bMessageType 1 65h -
1 dwLength 4 00000000h | Xytz—ORDBINA bOYAX,
ZCOIXYROAOYPESZHRILET .
5 bSlot 1 00-01h 00h : PICC
01h : SAM
6 bSeq 1 00-FFh INVROS -T2 AES
7 abRFU 3 000000h BUTRREVNET,

ZDXyE—DI5ZE(E RDR_to_PC_Parameters XytZ—>T9,

5.2.4.4.
ICC (CT—77 OV %ERELET

PC _to_RDR_XfrBlock
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F—5714=)VR

0 bMessageType 6Fh
COXyt—>M abData T —45714—ILR
- | oB4X
1| dwiengn 00000LETh | o ‘.
T=ARAADEINVIY RIA =YY RT
EINENF T
ZCOIN>ROAOYMESZHBILET .
5 bSlot 00-01h | 0Oh : PICC
01h : SAM
6 bSeq 00-FFh NROS—T2RES
IEERIXL TLS CCIDs JOv D5k
A4 LTI NIRRT DI IfERLET .
7 bBWI 00-FFh | [COEMEICT Oy DRHEEFRZHNT |
OHEARAINTZ#. CCID (T Ovo%4
ALTINMILFET,

ACR1555U - UI7LYANZ17 )
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T4=LREUMLI>Y RIA—-YY N TR
Ny
TPDU LAJL, RFU . = 0000h

%2 APDU LNJL, RFU . = 0000h
5K APDU AL -

APDU NIV RTHIAEFRIIHETIS
WEINEAZHUET .

0000h

JY>R APDU AACOIX> RTRIES &
T,

0001h

JY> R APDU AAZOIN> RTRIIAL

8 wLevelParameter | 2 - T ROIX>R PC_to_RDR_XfrBlock
0002h

abData 7 =474 =)L REHkSETICIT R
APDU ZEBRiXL. APDU ON>RZHET
LFEd.

0003h

abData 7 =471 — )L RHRETICONY R
APDU ZERIXU. &ICES 1 D07 —457
OvJ7ZBEL.

0010h

ZEM abData 7 —474—)LR, XD
RDR _to_PC_DataBlock HiH&s

APDU ZERixUfitlT3
o CCID (X EEN3T-470v), 7—4
10 abData 551 - [JICC[C[ZDFF IR EENFT

(TPDU 3HELAIL)

DXy - OI5ZE(E RDR_to_PC_Parameters Xytz—>T9,
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5.2.45. PC_to RDR_Escape

LERIERER 7T AT D
7T=5714=J)VR

0 bMessageType 1 6Bh
ZOXwt—>0 abData T—45J4—JLR
OHY4(4X,

1| awenan | 4 | Seonen
T=ARAALIFY NI RIA—TYRT
EiNENEd
COIX>ROAOYMESZH#HBILET,

5 bSlot 1 00h - 01h | 00h: PICC
01h : SAM

6 bSeq 1 00-FFh NROS—T2RES

7 abRFU 3 000000h BUTIEREVET,

JARES e — X
10 abData 551 - CCID (X ESN3T 457094,

ZDXyE—-TMISE(E RDR_to_PC_Escape XytZ—>T9,

5.24.6. PC_to_RDR_SetParameters
H—RAOYMDINSGA—-HZHELEFT

. R
T—5J14-)R
0 bMessageType 1 61h
ZOXyE—>0
00000005h | abProtocolDataStructure 7 —474—
1 dwLength 4 BLLIE WROYAZ,
00000007h | 5*—HRy3A SFUNLIY RIA -y T
BIENES
ZOIXYROAOYPESZHRILET .
5 bSlot 1 00-01h 00h : PICC
01lh : SAM
6 bSeq 1 00-FFh INVROS -T2 AES
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F—5714=)VR

TEREFFEEENETONIIIOT —FiEE
<9,
00h = T=0 JOMILAEIE

01h = T=1 JORIAEIS

7 bProtocolNum 1 00-01h
TFREDBEZREBU TIERICENET
80h = 2 #RJONIILOIEE
81h =3 #RJONIILOIEE
82h = 12C JONJLEE
8 abRFU 2 0000h BUTREREVNET,
10 | @bProtocolDatast b ) .

ructure 5l

T=0 JONJILDT—H#Ei&E (dwLength=00000005h)

A7ty F—5714-R

b

B7-4 — FI — ISO/IEC 7816-3:1997 (D7 —
I 7 #A>TYIALT, HO0vIL— hOZHR
1REEIRUET

B3-0 — DI - ISO/IEC 7816-3:1997
FDF-JI 8 ZA>FTWIALT, R—L—bD
TR EIEIRUE T,

10 bmFindexDindex 1

BO — Ob, B7-2 — 000000b
00h .
02h

11 bmTCCKSTO 1 Bl — xZ#aA (b1=0: E#E ; bl=1: ¥)

¥ : CCID HcoEyhaEEULETD,

2 XFBORDR GuardTime., IEE R
12 bGuardTimeTO0 1 00-FFh | GuardTime (12ETU) [C 0—254 ETU%
EBHIUFEI, FFh &£ 00h BRIV T,

T=0 DiFE WI i WWT 2E I I (CED

13 bWaitingIntegerTO 1 00-FFh
ng9g

14 bClockStop 1 | 00-03h | ICC /Oy EIEHR—K
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00h = JOv)%Z{EIEIBE(FEFRIENTULE
TA

01h = JOYMESMEVEF(CIFLEENET
02h = JOVMESHBVEFIEENET

03h = JOYEESMEVESFZIESVEFICE
IFenF9

T=1JO0RILOT—5#Ei&E (dwLength=00000007h)

A7ty F—-574-)K RE

B7-4 — FI — ISO/IEC 7816-3:1997 ()
F=IIW7%ZA>FTYIALT, JO0vIL— D
TR EIEIRUE T,

B3-0 — DI - ISO/IEC 7816-3:1997
FOF-TIL 8%A>FTYIALT, R—L—h
OZEFREZEIRUE T

10 bmFindexDindex 1

B7-2 —000100b

BO — FIv/ Y LA%4T (b0=0 : LRC ;

10h, 11h .
110, 1 ho=1: CRC
11 BmTCCKST1 1 12h. 13h )

Bl — X#aF (b1=0: E#% ; bl=1:
¥) ¥ : CCID HCOEy =R LED,

RETORERR (TO0Fv305/(F 0
12 BGuardTimeT1 1 00-FFh | —254etu) . fElE FFh TH3HE. 1RE
BERA letu BBLET .

BwaitingIntegerT B7-4=BWIfE 0-9 B3

13 1 1 00-9Fh
B3-0 =CWI{E 0-FhB%h
ICC /O0yHEIEHIR— b
00h = J0Ov)Z{S1EFBEFEFRIENT
WEBA

14 bClockStop 1 00-03h | 01h = JOYMESMEVEFEIEENE T

02h = YOV EESHFEVILELESNET

03h = JOYMEESMEVEFETZ(EE VEF(C
Iy gES-)
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15 bIFSC 1 00-FEh | 33#%aNfz IFSC HDAEE
16 bNadValue 1 00h NAD = 00h IElFUR—hCEFT

ZDXyE—-TMISE(E RDR_to_PC_Parameters XytZ—>T9

5.2.4.7. RDR_to_PC_DataBlock

CDIY>R(E ACR1555U ([CLDTIR{EENT. PC_to_RDR_IccPowerOn & PC_to_RDR_XfrBlock Xytz—=
(CHUTDISETY,

0 bMessageType 1 80h CCID W5 =47 0vI%EXELTVET,
ZOXwt—>0 abData T—4574—JLR
00000000- e e e <
1 dwLength 4 000001E7h DYA X T=HRXAUFINLIY RIA
AN )
5 bSlot 1 - Bulk-OUT Xwtz—>thfELEEIUTY,
6 bSeq 1 - Bulk-OUT Xwt—Hh0fBEEEIU T,
{31% B EHEINEAOYVRMEYRZAF—HR
7 bStatus 1 - -
LTRA
48 B E&EINAOYREYRIS-L >
8 bError 1 - 24
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F—5714=)VR

42 APDU LANJL. RFU = 00h

5K APDU AL -

00h - && APDU NIV > RTHA
BIMETUET,

01h - && APDU NIV > RTHA
BLUHT.

02h - abData T—%74—JL RhYR#E(C
&% APDU Z#mXL. APDU H&Z#%
TULFY,

03h - abData 7—#%7—%J1— )L Rh¥ik
#E(CISE APDU Z8rX L., #3507 —
A70YIMFNTVET

10h — Z=E® abData J1—JL R, /XD
PC_to_RDR_XfrBlock (L ZR>R

9 bChainParameter 1 -

APDU ZERx Ul 5
AT COT—H5T4—ILRIE CCID h3iRUTE
10 abData -
Bcll F—4
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5.2.4.8. RDR_to PC_SlotStatus

ZOIX>R(E ACR1555U ([CLDTEIESN T, PC_to_RDR_IccPowerOff £ PC_to_ RDR_GetSlotStatus (C
HUTORETY,

0 bMessageType 1 81h -
1 dwLength 4 00000000h | Xyt —SDORDRRINAMDOYA X,
5 bSlot 1 - Bulk-OUT XytEZ—>HDfELEU T,
6 bSeq 1 - Bulk-OUT Xwt—>HDfEERIUTY,
7 bStatus 1 - {3#% B EROAOYMAT—HAL S
8 bError 1 - 48 B EEDAOVNIS—-L T4
& =
00h = 70y &EHR
9 bClockStatus 1 00-03h Oh = LR LSS TS
02h = HARRE(CLEFOTLS
03h = REFIPIRREICIEFO TS
RENTABZAREBL TREREVE T,
5.2.49. RDR_to_PC_Parameters

ZOIN>R(E ACR1555U [CLDTXfEEN T, PC_to_RDR_GetParameters.,
PC_to_RDR_ResetParameters $&U PC_to_RDR_SetParameters Xy —J(CxUTORE T,

A7ty F—=5IJ1-)R K&
b <
0 bMessageType 1 82h -
ZOXvtz—= 0 abProtocolDataStructure
00000005h F—AT4=ILROYA X,
1 dwLength 4 BHULLIE o .
00000007h FT=ARAIFUNVI> RIA -y N TN
NF9
5 bSlot 1 - Bulk-OUT Xvt—>HDfEERIUTY,
6 bSeq 1 - Bulk-OUT Xwt—HhfBEEEIU T,
38 B THEINLAOYIEYRRT—HAL S
7 bStatus 1 - 24
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bError 1

{31% B TEEINEAOVMNEYRIS-L SRS

bProtocolNum 1 00-01h

FTRIEEENTONIINOT —IHEIET
ER
00h : T=0JORJILOIEE

: T=1J0NJLOIEIE
TFRROMBEZRBUTIBREVET :

80h = 2 {70 DIEIE

01h

81h =3#FSONIILOIESE

82h = 12C OIS

10

JA b
Acsl

abProtocolDataSt
ructure

JORINT—IHEEN 5.2.4.6 BhiiaTSZE
JEEn

5.2.4.10. RDR_to_PC_Escape
DXyt — (& ACR1555U ([CLHTIRIEEN T, PC_to RDR_Escape XwtZ—J(CWHUTOIGE T,

0 bMessageType 1 83h
COXyt—>0 abData T—474—ILRD
1 dwLength a4 | 00000000 |y (2 = gRstg s FUMLTY KIA—
9 000000FFh o7 7 < FIA=XY
NCASINENE T
5 bSlot 1 - Bulk-OUT Xwt—>HDfEERIU T,
6 bSeq 1 - Bulk-OUT Xwt—>HDfEERIU T,
{38 B EEINLAOVREYRZAT—FAL
7 bStatus 1 - -
TAH
{38 B EEINLAOVMEYRIS-L DR
8 bError 1 - -
A
9 bChainParameter 1 00h RFU
ARE)
10 abData 55 - C CID h5xfEanc—4

5.2.4.11. RDR_to_PC_Error
FTIAZN MBSOV REREUIZE . COXE—J(CLDIS—BEHRERLET
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F—5J1—-J R
0 bMessageType 1 53h
1 dwLength 4 00000000h | Xwtz—>mRDRI\A DY,
5 bSlot 1 - Bulk-OUT XwtZ—SHDIEEREIL T,
6 bSeq 1 - Bulk-OUT Xwt—>thfBEEEIU T,
7 bStatus 1 - 3% B EROAOYMAT—HALS2H
01h = FIy/Y LIS~
02h = A4 LTIk
03h = ¥ RIS—
o bErorCode L ) 04h = FFEJENTLFEEA
05h = REEDIS—
06h = Z{ET-HCI5-H
07h = Z{ET-IDRE(CIF-HD
08h = SR EHITELEB IS~
9 abRFU 1 00h RFU

5.2.4.12. RDR_to_PC_NotifySlotChange
COXAYE—S(Eh— ROIRREZIBAN T BT (U —H /A HIC I THRITENET

T—H714—VR KEFE BB

0 bMessageType 1 50h

NCE
1 bmSlotICCState | 1 - 02h = PICC h—RRL
03h = PICC 1—R&%

5.2.4.13. RDR_to_PC_Sleep
COXYE—S(FR)—-TE— ROREEZBRI T BI2DICU—F 51 HCLHTHRITENF T

F—871—)VR K& E> {1

0 bMessageType 1 52h
1 bParam 1 00h RFU
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5.2.5. Gaalk

BEIES{ENERNCROTVSIHEE. ACR1555U ((HZRT —4%0— K9 3HI1(C. U-F5/IREBOLFIVT(T
—HEZEEIIEREIZFTOEHIC. T—HUIEY —)U(E ACR1555U DRIFZENVEITINENHDET,
ACR1555U (M EFZ25E2ERALE T,

RGRIATZDIC. TORREZSBUTIZEN (SUTIVEELDHRVERBBORDC, FOBRIRNTVYST )1 X%
AHBELTLS)

7Y VT R

1. WAV ITARAvE
\Z & - Tlinkd

— V(R

VIJZARMNAE—TD
Bz

FAREDJRE A v —
VIERE

4. WEEGEA v =T DE
Z

El5 : FREEFIE

SREENRRIN T BE. ACR1555U E7 =49 =) 16 )\ b a>F 24K T Do

TIAWNEEBYAY—F—F— (16 EETNT 41 435231 35353555 2D 41 31 2041 75 74 68

TR RAMRARIEST 10 (10) EIZ#BZZE. U—F315E0vIEN2h . ERTERREDET,
SEMRICDULTIE, ACS EEIBLE(CHRIVEDECZEL,
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PCSC API

Z0EH3a>TE. 7IITr—33>T05 35290 PCSC APHZDWTERBBLE T, TNAD APl OFFBICDOWVT.
Microsoft MSDN 34 J3UE (& PCSC D—97)— T4k Y A M SBBUL TS,

5.3.1

. SCardEstablishContext

SCardEstablishContext BIZdT —IN—RIRVEEEITI VY - ANR—SvDITFA NI T BDIH T,

S T<IEEW ¢ http://msdn.microsoft.com/en-

us/libr

ary/windows/desktop/aa379479%28v=vs.85%29.aspx

fd> PCSC 7723>%EITIBRI(C. COREEEERITUTZE,

#de

SCA
int
voi

{

fine SCARD_ SCOPE USER 0

RDCONTEXT hContext;
retCode;

d main ()

// To establish the resource manager context and assign it to
retCode = SCardEstablishContext (SCARD SCOPE USER,
NULL,
NULL,
&hContext) ;
if (retCode != SCARD S SUCCESS)
{
// Establishing resource manager context failed
}
else
{
// Establishing resource manager context successful
// Further PCSC operation can be performed

“hContext”

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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5.3.2. SCardListReaders

SCardListReaders B#&ERLT. AT LRICIBESNED—RI=59),—-TALI23>RAOH—RU—-FYZ K
FESULEY (EEIEBHERR) .

P URIN D — RU=F =TI —TOUZ ML T BEMMEEINRI I -THRON— R -ZDVR Mz
F. B TERVWII-TORAIFEREINET . CORBNIRTES AT ACFHIATER VI -THO) -5 -EHR
N9,

SR TEEEW | hitp://msdn.microsoft.com/en-
us/library/windows/desktop/aa379793%28v=vs.85%29.aspx

#define SCARD SCOPE USER 0

SCARDCONTEXT hContext; // Resource manager context
int retCode;
char readerName [256]; // List reader name

void main ()
{
To establish the resource manager context and assign to “hContext”
retCode = SCardEstablishContext (SCARD SCOPE USER,
NULL,
NULL,
&hContext) ;
if (retCode != SCARD S SUCCESS)
{
// Establishing resource manager context failed
}
else
{
// Establishing resource manager context successful
// List the available reader which can be used in the system
retCode = SCardListReaders (hContext,
NULL,
readerName,
&size);
if (retCode != SCARD S SUCCESS)
{
// Listing reader fail
}
if (readerName == NULL)
{
// No reader available
}
else
{
// Reader listed
}

151
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5.3.3. SCardConnect

SCardConnect BEIIFEDIVRATO-3ATFAMAERLT, 7T —2a EEFEOH—RU-4F—(CEFEN
DAY — M- REDRIDIBGAMEIILE T, $FEDY - —H(FHh— REABVEES, I5—Xvt—IhhRENZEd,

SR TEEEW | hitp://msdn.microsoft.com/en-
us/library/windows/desktop/aa379473%28v=vs.85%29.aspx

#define SCARD SCOPE_USER 0

SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Establish active protocol
int retCode;

char readerName [256]; // List reader name

char rName [256]; // Reader name for connection

void main ()

{

if (readerName == NULL)
{
// No reader available
}
else
{
// Reader listed
rName = "ACS ACR1555 1S CL Reader PICC 0"; // Depends on what
reader be used
// Should connect to
PICC interface
retCode = SCardConnect (hContext,
rName,
SCARD_SHARE_SHARED,
SCARD PROTOCOL_TO,

&hCard,
&dwActProtocol) ;
if (retCode != SCARD S SUCCESS)

{
// Connection failed (May be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful

}

11 .
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5.3.4. SCardControl

SCardControl Bd#%(3. SCardConnect B85z IEE (CIFUH U4, SCardDisconnect B#5z IE & (CIFURH T
FIHCOD THEMFUHE I N TEZH— R -5 -DEIEHIHZIREUE T U-F—DIREEICH I 2822(%. HIfEHI—
RICEKIFLTWET,

S TIEEW ¢ http://msdn.microsoft.com/en-
us/library/windows/desktop/aa379474%28v=vs.85%29.aspx

7 : Escape AN ROV REZD API Z{ERU TGEEITINENDDET,
11

#define SCARD SCOPE USER 0

#define EscapeCommand 0x310000 + 3500%*4

SCARDCONTEXT hContext; // Resource manager context

SCARDHANDLE hCard; // Card context handle

unsigned long dwActProtocol; // Established active protocol

int retCode;

char readerName [256]; // Lists reader name

char rName [256]; // Reader name for connection

BYTE SendBuff[262], // APDU command buffer
RecvBuff[262]; // APDU response buffer

BYTE FWVersion [20], // For storing firmware

version message

BYTE ResponseDatal[50]; // For storing card response

DWORD SendLen, // APDU command length
Recvlen; // APDU response length

void main ()
{
rName = "ACS ACR1555 1S CL Reader PICC 0"; // Depends on what

reader will be used
// Should connect to
PICC interface
retCode = SCardConnect (hContext,
rName,
SCARD SHARE DIRECT,
SCARD_PROTOCOL_TOI SCARD_PROTOCOL_TI,

&hCard,
&dwActProtocol) ;
if (retCode != SCARD S SUCCESS)

// Connection failed (may be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful
Recvlen = 262;
// Get firmware version

SendBuff[0] = O0xEOQ;
SendBuff[l] = 0x00;
SendBuff[2] = 0x00;
SendBuff[3] = 0x18;
SendBuff[4] = 0x00;
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Card & Reader Technologies

aCS

SendLen =
retCode

5;
SCardControl
EscapeCommand,
SendBuff,
SendLen,
RecvBuff,
RecvLlen,
&Recvlen) ;
(retCode != SCARD S SUCCESS)

( hCard,

if
{
// APDU sending failed
return;
}
else
{
// APDU sending successful
// The RecvBuff stores the firmware version message.
for (int i=0;i< RecvLen-5;1i++)
{

FWVersion[i] = RecvBuff [5+1];
}
}

// Connection successful
RecvLen 262;

// Turn Green LED on, turn Red LED off
SendBuff[0] = OxEO;
SendBuff [l 0x00;
SendBuff 0x00;
SendBuff 0x29;
SendBuff 0x01;
SendBuff 0x02;
SendLen
retCode

2
3
4
5

Red LED off

[
[
[
[
[ // Green LED On,

]

]

]

]

]
6;
= SCardControl
EscapeCommand,
SendBuff,
SendLen,
RecvBuff,
Recvlen,
&Recvlen) ;
(retCode != SCARD S SUCCESS)

( hCard,

if

{
// APDU sending failed
return;

}

else

{
// APDU sending success

}
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€

5.3.5. SCardTransmit

SCardTransmit BA#R(3H—ERGEREZAY— M- RISEIET BT, FEAI— M- RHBRENZT -2

ETBHMENDNET

SR TEEEW | hitp://msdn.microsoft.com/en-

us/library/windows/desktop/aa379804%28v=vs.85%29.aspx

F: COAPITAPDUIYIR (BDS : $ESiREISNIEN— RIGXRETZIV R PICC D PCSC #hE APDU
(B OILREEFTE) & PICC DSBEDIAE APDU ZX{ELFY,

11 .

#define SCARD_SCOPE_USER 0
SCARDCONTEXT hContext;
SCARDHANDLE hCard;

unsigned long dwActProtocol;
int retCode;

char readerName [256];
char rName [256];

BYTE SendBuff[262],

RecvBuff[262];

// Resource manager context
Card context handle
Established active protocol

//
//

//
//
//
//

List reader name

Reader name for connect
APDU command buffer
APDU response buffer

BYTE CardID [8], // For storing the FeliCa IDM/
MIFARE UID
BYTE ResponseDatal[50]; // For storing card response
DWORD SendLen, // APDU command length
Recvlen; // APDU response length

SCARD IO REQUEST ioRequest;
void main ()
{

rName = "ACS ACR1555 1S CL Reader PICC 0"; // Depends on what

reader should be used
// Should connect to PICC
interface
retCode = SCardConnect (hContext,
rName,
SCARD_SHARE_ SHARED,
SCARD PROTOCOL TO,
&hCard,
&dwActProtocol) ;
if (retCode != SCARD S SUCCESS)
{
// Connection failed (May be because of incorrect reader
name, or no card was detected)
}
else
{
// Connection successful
ioRequest.dwProtocol = dwActProtocol;
ioRequest.cbPcilength = sizeof (SCARD IO REQUEST) ;
RecvlLen = 262;
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// Get MIFARE UID/ FeliCa IDM

SendBuff[0] = OxFF;

SendBuff[1l] = O0xCA;

SendBuff[2] = 0x00;

SendBuff[3] = 0x00;

SendBuff[4] = 0x00;

SendLen = 5;

retCode = SCardTransmit ( hCard,

&ioRequest,
SendBuff,
SendLen,
NULL,
RecvBuff,

&Recvlen) ;

if (retCode != SCARD S SUCCESS)
{
// APDU sending failed
return;
}
else
{
// APDU sending successful
// The RecvBuff stores the IDM for FeliCa / the UID for
MIFARE.
// Copy the content for further FeliCa access
for (int i=0;i< RecvLen-2;i++)
{
CardID [i] = RecvBuff[i];
}
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5.3.6. SCardDisconnect

SCardDisconnect BI#(3RTICHE I SN2 T TV —2 32—y N - - DR T I 3HTT . .

SR TLEEW ¢ hitp://msdn.microsoft.com/en-
us/library/windows/desktop/aa379475%28v=vs.85%29.aspx

COBAEN PCSC ##F2I1> RIBIedIERINET,
11 .

#define SCARD SCOPE USER O

SCARDCONTEXT hContext; // Resource manager context
SCARDHANDLE hCard; // Card context handle
unsigned long dwActProtocol; // Established active protocol
int retCode;

void main ()

{

// Connection successful

retCode = SCardDisconnect (hCard, SCARD RESET CARD) ;
if (retCode != SCARD S SUCCESS) B B
{
// Disconnection failed
}
else
{
// Disconnection successful

}
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5.3.7. APDU Difih

SCardEstablishContext

v

SCardListReaders <

Reader Present

SCardConnect

A

Connection
Successful

SCardTransmit

y

SCardDisconnect

End

El6 : ACR1555U @ APDU N
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5.3.8. BERIVY> RDiFh

SCardEstablishContext

v

SCardListReaders

A

Reader Present

SCardConnect

y
SCardControl

A
SCardDisconnect

Bl7 : ACR1555U E{EIV>Y ROFEN
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(S Aduanced card systems L1
5.4. IEMKXAY—MI—RJOMNL

5.4.1. ACOS6-SAM h—RaIV¥YR

Z0Ot323>TE. SAM BROIVY RERBALE Y, CCID RAMY PCSC APl 1 SCardTransmit () (CxF
593 CCID Xytz—> PC _to _ RDR _ XfrBlock Z{ERULT. h—RU—=F—(Ch—RF7RZIZZAMN —33>OYR
FIz(3 APDU ZIXETBENTEET,

3 1 ACOS 6-SAM IV ROIARTOIEIRET TV —23>3—(CDWTIE ACS EEIBLECREVEDET.
ACOS 6-SAM UJ7L > AR Z 17V asER U TLIEEW,

5.4.1.1. F—%£m (Generate Key)

COIXRE. EEEH—ROIVUTINESREDVRET 2BV THESEZEMU. ACOS 3/6 Fz(dfthdh—R(C
BATBRET. EEEN-RRITORNE®T,

CLA  80h
INS 88h

ooh 8/ POF—EERTS
P1 01h 16 )\{ hDF—ZHERKT S
02h 24 ) rOF—%ERTS
P2 EHEELRTBEOOVAI—ROEASTYIX
P3 08h
F—5  F-HAN:

HEDILEAT—HIANA b

SW1sSw2 §iBA

69 86h DF K3i&iR

6A 86h P1 BULLI(F P2 EEXh

67 00h P3 AIELKZRL), 08h TRFNIZRSR

6A83h  FEESNHELI- RN EF 2 ([KFRONMDFEA

69 81h \#whR EF2 (LO—RYA X, TAIWAIATRE)

6A 88h EF2 EDNDFEA

62 83h ITED DF FOvIENTWVS; EF2 AOvIENTWVS

69 83h ERAY>AEPOTY,
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SW1Ssw2 FHBH

69 82h TFIIFAERANBZENTORL

6A87h  FEESNLNAY—F—(F 3-DES BES{LHR— LR

61 08h IXU RN T #ER %15 325H(C GET REPONSE ZiX{59 3
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F—7—-938Ut (BLLIFO—KR) (Diversify (or Load) Key Data) )

COORU R, BEDEIERRO— RICEOT SAM H— RICEESALIRIFZRITI 2% MESEEF T INORT-IATE
LT, SU7ILESE CBC HIHINI NLEERDE T,

5.4.1.2.

CLA  80h
INS  72h
b7 b6 b5 b4 b3 b2 bl b0 =zspg
c 0 0 0 0 0 1 Jz9-K(Sc)
0 0 0 0 0 1 0 THI> b E—(Kacer)
0 0 0 0 O 1 1 IO RF—
0O 0 O o0 1 0 O R
P1 h—R+
o 0 0 0 1 0 1 <+ %4FCES(IZ (DELE
)
0 0 0 0 1 1 0 HHAIRY ML
o - - - - - - - 16 /N1 hDF—
1 - - - - - - -
24 )\A hDF—
NAI—F—-DF5| :
Bit7: 1 =IR7E EF2 hoO0-H)L+— ;
P2 0 =/0-/\L%— EF2
Bit6-Bit5:  00b - RFU
Bit4-Bit0: F—1>7TWIR
P1=1~4 DIFE. P3 =8/16 (ZIJUXLN AES DIFE. P3 = 8/16)
P1=50%5&.P3=0
P3 Pl =6 DHEA.
P3 =8 (YX#—F—0 Algo (& DES / 3DES / 3KDES)
P3=16 (NXH—F—0 Algo (¥ AES)
P1=1-4 DIFE. 547> M—RDIU7IES (algo O AES DIFE. T—
ANEISAT > M= ROINTINESEIIZA T M- ROSUTIVESIC
-4  [0000000000000000 I HIENEY)

Pl =50KBE. IV RF—4EHDFEEA.
P1 =6 MiHE. DES/3DES / 3KDES / AES CBC O#JEART ML,

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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BEDBEAT—FANA b
SW1Sw2 FiBg

69 86h DF Ki&EiR

6A 86h &> P1. P1 (& 1~6 TRIFNIFRDFEA

67 00h f&H-fz P3. P3(4 8 (Ffz(Z 0)

62 83h IRTED DF f'OvIEnNTWLsh. Fld EF2 ffOvIEntusg

69 82h TFIIFAERANBZENTORL

6A 88h EF2 ARDNDFEA

6A 83h EF2 [(IBENAI—F-HEDIOMDFEEA

69 81h 501 EF2 (FDB. MRL 2E. — B4R W)

6A 87h FEESNIZ KEY SBEE TSR

69 83h siEENEF-IOvIEN TOET

N

90 00h =4y hE—HERREN. SAM XEVICEf/mEN TV

5.4.1.3. St (Encrypt)
ZOIY>R(E, DES Ffz(d 3DES #FAL TROWLWINHDSETT — Y2 IES{EUET,

1. ACOS3/6. DESFire®, DESFire® EV1 F/zl& MIFARE Plus 11— REDIB B ZREFFNEICL > THYERLS
nretyat—,

2. DEMELIEBRE (VRT-K) .

3. F—Zz—REICESIETS.

4. YT adBETHEUELIZ/(RD - RZEES{ELET,

5. 3ESMIXUREIEFELT, ACOS3 tFa17 - Xvt—>>4 - OV REVERRLET

CLA 80h
INS 74h
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APDU  SiBg
b7 b6 b5 b4 b3 b2 bl b0 =g
- 0 0 0 0 0 0 - ECBE—R
- 0 0 0 0 0 1 - CBC E— |\
- 0 0 0 0 1 0 - /pEMACE-R
- 0 0 0 0 1 1 - MAC E—R
-0 0 0 1 0 0 - ACOS3SMIYYRAEYTS
-1 0 0 1 0 1 - MIFARE DESFire B2t
P1 -1 0 0 1 1 0 - MFAREDESFire EV1 BS1t
- 0 0 0 1 1 1 - CMAC
-0 1 0 0 0 O MIFARE Plus JY>R
-0 1 0 0 0 1 MIFARE Plus i5&
o - - - - - - 0 3DES
o - - - - - - 1 DES
i - - - - - - 0 3KDES
i - - - - - - 1 AES
T T T T fOIARTOfE - RFU
P 2 (&, Load Key #8E# AL T SAM Yy NI E RSN i@z RUE D,
1 -tv33a>F—Ks TF—9%E51t93
2 - ZARR+—Sc TT—5%IES{kI 3
P2 3 - —EIESHRTT-9%2IES{d3
0 - ENC (Sc. Ks) &iR9
P1.b3 = 1FRE b5 =1 DIBAE. P2 (& 1 TRIFNERDERA
P2 = Oh ®iF&. P1(E 0 Feld 1 OVWITNMNMRDET
P3 <128
P1OEWK 3H 1 (CEELE P1OEYR 5 1Y 1 ICELRBVES
P3 - P2=1-30iE5. 8 (DES/3DES / 3KDES) OfE#izFfz(d 16 N1/~

(AES) @ 128 /XA~
-P2=00B4&.0
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T—->F7%Rb
P2 b6 = 1 DIHE. T—IDITA—XYMIROLICRDET :
o TUATFANT-HDES
e DESFire i— ROV RNV -DRE
e DESFire i—ROINY REAYST—
o JL-27FZb
P1=Alh, DIFAE. BES{EE Plus N RATY
e MFP IX>RMEIREIN> RDIHE . T—HDTA—YYME Command
Code (1/V4K) +BlockNum (2/4 )\ K) +Value (4/)X1/K) TR
FNUIRDEB A
e MFP Command /' Proximity Check DIF& . 7—57A—Yv N
Command Code (1/{fK) +PPS1 (1/{1h) TRIFNEERDEE

/\JO
e  MFP IXYRHIZGEHEDDIBE . T—9IA4—YYKE Command code(1

JN1 ) +BlockNum (2 /814 R)

e MFPIXYRIESAHTHZIHE. T—FIA—<XY ML Command
code (1/NAK) + BlockNum (2 /{4 h) +plaintext

9L
|
(%)

P1 = A3h.

o ICCICLHOTRENET—4 (SCI-R(FEFT. RMAC MEIEIBIHE
(& RMAC 2&FR20))

HWEDIWERAT—FANA b
SW1Sw2 B

69 86h DF K3i&iR

6A 86h P1ELLI(E P2 XD

67 00h P3 IELLRW

ACOS =5y b —hEREINTVFEA (F-ZEMT I Diversify ZERLT
()

6A 83h

61 XX ES{EHMTON. ER%2532HC GET RESPONSE #{/H9 3
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5.4.1.4. 154t (Decrypt)

ZOIY>R(E. DES Ffzld 3DES #Fizld AES Z{FRL TROWITNHRERL TT—9%1ES5{L I 2edCfERS
nxd,

1. ACOS3/6. MIFARE DESFire. MIFARE DESFire EV1Zz([ZMIFARE Plush—REDIEESREEF
NECL O THERR ENIZ Y 3>+ —,

ZREACUIEE (JXAD-R) .

ANIVIBES{EF—,

YA BT U\ Z D — REfRSHELE T .

ACOS3DEERNYE—S2) DISEZERL. 5t d Do

a > woNn

ACOS3 DL ERXET—S ) OISR, 7559 D,

CLA  80h
INS 76h
b7 b6 b5 b4 b3 b2 bl b0 =g

- 0 0 0 0 0 0 - ECBE—R

- 0 0 0 0 o 1 - CBC £—R
ACOS3 DEER Ayt —

- 0 0 0 1 0 0 - S OIGEHERL., 7
69 Do

- 1 0 0 1 0 1 - MIFARE DESFire T84t

PL - 1 0 0 1 1 0 - MIFARE DESFire EV1

T1ES1L

- 0 1 0 0 1 0 MIFARE Plus 1821t

0 _ - - - - - 0 3DES

0 . . . - - - 1 DES

1 _ - - - - - 0 3K DES

1 . . . - - - 1 AES

0 0 0 0 - - - - fOIARTOIE - RFU

P 2 (3. Load Key BEBEZEAL T SAM y M OB SN 128z RUE T,
1 - ty3a>4—Ks Tr—9%1E51t9%
P2 2 - ZHRBF—Sc TTF—5%185193
3 - —HEIESHETT—5%2185169%
0 - DEC (Sc. Ks) #iR3
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P3 < 128
P1 = A5h DIB4&. P3 = 16/32/48

P1OEYE 3N 1 ICELBVGEE
- P2=1-30B4&. 8 (DES/3DES/3KDES) OfE#Ffiz(% 16 X1~ (AES) ®
128 )\1 b~

- P2=001%&. 0
ESX
P1 = Ash Di&. T-INEES{EENT+ b
P2 b6 = 1 DIHE. T—IDTA—XYMIROLICRDET :
74 e Plain TFANT—ADES (RBADIZE(F 00 ZER)
e DESFire h—ROIYY RENVI-DEZ
o DESFire 1—ROIXY REAYS—
o HES{EENTERL

HWEOREAT—IANA b

SW1sSw2 §iBA

69 86h DF K3i&iR

6A 86h P1 BULLI(F P2 EEXh

67 00h P3 IELLAW

ACOS A—7y - ERENTVERA (F—Z4B I 3 Diversify Z{ERELT
fEEW)

6A 83h

61 XX AL TON, 1SR %215 3IH(C GET RESPONSE %#{EHY3
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5.4.15. &Bal#E{fim (Prepare Authentication)

ZMIX>R(E. ACOS 3/6. MIFARE Ultralight C/MIFARE DESFire/MIFARE Plus 1—RCXLT SAM h—R
(ImARELT) ZEREEI BIHfERENFT.

CLA  80h

INS 78h
00h — 3DES
01h - DES

02h — 3KDES (MIFARE DESFire EV1/ACOS3)
03h — AES (MIFARE DESFire EV1/MIFARE Plus/ACOS3)

80h — 3DES (MIFARE DESFire 25EMD)

P1

81h — DES (MIFARE DESFire 2:EMDd)
fitt — RFU

Oh - ACOS3/6 NsRl#IRI %R TD

0lh - MIFARE #8#& C / DESFire 58 (Z#k{t) 7—-ZF)I+—
05h - MIFARE Ultralight C / DESFire (—3ERE S8 TERELET
02h - MIFARE Plus Z25E SL1 h'5 SL3 OER#ID:8:

03h - MIFARE Plus 525, SL1h'% SL2 ADER3IE.

04h - MIFARE Plus 23, SL2 h'5 SL3 ADREEICHEET,

8 — (P1 = 00h, 01h, 02h, 80h, 81h)
16 — (P1 = 03h)

-5 H-RFrLIS7T-4

P2

P3

HWEDILEAT—HANA b

SW1sSw2 FiHBg

69 86h DF K3&iR

6A 86h P1ELLI(E P2 XD

67 00h P3 NIELSZRLY., 08h TRIFNUERSRN

ACOS F— (KT FzlF KC) NEHTETLRL (Diversify TCOF—24ERULTLE
&W)

6A 83h

69 82h tFIVTFIEENBzENTORW

61 10h OV RPTET . $EER %15 3128(C GET REPONSE Zi%{E93
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5.4.1.6. BRBEFEE (Verify Authentication)

ZOIN>RIE. ACOS 3/6. MIFARE Ultralight C. MIFARE DESFire/MIFARE DESFire EV1 Ff(&
MIFARE Plus i—ROMHRICIT T2 IE S MR IREES Bl EAEN. NS TTOEA+—Ks bAEMRENET,

CLA 80h
INS 7Ah

00h — 3DES (P2 = 0)
01h - DES (P2 = 0)

P1 02h — 3KDES (P2 =0, ACOS3)
03h — AES (P2 =0, ACOS3)
fit — RFU

00h - ACOS3 /6 FREE CIRENIAYE—SZARFET B
01lh - MIFARE Ultralight C®/ DESFire®/ DESFire® EV1 F3alE CilREN Xy

P2
X HIEE)
02h - MIFARE Plus OFREHR R ZHERR TS
08h - (P2=0.P2=1.tY>3>+—(4 DES/3DES)
16h- (P2 =1..1tv>3>%—(% 3KDES / AES {#F)

P3 16h - (P2 =02. MIFARE Plus M45—>7—% ek (RndA") )

32h - (P2 =02. MIFARE Plus H"J5—>7—% ek (Tl + PICCcap2 +
PCDcap2) )
ACOS 3/6 : DES (Ks, RND1)

=_g MIFARE DESFire/ DESFire EV1 h)9—>7— : ek(RndA’)

MIFARE Plus h4%—>7—% ek (RndA') Ffzld ek (TI+ PICCcap2 +
PCDcap?2)

BEDBEAT—FANA b
SW1Sw2 iBg

69 86h DF Fi#EiR

6A 86h P1 BULLI(F P2 EEXh

67 00h P3 HIELKZRL), 08h TRFNIERSR

ACOS-SAM 2y 3>+ —Fz(d RNDT (FEMNTETLEEA. PREPARE
AUTHENTICATION ZfERL TIN50+ —Z/FRRLE T .

6A 83h

69 82h T =LA
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SW1Ssw2 FHBH

90 00h F—AHIELLT ACOS tBEEREERIH
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5.4.1.7. ACOSYIU7H9>bMFIvY (Verify ACOS Inquire Account)

CHIN>R(E. ACOS3/6 h—RdD Inquire Account purse IX> RzFEER I 3Ie(EALET . €NI(E. ACOS3
[ 6 (L& TIRENTE MAC FIvIH AN, SAM OZHALENHETIELWV\CERIREES B,

CLA  80h
INS 7Ch
b7 b6 b5 b4 b3 b2 bl b0 =gy

0 0 0 0 - 0 - ACOSINQ AUT EExN
0 0 0 0 - 1 - ACOSINQ AUTHER
0 0 0 0 0 - - ACOSINQ ACC_MAC )
P1 -0 0 0 0 1 - - ACOSINQ ACC_MAC &%
o - - - - - - 0 3DES
- - - - - - 1 DES

- - - - - - 0 3KDES (ACOS3D#)

r - - - - - - 1 AES (ACOS3D#)
P2  0Oh
P3  1Dh

D347 D ACOS 11— RD INQUIRE ACCOUNT (C&oTiREN2T—470v45, ML
TESRUTUZE,

HEDILEAT—HIANA b

SW1sSw2 §iBA

69 86h DF Fi#EiR

6A 86h P1 BULLI(F P2 EEXh

67 00h P3 IELLAW

ACOS F—Ks Ffzld Kacer (RN TETVER A Kacer £ I 3ICIE DIVERSIFY
6A 83h INOREERULEY. ZHI 355, [Prepare Authentication 1Z9TU T Ks Z4ERK,
LE9,

6F 00h FT—57 0990 MAC HIELLBHDFEA

90 00h F—470v90 MAC HIELL
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5.4.1.8. ACOS 7h9U>MER5|#E{E (Prepare ACOS Account Transaction)
ACOS3 /6 LSy NFTEYRIYY REFERL T B(CIE. ACOS3 / 6 HMREFT 31 MAC ZEHE T ZENGNE

9,
CLA  80h
INS  7Eh
b7 b6 b5 b4 b3 b2 bl b0 zupg
0 0 0 0 0 0 - ACOSTRNS AUT sl
0 0 0 0 0 1 - ACOSTRNS AUTHEZ
P1 O - - - - - - 0 3DES
B . - - 1 DES
- - - - 0 3KDES (ACOS3 D)
1 - - - - - - 1 AES (ACOS3D#)
E2h: L vk
P2
E6h; TEWK
P3 ODh

-4 F-47Ov)

HEDOREAT—IANA b
SW1sw2 EiBA

69 86h DF Fi#EiR

6A 86h P1 BULLI(F P2 EEXh

67 00h P3 B IELCEL, w49 0Dh

ACOS F—Ks Ffzld Kacer (RN TETVER A Kacer I 3ICIE DIVERSIFY
6A 83h INOREFERULEY, %I 355 [Prepare Authentication 27U T Ks Z4ERK,
VE

61 0Bh IV RN T . $5R%1E532H(C GET REPONSE Zi%{E93

5.4.1.9. FEYMIEBAZEREE (Verify Debit Certificate)

ACOS3/6 MiFE&. DEBIT DX RIC P1 = 1 BMETESNTUWBIGEE. B DEIRENREINET . TEY NI
£, ACOS3 DIEEZCDINY ROFERELLE T BL(CEI O THERTEET,
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CLA  80h
INS 70h
b7 b6 b5 b4 b3 b2 bl b0 =gy

0 0 0 0 0 0 - ACOSTRNS AUT sl

0 0 0 0 0 1 - ACOSTRNS AUTHER
P1 O - - - - - - 0 3DES

- - - - - - 1 DES

- - - - - - 0 3KkDES (ACOS3D#)

r - - - - - - 1 AES (ACOS3DH)
P2  Oh
P3  14h

-5  F-57099

BEDIDERAT—FANA b
SW1Sw2 B

69 86h DF K3i&iR

6A 86h P1ELLIE P2 XD

67 00h P3 NIEULCRL, 14h TREFNERSRW

ACOS F—Ks Fzld Kacer [FERDNTETVERA. Kacer £ I BIC(E DIVERSIFY
6A 83h IROREFERULED, ZHI 355, [Prepare Authentication JZ7TU T Ks Z4ERK,
LEY,

69 82h TFIUTAEENTEEEN TLR

6F 00h DEBIT CERTIFICATE fE%)

90 00h B%Ih, DEBIT CERTIFICATE B%)

5.4.1.10. ¥—HG (Get Key)

HERENDIV RICKD, $#2IR1E0D SAM OFET74JL (SFI=02 h) H'5BID ACOS 6/ACOS 6-SAM H—RICE
PISEATIUNTE, COTOLR(GE BOEENSHCTHRIRTEE T, CNEERAT L. SEASN NS
SEB LUV —-DFREE - RSO TRESNE T,
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FIeCOINY RAFEMECED, IRTED SAM DF—T74) (SFI=02h) H5 ACOS7/10. MIFARE DESFire.
MIFARE DESFire EV1 F/zl& MIFARE Plus h—RICERISGEATRIENTE, INZ(EHTZE, S EASND
ENESILE LUV I— RS TIRESNE T,

h—RAvA—-J0Ow) (ACOS6-SAM UI7L AR Z17)INDI33> 3.2) O4555iEEET5) (F—FABEHIS
7) OEYh 7 BEREIN. F-T7MIHERNCROITVBIEE. F—00—-RFREZEICE Get F—%{FHI 204
BHHDET, Bit 7 HEEEINDIE. BITAIWHTI74T(CRBE. Read Record VY ROFEARIFVITNDIBED
HERHCRDET,

ZOIY> RaEITI 21, HEREOHEERII SO (ACOS6-SAM UI7L AR Z17)I0Ot533> 5.3)
F/z(3 MIFARE Plus/MIFARE DESFire fHE:2:I SO AT, 4—4vhh—ReDtySa 8N TICHEIZENT
WX9,

¥ : GET KEY ON¥>RIEF—FT—-9DH2EUETEET,

CLA 80h
INS CAh

ACOS h—Rhi+—ZES. VyhI3H

ooh ISET—HE MSAM OF—T9

0ih ET -4 16 /{1 b Diversify ¥—T9

02h 55 —4(4 24 )\1 b Diversify $— T

o3 J6&T—41E MIFARE Plus 1—R® Change Key JN>RTY

DESFire h— RO+ —EUSZE+—. DESFire / DESFire EV1 Change ¥ —DIio&ET -4

h—R5147 F-BEORILF-BESOEE* F-R&

P1 80h 'I\D"I'EFSAFF;E MIFARE®DESFire DT (&3 16 /{1
gih  WPARE | MIFARE DESFire EV1H—KOHTEERS 16 /A4~

82h '[\)’”EFSAF?E EV1 MIFARE DESFire EV1h—ROHTEERD 24 X1/ k

88h '[\)"l'EFSAFFfrE MIFARE DESFire D TIXREU 16 {1/~

goh  LARE | MIFARE DESFire EV1AH-KOHTHEL 16 U1k

8Ah '[\)’”EFSAF?E EV1 MIFARE DESFire EV1h—ROHBTEREU 24 X1/ k

P2 SAM OF—ID (BEDHOFLLF—)
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P1=00h, P3=08h

P1=02h, P3=10h
P3

P1=03h, P3=0h

P1 = 80/81/82/88/89/8Ah : P3 = 0Bh

P1 = 00h MiZE. I¥> R7—4(E RNDrarget
P1=01/02h OBE. IV RFT—45E RNDraget + I—=7Yha—ROSUPIL (FzEOvh) &
5TY
P1 = 03h ®i%& P1=03h
- A=Yy M- ROIVUTIES (8)\11)
-SARIYUR (A0 F(ZAL)  (L)84K)
T4 - BNr (2/0(4R)
P1 = 80/81/82/88/89/8Ah :
- A=Yy M- ROIVUTIES (8)\11)
- TTOHE ID GTOBENMEIREN TS SAM 11— RO, 00 = DESFire D7 JA)L N - H—
R)
- $#3%ES (DESFire h—RiEES)
- Key Version (DESFire 1—RDOF—/N\—->3>. BHINBVES. {E= 00)

*ZOUZ NI, UZRENTWSH—RH%ES Change Key & Authenticate Key 2152 T3\ £z(d 2 DOENEICE%EREL
TWBHhZERLTVET,
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BEDQBEAT—FANA b
SW1Sw2 FiBg

69 85h SAM w2 a F-NERZTUTVLERA

62 83h IR7E0 DF iJOwIEnNTW3h. Frdy—Svh EF i JOvIEn T

69 86h DF Ki&EiR

69 81h F=I7ANOTPANIATHELES>TVET . NEBFRAZEE D7

5By NTPANOAYITOVIDF TYIH LHTELKRUD, EHIUTARMDBIANT
VEEA

69 82h

6A 86h P1 BUL(F P2 %)

67 00h P3 IELLAEW

6A 83h =4y~ —HEEfRENTUORLD, F—DESN 16 KRG T

61 1Ch IY>REIN. GET RESPONS TitR%ZEES

5.5. JFEMAY—MO—K O

5.5.1. ATR Q&R
J—H—h PICC Zt&H I3, PICC %5559 3z9(C. ATR h' PCSC RIAN(SXENFT .

55.1.1. ATR 7A—<Ybh (1SO14443-3-3 PICC ICi#EF)

0 3Bh Hﬂﬂfb/\
vy—
1 8Nh 0 SVWZTJILBOEIK(L : TAL, TBLETCIN AL T, TDIEIFAHLNTULR,
TAIZTIL N (FEESREYR)\A RDELTT (HistByte O - HistByte N-1)
SWVWJIIL8MEMK(L : TA2, TB2ETC2HC T, TD2EIFHHELNTLB,
2 80h TD1
THI=J)L 0 OEBK(E T=0
%_ : ) 1::‘:\[] : N N ) N ‘\ :D[ "ﬁ T\ o
3 o1h D2 SV=JIL0NEK(E : TA3, TB3. TC3BLUTDINEEBHENTULRL
THI=J) 1 OEK(E T=1
80h 1 AFTIVADSH—HNANE. BODRT—HZAASH—INEEBD
COMPACT-TLVT —=4AT 1T MIIFIE I AN ELNABVEIRTY
oo |_aFn PV~ S A ERIF A ST~ L TV
0Ch Tk &
RID BERSNET7 I r—23>70)\15:%81F  (RID) # A0 00 00 03 06
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e
SS BHED)\(h
C0..Clh H—RR=LIA K
00 00 00
00h RFU RFU # 00 00 00 00
4+N uu TCK TONSTKETOHOIARTH/ A FOFEABAYSRIEF
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#l
MIFARE Classic 1Kh—R®DATR = {3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 01 00 00 00 00 6Ah}
EOH
R& (YY) =0Ch
RID = {{A0 00 00 03 06h} (PC/SCT—4JIL—7)
B¥E (SS) = 03h(ISO 14443A. 3/{—h)
H—R%&—A(CO0 ..C1) =[0001h} (MIFARE Classic 1K)
B# (sS) =03h : I1SO 14443A. 3/){—hk
=11h : FeliCa
h—Fkx—A (CO..C1):
00 01 : MIFARE Classic 1K 00 38 : MIFARE Plus® SL2 2K
00 02 : MIFARE Classic 4K 00 39 : MIFARE Plus® SL2 4K
00 03 : MIFARE Ultralight® 00 30 : TopazflJewel
00 26 : MIFARE Mini® 00 3B : FeliCa
00 3A : MIFARE Ultralight® C FF 28 : JCOP 30
00 36 : MIFARE Plus® SL1 2K FF [SAK] : EEENTLWRLSY

00 37 : MIFARE Plus® SL1 4K
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5.5.1.2. ATR 7A=Y bh (1SO14443-4-3 PICC [C#EH)

0 3Bh | RHIOAYSH—
SOWZIILBOEIK(L : TAL, TBLETCIN AL T, TDIEFMHLNTWLD,
1 8Nh TO
TAIZT)L N (FEESREYR)\A RDELTT (HistByte O - HistByte N-1)
SWZTILBOEIK(L : TA2, TB2ETC2H KT, TD2ZIFH LTV,
2 80h TD1 \
THRIZTIL 0 OEDK(E T=0
SWZJILOOEIK(L : TA3. TB3. TC3BLUTDINEERHEL TR,
3 01h TD2 ‘
TRIZI) 1 OEKIFE T=1
XX T1 BB A
ISO 14443-A :
ATSIHEDREFERIRINA b 1ISO 14443-4B %S B TEE0,
4 ~
3+N XX Tk ISO 14443-B :
J\AN1~4 J\AN5~7 A8
ATQBO7 -3 | ATRBHSOIOMNI | &VWZJ)L=ATTRIB
>5—4 JVIEER) (A IY>ROMBLI ; F
f2=7) (RFU) =0
4+N uu TCK TONSTKETOHOIANTH/ A FOHEABAYFHIEFN
i1 :

MIFARE® DESFire®DATR = {3B 81 80 01 80 80h} // 6 /\{ hOATR

¥R : APDU“FF CA 01 00 00hZ{ERU T, 1SO 14443A-4DOPICCIZERLL TWBFZIXISO 14443B-40)
PICCIZHEHLL TV XBILE T, AlRERIGE. STERATSEEUSLE Y, ISO 14443A-3F/(X1SO 14443B-
3/4DOPICCICEEHLT 255 . ATSHIREN S,

APDU J¥> R = FF CA 01 00 00h
APDU J4& = 06 75 77 81 02 80 90 00h

ATS ={06 75 77 81 02 80h}

Hi2 :

EZ-LinkDATR ={3B888001 1C 2D 94 11 F7 71 85 00 BEh}
ATQBD7 o —33>7—4 =1C 2D 94 11h

ATQBOIOMIIVIEER = F7 71 85h

ATTRIB @ MBLI = 00h
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5.5.2. APDU, #hE APDU & UH—REIBIY>R

1—-H1&. PC _to _RDR _ XfrBlock XytZ—>%74TULT. APDU. Private APDU (Pseudo APDU) . 8&UN
—REBIVY>UR (Card Native Command) %ZU—435(4HEIETRTENTEET, IV ROWIBNT T I 5L,
)-4544(F RDR _to _PC _ DataBlock Xyt—>%TUTLARY ZAZIRUET,

Command from CCID
Host

V
Card Native
[ Command ] [ AFDU ]
L

CCID /RZA A PCSC API D SCardTransmit () (X393 CCID Xwtz—2 PC _to _ RDR _ XfrBlock %
fERULT. h—RU=4—(Ch—R7RIZAM —23>aY U RERIE APDU ZIX{EITRENTEET, PICC TlE. 51
— RNV IS0 14443 55 4 BB TORIVES(S Innovation TORILEYR— ML TWRIHE. U-F/514(370MNL
JL—AICOYY RIAPDU Z/)\wo—4ELTH— RICIEFEEXREL. X2 RAPDU Z#FLER A h— R EA DT
ORIVEHR— MU TVRVMEE. CCID RANIXAYE—>T6 A 811HN%REN %Y,

E : Microsoft Window (AY—M1—RT39 7> RTLA(CHREL TV, Microsoft Window (E— RhER
ENIRFICH—RIC APDU SRR E T 2EN'DDET . COIRIEICKD, h—RzUEY R URLBRD, DESFire 1—
RAYISO APDU E—RICRD, BRIV FERETERIR0ET, BE. Microsoft Window (31— RHERGAK
RB(CIOTHS 10 &ICh—RzULYRUEY (PC _to _ RDR _ lccPowerOff #2F) .

5.5.3. PICC @ PCSC #h8 APDU (JHiEHDILRIgEE(TE)

FEIEALD— RADRIIET IR (C(E. LLTFOFAE (Pseudo) APDU ZEAULEY ., CCID /KA PCSC AP H
® SCardTransmit () (CXI59% CCID Xvtz—> PC _to _ RDR _ XfrBlock Z{ERLT. h—RJ-4F—-(cZh
50 APDU ZX(ETRENTEFT, hF APDU 2R{ETBL. V-F 1/ FHMELANIOIV> REfEERL. h—R
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([RIELET . h—RHITNSOIELAILITY REALIBURE, V-5 9(3N— RL AR ZZUREL. VAR A%
B%ULT CCID RAMIRIET B,
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5.5.3.1. FT—%HUS (Get Data) [FFCA...]

COIXVRE =F>2ES, JORINGA=IRE, PIT74TERICERUI T — 9% AT TeHCERLE
ED

CLA INS P1 P2

Taox%EHE 00h
Get Data FFh CAh
FfEEN (£F)
IV RINSGA—H—
P1 P2 =k

00h 00h | #—R® UID/PUPI/SN ZEW159 3

01h 00h | A4S 4 ){—hD ATS ZEE

02h 00h | FsRh— Ry TBIET — 9% EEL. E%lER
ABA4T : 2 )84~ ATQA/ATVA + 4/7/10 X4 M UID + 1 )\1 MR#ED SAK,

BA47 : 12 )\4~ ATQB
TEDOH— R TEET —4%ZEUSL. EXlER :
AT 1 2 )84~ ATQA/ATVA + 4/7/10 J{A b UID + 1/2/3 {1 b SAK.,

BA47 : 12 )\4~ ATQB

FeliCa : 17 )X/ M ATQ (+ 6 N/ N ATTR. 797471LENTVZIHE)
80h 00h
SRI: 8 ){\1/hUID + 1 {1 ;YT ID,
1SO15693 : 1/~ DSFID + 8 /{1~ UID

CTS:4)XMhSN+2/\/NATQT

Innovatron : 4 )4~ SN + 1 )\ MT7RL Z,

e 54 swi SW2
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JHEI-R
R SW1 SW2 =k
Ay 90 00h BRENBRINICTE TUELIZ,
I5— 6X XXh 5By

-

“YEfHaniz PICC' QI F VN —2BUSUET
UINT8 GET_UID[5] = {FF, CA, 00, 00, 00};

GEHTENTT 1ISO 14443-A PICC’D ATS #HBLE T
UINT8 GET_ATS[5] = {FF, CA, 01, 00, 00};

5.5.3.2. F—0O-—R (Load Key) [FF 82 ...]

COIYURIE F—/\wIrES TIEESNENIF—)\WIP(CF—FT —4%20—- RI2HIMERLET ., §#/\wIrld
KOWOFTVWARN —SICEBL. FREEIEAEINZ T OYNSENTOET ., COIVY REN— RTF 58X % LER
/\JO

F-N\wJy
Load Authentication Keys FFh 82h 00h B (0- | ¥—Fe F-
1)

F-R3F7-4
F+—K&(Lc) F—7-4 (EX/RFIESE)
MIFARE Standard
h ¥ .
MIEARE Plus SL1 06 6 /{1 b Cryptol Key A/B
MIFARE Plus SL1 16h 6 /U1 Cryptol Key A/B + 16 /{1 AES K
+

MIFARE Plus SL2 ryptol Key &Ye
MIFARE Plus SL2 06h 6 /{1 MES1E Cryptol Key A/B.
MIFARE UltraLightC “

10h .
MIFARE DESFire 16 /\1 b 2K3DES Key
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HEI-R
=R SW1 SW2 =k
BIh 90 00h BAERRRINICE TUELE.
I5— 6X XXh e

& :

I 5V FVE—DXEYIC 00h F—%0— K93 {FF FF FF FF FF FFh},
APDU = {FF 82 00 00 06 FF FF FF FF FF FFh}
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5.5.3.3. 25 (Authenticate) [FF 86 00 00 05 ...]

O REF. h—RIGREETOCREEITIBHOIERLET . sREINKINT L. I-H—(HMFRENRTOV)/
R=IICTICATEET, I REXETBRIIC. 1-H—(F Load Key I REFEAUTIELWF—T—5%IETE
Ul —N\wI7&S)\WIr([CO0— RTINENHDET,

IR

AXIRF—=H1>

Authenticate FFh 86h 00h 00h 05h TEEORAMEZJTEL)

INVRT=4

INM1ho NMb1

01h 00h (RFU) 7RLR F-05947 F-\vIr&EsS

7RLZAEF—D51T

MIFARE Standard 60h
MIFARE Plus SL1 00h~FFh : J0Ov% 0~255
MIFARE Plus SL2

: Cryptol Key A
61h : Cryptol Key B

MIFARE UltraLightC | 00h (RFU) 80h : 2K3DES
MIFARE DESFire 00h~OEh : DESFire +—&% 0~14 OAh : 2K3DES
IHEI-R
] SW1 SW2 =k
[572%) 90 00h BIENRRINICTE TUELI,
15— 6X XXh HeB
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o5 — F=520v9 N—-5-2'0v%
(16 BotI5—, &EI5-CB4BD G2070v9, &K 16/ @207097, 16 X/1bH)
EENR OYINEHTND) 1b)
t949-0 00h — 02h 03h
t4-1 04h — 06h 07h
>
1 KB
th9-14 38h — 0Ah 3Bh )
t549-15 3Ch - 3Eh 3Fh
|11 : MIFARE Classic 1K 1—ROXEYYS
95— F—=570v9 X
’ N—5-70y2
B2 @ptEs5—-, FEV5-ICE4E @2070v7, &ICE 16V 1207097, 16 KN
DOEFHENRIT OVINZHTID) 1M !
949-0 00h ~ 02h 03h ~N
4-1 04h ~ 06h 07h
1 KB
©945-30 78h ~ 7Ah 7Bh
tH49-31 7Ch ~ 7Eh 7Fh p
95— F=570v9 X
4 No—5-TOv%
B EtIY—, &ELV/F-[CIF 16 @152070vY, &ICE 16 )X 12070Y7, 16 4N
DEFHFNBRI OVINZHTNS) 1D !
\
tH49-32 80h ~ 8Eh 8Fh
t949-33 90h ~ 9Eh 9Fh
> 2KB
t/49-38 EOh ~ EEh EFh J
t945-39 FOh ~ FEh FFh

#+12 : MIFARE Classic 4K 71— ROXEYIYS
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N MFOIN-
SUTIF - SNO SN1 SN2 BCCO 0 \
SUTIF V- SN3 SN4 SN5 SN6 1
AER/OYY BCC1 Internal LockO Lockl 2
OTP OPTO OPT1 OTP2 OTP3 3
TR IDIEEIAH Data0 Datal Data2 Data3 4
TR IDIEETIAH Data4 Data5 Data6 Data7 5
512 £ v
T AERDIEEIAH Data8 Data9 Datal0 Datall 6 >]\
F—HFEHEDESAH Datal2 Datal3 Datal4 Datal5 7 EQES
TR HEDIEEAH Datal6 Datal7 Datal8 Datal9 8 e
T—AFmAHEDIEEAH Data20 Data21 Data22 Data23 9
T—AFmAHEDIEEAH Data24 Data25 Data26 Data27 10
T—AFAHEDIEEAH Data28 Data29 Data30 Data31 11
T—AFAHEDIEEAH Data32 Data33 Data34 Data35 12 /
TR EDIEZIAH Data36 Data37 Data38 Data39 13
TR HEDETIAH Data40 Data41 Data42 Data43 14
TR HEDETIAH Data44 Data45 Data46 Data47 15

|13 : MIFARE Ultralight 1— ROXEYIYS

ol :

IH{TYPE A, F—7>/){—0 00h}Ic&>T. JOYY 04h ZERFELE T, PC/SC V2.01, BFELEENET
APDU = {FF 88 00 04 60 00h};

IH{TYPE A, F—7>/)\—0 00h}c&>T. JOW4 04h %5R5ELETS . PC/SC V2.07
APDU = {FF 86 00 00 05 01 00 04 60 00h}

iE : MIFARE Ultralight DXEVEBEHBC7IEATEE T, sakldLDFEE A
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5.5.3.4. NAFUI'0vI5%H#ED (Read Binary Blocks) [FF BO...]

COIRI R, IBESNLTOVIIR-ST RUADBATNBIEESNT/INA MDT —45% PICC h'S5ed+t 3 Tesb(fE
BAUET, h— ROFEFE(CLHOTIE. COAXY REMFUHE I FHIC, I-H—(FF TR 2TV, cNBOTOvIIR—-
N7 I A EZES T2 ENHIIHENHDET,

VR

Read Binary Blocks FFh BOh E-REFRLR EFLUTORWIA K

P1/P2 (E—REF7RLR)

P1[3:0] + P2[7:0]

BAM7 RLA (MSB HVAi)

MIFARE Standard | o, . =) S0y s% 2497 \
MIFARE Plus SL1 _ ) R 000h~OFFh : JOv% 0~255

MIFARE UltraLight

j=v) _ . &_:“ _
MIFARE UltraLightC 00h (4R£8) 000h~02Fh > 0~47

000h~07Fh : JOv% 0~127
SRIX4K/SRT512 0oh ({RE8) o
OFFh : AT LAY —>

PicoPass 00h ({R88) 000h~OFFh : J0Ov% 0~255
ISO15693 00h ({RE8) 000h~OFFh : J0Ov% 0~255
Topaz/NFC Type-1 . .

59 00h (4R88) 000h~7FFh : )X\M R7RL X

Le (FiHERDEFED/ A MR)

~ 00h : 256 /{1 MeEHERD
i 01lh~FFh : 1~255 )\{ M &t HERD
0000h : 65536 /1 MzEEHERD
= 00h 0001h~~FFFFh : 1~65535 /{4 Nz&tA+EY
)
IHEI-R
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TR
j2AY]

SW1 SW2 ‘

90 00h

BAENRRINICTE TUFELR,

15—

6X XXh

ES:d

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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5 :
114397097 04h h'5 16 /N1 he5E#ED (MIFARE Classic 1K &/z(d 4K)
APDU = FF B0 00 04 10h
11 \14F70v% 80h H'5 240 N1 hz&FMHE T (MIFARE Classic 4K)

/1 70Oy 80 5J0OwS 8Eh £T (15 EJ0OwY)
APDU = FF B0 00 80 FOh

5.5.3.5. NAFUI'OYVIEF (Update Binary Blocks) [FF D6 ...]

COIXIR(E FBESNITOVIIR—ST RLUADIZBFINBIEESNI/INA MDT—4% PICC [CESADT=H(EH
UEY . h— ROFEFEICS ST, OOV REFUH I HIC, I—H—(FFIREFZ1TL.. INBOTOVIIR—SAD
PO ARSI 2NENDDIHENHDET .

H—RROTOVIIR-SADT-HIDEEFAHE. h—ROEFIVFEEKE (FIXE MIFARE H—ROFKETOVY)
ZZBIZOEEMENHDIDT. FFICERUTZEV, F20lcT —72ESADH . IRIENKRT 2L, h—RhOvre
N2REEMENDDET . h— ROVISN BRI I B8, TFIUTTOvIIR-SICEANZIBE(IC(E 1 DD
APDU IV REERAL TEZROITOVIIR—I(LT -9 EEHAOEEHEIDLEE A,

—_gt
Update Binary Blocks FFh D6h E-RETRLR SZAHF5)( b 7o

P1/P2 (E—REFRLR) & Write Size =3 (JOVIIR—-SBE)

P1[3:0] + P2[7:0] TOvIIR—-SDBRE

FIE7 KRLA (MSB bVRl) UX1H)

ox0 : T=)LJOwI%ER

MIFARE Standard *ty 7
MIFARE Plus SL1 B ‘ 000h~O0FFh : JOv4 0~255 16
MIFARE Plus SL2 | 0X8:7—IlJ0vJ%

=N
MIFARE UltraLight
MIFARE 0x0 (IRE8) 000h~02Fh : R— 0~47 4
UltraLightC
SRIX4K/SRT512 0x0 ({REB) SRIX4K/SRT512 4
PicoPass 0x0 (1R£8) PicoPass 8

Page 73 of 151

ACR1555U - UJ7L AN =27 ) info@acs.com.hk

N—33> 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

P1[3:0] + P2[7:0] TOvIIR—-SDBE
BAtR7Z RLA (MSB h¥Bi) (X1 h)
1SO15693 0x0 ({RER) 1SO15693 1~32
Topaz/NFC 0x0 : HEEZSY 1(7RLZ 78h)ETz 8(ZD
‘ 000h~7FFh : J{/ RZRLZ "
Type-1%57 Ox0 : SHEESFRU )

Lc (BEAHFE/MH)

- 01h~FFh : 1~255 )4 N hEZIA
- HiE5
0001h~FFFFh : 1~65535 /{1 N/ &2
Eu ooh \ AMA RES
IAHFS
HEI-R
pq::] SW1 SwW2 ‘ =173
B&Ih 90 00h BENRINCTE TUELE,
I5— 6X XXh 5By
5 :

/I MIFARE Classic 1K/4K i—REED/\(FUT 05 04h DF—4%{00 01 ..OFh}EFHULET
APDU = {FF D6 00 04 10 00 01 02 03 04 05 06 07 08 09 0OA OB OC 0D OE OFh}

/IMIFARE Ultralight 510D/{4/31)J0v% 04 h %{00 01 02 03}(CE#7 33
APDU = {FF D6 00 04 04 00 01 02 03h}
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5.5.4. PCSC 2.0 J{—p 3 3/ R—bTE3 APDU IVYYR (V2.02 RO EDBBEDIN—->3
>)

PCSC 2.0 /{—k 3 OOY>Y RWNEBKICT TV —2aonbsT —5%IEEMIEIINEL. 7 )r—23> 708
JUSEBHCRMEUET — %R U, BIEHCIOM I AEYIDEZ BIe{ERINTVET,

5.5.4.1. PCSC 2.0 X—=bh30DIVY>YRHN

[ Start transparent w

session

Y

[ Switch Protocol }

s the protocol part 27

[ Anti-Collision w

Transparent P
Exchange J‘

A J
[ End transparent }

session

B8 : &E@tys3>IJ0-Fvr—b

5.5.4.2. JINYREBED APDU TA—=NYH

IR ROTA—=Xv
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FFh C2h 00h HRE T-IRE P ] P ]

IRVRTF=H1>

O BEEE  (1/)51h)
00h = v 3> &I
01h = BERRA1>H959747
02h = JORJLOYIDEX
fth = RFU

ISETA—Y

Fe{banELiz BER-TLV T—4J4—JLR

IRTOIXR(E LARIAT=HT74—ILR (FIFEBIEERISS) &—HEIC SW1 & SW2 #IRULEY ., SW1 &
SW2 (F 1SO7816 EHLL T D CO F—HATZ1I D SW1 SW2 HERITINENHNET,

COT—HEZRDIA-NYb

COh 03h I5-R7—H5RA

I5-RT—FADE5EA
IS-A7-5A shBA

XX = APDU AOARIERT—AATS1IIOES
X SWL SWo 00 = APDU D—RZMIRIS—

01= —BBEHOT-IATS1IMCIS-HHD

02 = ZHBBHOT-IATZIIMCIZ-HHD
00 90 00h IS—-FRELTVERA
XX 62 82h T=AATSIIMD XX B, BREINLBHRIFELTLERA
XX 63 00h TBEIRRL
XX 63 01h EIT(EHhOT—IATS 1V MOBEE D EIELELIZ
XX 6A 81h FT=AATSTINEBR—RENTOERA XX
XX 67 00h FHIULBRWRZOT—AATS Ik XX
XX 6A 80h FHAURWMBDT—AATZ 1K XX
XX 64 00h FT=AATSTIN XX EATIS— (IFD HMBIHERW)
XX 64 01h F=AATSIIN XX EITIS5— (ICCHBIEERV)
XX 6F 00h T=AATSTID XX (FIEREREZIIRULTRELELR

BED 2 )\MNME. I5—(CDVWTOBET. —FBBEO/\1 MNOFBUEN S eT —IATSIIRD XX OESZRLUE
9, 1SO7816 (CEDULT. SW1 SW2 DIENSFaIENTULET,
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C-APDU 7 —5J4= )L RICEEEHDT —IATS1IM$HOT, 1 20T —IATZIIMKEUILSE. DT —5
ATSTIMIKREUIT —9AT ST MARIFURVE S, IFD (RROT —IAT 17 MRS BENTEET,

55.4.3. ty3ayE® (Manage Session) [FF C200 00 ...]

COIXYRTI-H-Htysa>xzRatEL. R—UDJBEEER BERNCL T, B OBERZITICENTEFET, BEN
ST URS. I-Y—(39CICyaa zi & T IIMBELIHDFT,

FUERZNTUORWEE. U—4/51 9N N— ROFEERE TE T, SRIBM/YIRN(C)—4/51 FiEH2 L
BUVBRD, BEIRICUA/ N TERWCEISERLU TS,

_ Cmd 7—40E
Manage Session FFh C2h 00h | 00h Cmd TLV --/00h

&

SW1 SW2

- 90 00h BENKRINCTE TUELE.

Le = 0x00 : Cmd TLV O— DN RBEIULIEIS—DsEMICDWTIE,

Rsp TLV 90 00h R
Rsp TLV 228U TKIZ&L,

- 6X XXh Le =-- : Cmd TLV O—DH5BRUTE

Cmd TLV

Cmd =173

Start Session: . N N
twazRRL. M-I ZESDCLED,

81 00h
RF Off: _
83 00h RFZAT(CT3

RO RF On/Off TLV BIOR)—THERE%:%E IS
Timer:

[TIME] :4/\/hDfE (MSB Dal) . &HI(E 1000~100000 us. EFERDOA—
TEER(E. BREILL) 1000 us (LR AINET,

5F 46 04h [TIME]

RF On: _

84 00h RF 7&1/(;?5

End Session: . . .

82 00h YA EEEZ T R EBMCUET,
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Rsp TLV

TLV Error:
CO 03 NN 6X XXh

NN BHOIY>RTLV I5—,

5.5.4.3.1. ®Y3a>7F—HATI1HMeRIIATS (Start Session Data Object)

COIXRIE, FBMNBTYS A 2RI T AEDIUERINTOWED ., tyIa P iRENdE. ty3ao Mg Tre
N3%T. BEIR-UITHEMICRDFT,

Y2l T -IATS1I M e FRIAT 3

59 e (L\1H) wiE
81h 00h

5.5.4.3.2. ®Y3a>7—-HATI1IMe#8€TF3 (End Session Data Object)

ORI RIE, BB REYIA 2T IZHDIAFRINTVET, Ty aoh BN 3aICEEIR-Y> IR
RBlCUtybhanxd,

Y2 AT -AATS1IIN T I3

59 e (L1H) wia
82h 00h

5.5.4.3.3. RFT=9ATI1IMEATICTS (Turn Off the RF Data Object)
ZOINYRE7YTFI4— I REATCT ZRAMENNE Y.

RFET—49ATS1HMNeADICT

59 ‘ & L 1B) i
83h 00h

5.5.4.3.4. RFT=HATI1IMEAVICTS (Turn On the RF Data Object)
COORVRETYTFIH—IREA T BB EDNET,

RFF—AATS1IMNEAINCT D
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59 ‘ & A )(4BM) e
84h 00h ]

5.5.4.35. HAY—=FT—=HATT1HIbM (Timer Data Object)
COIN>RIE, 1 us DEQIT 32 EYMDAAN =T —AAT D1 M2AERR S 2D REENE T,

Bl : RFZADCI BT —IATS1TI b RF ZAUCI 5T —FAT ST MEIICIE 5000ps DFANT—9ATZ 17
W'H35E . RFIATICIRBRIC, D—12—(3 5000ps F2ED RF J4—)LREADICLET,

HAI—FT=HAATZ1Ih

ke (L4

5F 46h 04h HAI— (4 )84 1K)
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5.5.4.4. &AM (Transparent Exchange) [FF C2 00 01 ...]

COIXYRICED, I-H—(Fh— RIEBRDLEY METE (N MIXR(E/ZETRTENTE, AT>3>T 1SO 14443
=K 4 REDKR 2 RIDIB LU IS AR—NE. BLUTVKOQ DU IEBTLEMNE (CRCHBLW/WUFT1) =ZHEMRT
BIENTEFET ., 1-HlE FRON—REBOAET —5%22DT5A -~ APDU ((IBHiAFH. h—RIOGXETZE
NTcEFEY,

ERIIMENHZOE. O REH—ROYR— MOREPUIRTOCR (LTI 208N HD. R3A/)X/T7
—AUIT(GBRIE T (CH— RORREZZEE I 208N DD RIAN/T7—LAD17ZIERICRI Tedlch—REUt
S IWEIZEHIBR T 2 EN DD RIREMENGHDE T,

IR

Cmd F—490E
Transparent FFh | C2h | ooh | o1h 7 Cmd TLV 00h
Exchange a

HEI-R
e SW1 SW2 ‘ =S
7Y 90 00h BAENRINCTE TUELE.
I5— 6X XXh N

Cmd TLV

Cmd =k
Transceive Flag: T 52D Transceive TLV O Flag %#:%i&93

90 02 [Flag] 00h .
Flag[7:5]: RFU; 0 [CERE I D

Flag[4]: 1ISO14443-4 %M FREIT D

Flag[3]: /(T RENIEDZEZZAILIGRETD
Flag[2]: /\VF(BRENIEDEXZ AL IGRETD
Flag[1]:CRC AUBDZEZ I (CFRIET D
Flag[0]: CRC AMIBDERXZZAIF (CERET D

CO TLV ARONMSRVMEE(E. BININVY RTEREUE Flag fBZERULET .
Flag [EZ&ELCENMRVSEE. RIEOTOMNIVEZERLUED,

Transmit Bit Frame: =20 Transceive TLV @ Bit Fram %23%&9 %, 20 TLV AEONSLE
91 01h [NumBit] &, FIALMEE 0 TF.
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Cmd =13

NumBit[7:3]: RFU; 0 ([(5%E 9%

NumBit[2:0]:51&D/\1 R"OBZEYRDEL (0 (FIRTOEYIM BRI THD L%
=RIRUET)

Timer: T 20 Transceive TLV Q51 LT NERE%EE T3,

5F 46 04h [TIME
[ ] [TIME] :4/)X/hDfE (MSB DaI) . &HI(E 1 us~1000000 us. KD
A4 L7 MERAE. &REITLY 302.07 x 20~15 us [CIUE R ASNF I,

CO TLY RIS RVGEF. KIBIERTELRE FWTIHEZSA LT MERELT

ERALET.
Set FWTI: Transceive ® FWT/94 L7 MNzE%E T3, LIATICTEF C 2 h...JOYURT
[FFFV\fﬁ]O?’ 03 01h FWTI R ELTORWESR . T4 MEF 0 (CRDET .

FWTI: 0 ~ 15, FWT/A4 A7k = 302.07 x 2FWTI us
Transceive: SizeBER-TLV E&0F—471— L RICHFEALT—IDTA X

95h [Size] [Datal Data EEX 507 —5

Rsp TLV
Rsp Rk
Receive Bit framing: NumBIt[7:3]: RFU; 0 [CERET 3.
92 01h [NumBit NUMBI2:0] S50/ 1 NVEHEYRDE (0 HFARTOLYMVEN THHE ERIKLE
9)
Response: Size: BER-TLV &7/ - RADOFS{LT—HDBAX

95h [Size] [Data] Data S=F—4

Response Status: Status [7:4]: RFU.

96 02h [Status] 00h Status[3]: IL—3>JI5—
Status[2]:/\UF1I5—,
Status [1]: RFU.

Status [0]: CRC L5—

55441 RERBEDISIT—HATI1IIBM (Transmission and Reception Flag Data
Object)

COIRYRIF ROFEDRDDIL—ZITBLU RF NSA—HZTEER I 3H{ERINET,
EREDIFIT-IATS1Ih
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Re (X
1b)

59

0 0 —X{ELIET—4IC CRC ZBHILE T
1 -XELT—4H(C CRC ZBMULFRA

L 0 - Z{EURT—AICHUT CRC #&E%ZEMI S
1 - ZEUIT—AICUT CRC HREZERMURL

) 0 — XEURT AT ZIBALET
1 - RXEUT AT ZIEALFEA

90h 02h 3 0 - ZELRT-AID)\UFT1ZHIFFLET 00h

1 - NUFZERFL TV ERA (VNUF4FTvIRR0L)
0 - XEUT 4070 7O0-I%EBMUED. [EEH

4 BIETEY
1 - BIFREIORNIILOTO0-I%KET B LEHDER
A (23BE) (X PCB. CID. NAD)

5-7 | RFU

5.5.442. EYRIVL=ZUPF7T—-HATS1IPMERETS (Transmission Bit Framing Data
Object)

ZOIXTRIE EREENTORVT —IDRE O/ MOBREY MIZTEER T DIHICEREINET,

EyhIL—Z2IF-9ATZ1IM2IXIETD

59 E& (A)1BN)

Evbk
0.2 BEONAMOBEEYREE (0 [FIRTOEY MBI THIIEEE LK
91h 01h LE9)
3-7 | RFU

TEEY NIV -7 —AATS1IME DEREIFBEZMEIOHDOT —IATS I Ne—RETRIINERDFE
Ao SDT=HATZ1I MFELBVGEE . ZNIEIRTOLY MBI THELZRBKRULET

5.5.4.4.3. T=HAATI1IPMEER(ETS (Transceive Data Object)

ZOIXRE, ICC HBOT —HZXRZETBIDIMERENE T EKENT T IBL. V- - H1X—FT 54T
STIMNMAEESN B ETEELE .
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RIOIART—HAATZIHINE T=HTL—=)ILRTERINTLRWMES. Y-S —(F Set Parameter FWTI 7—4#
TSI NIBESNERARIZ 3> TVET . FWTI DEEESNTLRWMEE . V-4 —(&. #9302 pus 215559,

T—AATSIINGERIETD

RS L \4N)

95h F-ARS FT—=45 (NJXAN)

5.5.4.4.4. HAIY—=T—=HATT1IHIbM (Timer Data Object)
COIN>RIE. 1 us DEQIT 32 EY MDA =T —IAT D1 M AERR S 2D REENE T,

BIZ(E. 5000us DIIY—FT —FATS1I B ZIHE. V—-F51 53 HEODXRZE TLV £ 5000us ZF>TH
BALLTINVET,

HAY—FT=IATZ1Ih

ke (L4

5F 46h 04h A4~ (4)841)

5.5.4.45. BYNIL—=ZUPF7—HATI1IMEIEETS (Response Bit Framing Data Object)
COINRIE, ISBERICHMEUGXELYNIL— AT —FAT D1/ MR 3 3l ERLET,

59 E& (A)\1BN)

Evbk
0.2 BEONA MOBEZIEYREE (0 (FIRTOEYIM B THITLEELL
92h 01h LEY)
3-7 | RFU

RREYNIL -5 —AAT ST M REIFRIBEZREIOHDT —IATS 1) he—HETRINERDFE
ho SDT=AATZ1I MFELRVGE ., BNEIRTOLY MBI THDILERKRUET,

5.5.4.4.6. AT=HRT—HATI1IMEIEETS (Response Status Data Object)
OOV R, ISERCREUT —IDIRBEZIR R I BIedfERALET .

AT—HRT—AATS1IINEILETS

Page 83 of 151

ACR1555U - UJ7L AN =27 ) info@acs.com.hk

N—33> 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

ke (LX(BN)

0- CRCH'OK. BWLI[FFv LTV
0 TA

1 - CRC FyIhRBALELSZ

0 — EZERL
1 - @EMEEEINELE

%6n 0zh 0 - /(I RFU

2
1 - )N IS-MeEanEukE
3 0-JL—AI5—10U
1-JL-LI5-PEanEuk:
4-7 | RFU

5.5.4.4.7. T=HAATI1IPMERETS (Response Data Object)
ORI ISEPRICREUT —IDIREZIER I IHIERALET .

T—HIA-RYNZILETD

e (LX(4B)

97h TF-IRS LET = (NJXAR)

5.5.4.5. 2'OMIIEIDEX (Switch Protocol) [FF C20002 ...]
COIRY REERTEE, 1-HF—(@TOMIVETIDEX TIEEL. TORIL-LAILESTA—IBERTEET,

ERITIVENDZOE. ZOIXY RIN—ROYIR- hOREBIBTOC R (CTFHI DR EEEN DD RS1//T7
—LADI7(IGBIHETICH— ROREZZEE I BRI DD RIAND7—LDI7ZIEEICRIHCh—ReUt
YIS IWE(SHIBR I DN BEN DD RN HDET .

IR
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Switch Protocol FFh C2h 00h | 02h cmd 5;5—’50)% Cmd TLV 00h
e 1—R
SEF—4 SW1 SW2 ‘ =K
Rsp TLV 90 00h FT—H3R.

- 90 00h BIh
- 6X XXh 5B

Cmd TLV
Cmd =k

Set Baud: TONIIDEZ B (CERT 3/ (- b 4ILAILOR—L— M8 ELE T, “FF C2h .."IT>

FFGE 03 0501h[Baud] | kr[Baud)&s&ELTURLEA, Tl ME(E 98h (106 kbps)TRDET

1SO14443: 98h (106 kbps), 99h (212 kbps), 9A (424 kbps), 9B (848 kbps).
1ISO15693: 80h (26 kbps), 08h (53 kbps)

Switch Protocol: TORIVAERED RF EBEUELAILCEINE 22
8F 02h [RF] [Layer]

[RF]:
00hISO14443A, 01h:1S014443B
02h: 1ISO15693, 03h: FeliCa, FFh: IRTED[RF]:

Zoftt : RFU

[Layer]:

02h: L1V 212923> 03h: LAV 31z023>
04h: LAV 4129723> (AIB DFH+iE)

Zoft @ RFU

R L LAY 22033V IIDBRIERER. NUARTLY MYy R-USTE)
RETHINENDDET .

Rsp TLV

Response: Size: BER-TLV £E&20OFT—49J1— )L RIZFBILT-IDHAX

8Fh [Si Dat
[Size] [Data] DataATR (t—h 4 DIBE) . A& SAK (J5Z AD/S—h 30IBA) . it
ATQB D PI (93X B®D/\—k 3DIHFE) .
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5.5.45.1. 2’OMINT—=HATSIIMEVIDEZS (Switch Protocol Data Object)
ZOIXVRIE TORVSLUHIEORRZERIETE I DI ERAENET,

JORINT—9ATZ1) Mt IDEZS

59 R& (AN4BN)

00h — ISO/IEC14443 A5 | 02h — 2[EICHIDEAD

8Fh 02h 02h - 1ISO15693 &
03h — FeliCa 04h - 4 BISEMH LTS
fi — RFU ftt - RFU

5.5.45.2. F=AATI1IMEEETS (Response Data Object)
ORI, ISEPRICREUT —IDIREZIER I IHIERALET .

T—HIA-RYNZILETD
59 e (LX(4B) > {1

5F 51h T-ARS ATR

BR SAK (U532 ADIN-K3DFE) . T

8Fh T—ARE
TR ATQB D Pl (U352 BD/S—k3DIES) .

5.5.4.6. PCSC 2.0 J\—h3 Dl
1. EREyIaVBIATS
JY>R : FF C2 00 00 02 81 00
& : C0 03 0090 00 90 00
2. T FFI—IREATICT B,
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JY>R : FF C2 00 00 02 83 00
% : C0 03 00 90 00 90 00
VT3 I4=IREAICTS
JY>R : FF C2 00 00 02 84 00
% : C0 03 00 90 00 90 00
THT4R—ISO 14443-4A
JY>R:  FFC200 02 04 8F 02 00 04
J&% : C0030164019000 (H—RHRBVBE)
CO0 03 00 90 00 5F 51 [Len] [ATR] 90 00
OAH [C PCB Z5&TEL. IX{ET—4T CRC. /WF¢. JONILTOO-I%2E#ICLET,
JY>R : FF C2 00 01 0A 90 02 00 00 FF 6E 03 07 01 0A
J&& 1 C0 03 00 90 00 90 00
51— RIC APDUI'80B2000008 | ZiX{EL. IHEZEUSLET .
JY>R : FF C2 00 01 OE 5F 46 04 40 42 OF 00 95 05 80 B2 00 00 08
J&%Z : C0 03 00 90 00 92 01 00 96 02 00 00 97 OC [H— RDIHZE] 90 00
BEIRTYS R T I3,
JY>R : FF C2 00 00 02 82 00

J&& : C0 03 00 90 00 90 00

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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5.5.5. PICC DEREDFLrH APDU

UToFE (Pseudo) APDU (&, PCSC Pseudo APDU ADENNELT. FEiERIH— RADBHE7Z IR (CfE
HEnxd, NS0 APDU ORERLIE Ot R (& PCSC Pseudo APDU EEIFRTY

5.5.5.1. {EIOYIEEAH (Write Value Block) [FF D7 ...]

ZOIY>R(E. MIFARE FRAR(CEEHLLIZH— ROTOVIIC 4 )\4 MOEZEZIADTHIERLFT ., 2OV R
PP I EIC, I—Y—(FF IR 21TV, COTOVIINAD T I A EEBIS I 2NENHDET,

INOR

IRVRF=514>

Write Value Block FFh D7h 00h JovHsEs 05h TROREFERTEN

INVRT=4

NM1bh1 N1b2 INM1h3

00h 4 )\AME (MSB Ogl)

fl 1 : Decimal —4 = {FFh, FFh, FFh, FCh}

VB_Value ‘
MSB LSB
FFh FFh FFh FCh

$1 2 : Decimal 1 = {00h, 00h, 00h, 01h}

VB_Value
MSB LSB
00h 00h 00h 01h
BEI-R
9| SW1 SW2 ‘ =113
BkIh 90 00h BAEN R INCTE TUELI,
I5— 6X XXh i
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5.5.5.2. {EJOYYiHHMED (Read Value Block) [FFB1...]

ZOIY>R(E, MIFARE (RAS(CERLIZN— ROBZHITOVINS 4 )\1 MOfERFHERDIEDIERLET, 0]
IO REMUHIHIC, I-Y—FFIFRAEITL. COTOVIADT I AERZBS T INENHDFT .

Read Value Block FFh B1lh 00h JoviEs 04h

fl 1 : Decimal —4 = {FFh, FFh, FFh, FCh}

E> {1
MSB LSB
FFh FFh FFh FCh
#l 2 : Decimal 1 = {00h, 00h, 00h, 01h}
> U]
MSB LSB
00h 00h 00h 01h
I&&
BEF—4 sw1&mz‘ =

4 \/ME (MSB

L 90 00h F—HpEIh.
DAl

-- 6X XXh SN

5.5.5.3. {EODHA/IEI (Decrement/increment Value) [FF D7 ...]

COIX>RIGE. Y=-2TOvIN5 4 N1 NOfER R AEINEE, #ERE25—-5y N OvIICA8 T BIedfERLET

(h—RlE MIFARE FHS(CEBLL TOBHENDDFT) . ERZECY-2TOVIICIENT 2IHEE. 4-Fvh
JOvInES%E 0 FeFY-ATOWIBES(EETEET ., COINY RN IFIC, 1-H—FFIREEEITL.
V=27 0vIER -5y NI OWICAD T I AEZ S I 2N BN HDFET

IR
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ARRF=H14>

Decrement/Increment A=y | Y-ZTJ0v TEEOREHEECE

: FFh D7h ‘ 05h
Value J0v# h# 0
IRRF-4

01h 4 )/ MENE (MSB OFT)

02h 4 A NEAME (MSB Ol)
HEI-R

e SW1 SW2 ‘ IS

B%Ih 90 00h BIENRRINCTE TUELI,

15— 6X XXh 5By

5.5.5.4. {EJOYYIE— (Copy Value Block) [FF D7 ...]

OOV RlE, Y—-2TOvohsEsEs—4w hJOwHCAE—T=bIfERUET (h— R MIFARE (RAR(ICERLL T
VWBAAEBHHDEY) , OOV REMFUHIREIC, I—Y—([FFIREFETV. Y-RTOvIES—5whJOwIIcN
DT I A EERIS T ZNENHDET,

IR

IRVRF=51>

v-270v%

Copy Value Block FFh D7h 00h "

02h T ECORZHERISL

INVRT=4

03h A=y NJOyo#
&R
] SW1 Sw2 ‘ =13
24y 90 00h BYENRRINICTE T UEUI,
I5— 6X XXh 5BY
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5.5.6. PCSC ##lDAJ&F7HItATS (ISO 14443-4)

IARTD 1S014443-4 ([CZERLLIEH—R (PICC h—R) (3. 1SO7816-4 D APDU %I TCE% 9, ACR1555U
H—RJ—45—(F 1SO 7816-4 BN APDU HLUILEEITIRTBECLDT, 1S014443-4 BEDH— REBIE
FBRENTEFI, ACR1555U i"INEFT 1SO14443 O 1 — 4 )\— bSO EIBLETD .

MIFARE Classic (1K/4K) . MIFARE Mini $&U MIFARE Ultralight #4(& T=CL IZ1L—33 &L TY

R—bhaENFEI, MIFARE 9% 1Z£EL 1SO 14443-4 55 ELTEDIRZEVWTY , ZELLVIEIRD PICC D PCSC
x5 APDU (B DILREEE(TE) #SRL TUZE,

ISO 7816-4 APDU JA—Ywh

CLA INS | P1 P2

ISO 7816

- BET—S0TAR
T, F—HDEE AT -I0FRORS

ISO 7816-4 (TARDIEET —FTA—IYE (T—H4+2 ){1})

TSR BT —4 SW1 SW2

— AR REY7E 1SO 7816-4 Y ROIGEI—R

b9 SW1 SW2 ‘ =113
BIh 90 00h BAENRRINICSE T UELR.
I5- 63 00h BAENKREILFELT,

HBINRS -S> :
1. 99%BHEUT. PICC A 4—J7—AEiEHULET .
2. AJhOEREHEDIEFHT S,

NEFRTLET :
1. HJLEEEI .
57 ® ATR (£ 3B 88 80 01 00 00 00 00 33 81 81 00 3Ah TY,
o9,

ATQB 7 —23>MF—%= 00 00 00 00. ATQB JO M)l [E%k = 33 81 81, NI ISO 14443-4
Type BAJTY,

2. APDUZIXEUT. BLEZAF I3,
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00 84 00 00 08
>> 1A F7 F3 1B CD 2B A9 58h [90 00h]

$E 1 1SO 14443-4 Type A DFHIZIFLT. APDU“FF CA 01 00 00h\C&>T ATS EAFTE%Y,
i .

111SO 14443-4 Type B PICC (ST19XRO8E) H'5 8 /(1 MziZmAHENE T,
APDU = {80 B2 80 00 08h}

CLA =80h
INS =B2h
P1 =80h
P2 =00h
Lc =*U
F-5=10

Le =08h

J&Z 1 00 01 02 03 04 05 06 07h [$9000h]

5.5.7. MIFARE DESFire #9%79tA93% (1SO 14443-3)

MIFARE® DESFire®( 1SO7816-4 APDU /\w—JE—RERATATE—REYR—NTEET, MIFARE®
DESFire®57 W& (EEN 3L MIFARE® DESFire®4%4 Y RICESNIRAID APDU H“E—R7ZREE
9. BIZTERAID APDU H“RA T4 TE— R Z&EIRUIES. 550D APDU XY R RA T4 T E—R"TT, TNE
EU. &#D APDU H*ISO 7816-4 APDU J\wr—SF—RZRIRTBIBE. FK0DD APDU (3i43I1SO 7816-
4 APDU )\ws—SE—-R"TY,

5] 1 : MIFARE® DESFire® ISO 7816-4 APDU \wor—SE—R

/I1SO 14443-4 Type A PICC (MIFARE® DESFire®)h'5 8 /{1 hDELE == HENF S
APDU = {90 0A 00 00 01 00 00}

CLA = 90h; INS = 0Ah (MIFARE DESFire §43); P1 = 00h; P2 = 00h

Lc = 01h; 7—%A7J = 00h; Le = 00h (Le = 00h ExADK2%ZRYT)

IS 1 7B 18 92 9D 9A 25 05 21 [$91AF]

#AT—HA1—R{91 AFH} (I MIFARE® DESFire®T#k TEZEINTVE T, SEMICDVT(E. MIFARE®
DESFire®fI#&= S8 TZ&0,
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$l 2 : MIFARE DESFire R—Y>%-U>% (1SO 7816 APDU I\wsr—IE—K)
11 ZOHITE, 7TV =232 TL— AL OEEH E BN TWE T,

IIMIFARE® DESFire®h—RON->3> BB ZEUF I DI,

Z5v7 1 : APDU {90 60 00 00 00}&3%{ELT. A0 IL —L%EMELET . INS=60h

52 1 0401 01 00 02 18 05 91 AF [$91AF]

A7y 2 : APDU {90 AF 00 00 00}&iX{ELT. Z&HEBDIL—LZEUSUET . INS=AFh

J&Z 1 0401 01 00 06 18 05 91 AF [$91AF]

A7v7 3 : APDU {90 AF 00 00 00}ZiX{ELT. REDIL—LZEELET ., INS=AFh

J&5& : 04 52 5A 19 B2 1B 80 8E 36 54 4D 40 26 04 91 00 [$9100]

5.5.8. FeliCa99M7ItA

FeliCa #5% 79129 231Y>RiE. PCSC #4¢ MIFARE #5%7H12F 31V REEVFT, 2OV R
FeliCa E#(CHEHLL T, AYANEINIENTVLE T,

FeliCa ON> RDIA—-YY

‘ CLA ‘ INS ‘ P1 ANIRTF—51>

FeliCad¥>R (E&/\4

Felicadv>k | FFh | ooh | ooh | ooh | F—spE=
4 NCIAEB)

FeliCa DISET—47A—Xvh (F—45+2/){1K)

RS SET -4

FIOAEVT OYVIT—H D5RHED
1. FeliCaZiZ#id %,
ATR = 3B 8F 80 01 80 4F OC A0 00 00 03 06 11 00 3B 00 00 00 00 42h
ZOH : 11 00 3Bh = FeliCa
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2. FeliCa IDM D&tHHID.
JINY> KR = FF CA 00 00 00h

52 = [IDM (8 /U4 N)] 90 00h

{5l : FeliCa IDM =01 01 06 01 CB 09 57 03h

3. FeliCad¥>R7ItX,
Bl : XEVTOVIT—ADI FHED ]
JY¥>R=FF 000000101006 01010601 CBO0957030109 0101 80 00h
O :

Felica J¥>K =10 06 01 01 06 01 CB 09 57 03 01 09 01 01 80 00h
IDM =01 01 06 01 CB 09 57 03h

IH& = XEVJ0vI7 -4

5.5.8. 1SO15693 99 M7 It A

COEIT(E. 1ISO 15693 JORVUIHBFEAT23> IV RICDWTERBLE Y,

5.5.8.1. HWH—J'0Ov9%5#H3 (Read Single Block)
1 D207 —4%J0v)% 1S015693 MSEDEH I CEIENNET .

‘ CLA ‘INS P1 P2

. Jovy
Read Single Block FFh FBh | 0Oh 00h 02h 20h = --/00h
BHS
EOH
JOvIES 18k,
F-AJOvIES

SW1 SW2

B%Ih 90 00h BENBRINICTE TUELIZ,
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SW1 SW2

I5— 64 XXh KB XX (FFTRIIS—O—RTY

1 :
/INXP ICODE SLI h—R® 10 BEHOIOVIDT —H%5w~+ELD
JYYR: ={FFFB0000022010}

JEZ 1 = { XX XX XX XX 90 00}

5.5.8.2. HW—J0Ov9%&F&A#H (Write Single Block)
COIY>R(E 1S015693 #T(C 1 DDOFT—ATOvIREZIADTHIEONET,

Jovy
Write Single Block FFh FBh | 00h 00h N+2h 21h - --/00h
B5 Ow4

—57

>l

FaOL
Jov/ES 1)1k,
F=AJOvIES
Jovss -4 N /AR,
FT=AIOVICEETAHFEDT 4

LC 1)V ks
F=AIOVIRE + 2
HEI-R
o] SW1 Sw2 =103
jAy| 90 00h BRENRRINICTE T UELIE,
I5- 64 XXh KEXX (FATHRITS—-I-RTT

-

/INXP ICODE SLI 1—R®) 10 EEHOTOVICT -2 EFAD
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IN>R: ={FFFBO0000062110111213 14}

5% ={9000}

5.5.8.3. #EEOIOYVI%EHHFERD (Read Multiple Blocks)
BEOT—9T0vI#EEL 1S015693 MSEINHE I CEICEDNE T,

Read Multiple Blocks FFh FBh | 00h | 0Oh 03h 23h Jovs Es --/00h

00
1D2807'0vIES AT
AT -4 0vIES

JovoE 1)K,
ZRh T OvIEIFIEE R CSNIVNRENZTOY) - 2
F1UT1- AT —HRAEED 1 D70
JovsE =ERPOIJOvIE -1
HEI-R
1] SW1 SW2 =13
7y 90 00h RENRRINICSE TUELR,
I5- 64 XXh KB XX (FHTHRIIS—I-RTY
#l .
/10x10 K5 0x12 T\ I OYIDO T+ 1T (IRREZERHEWFT . NXP ICODE SLI i—RD 0X03 HDEf:
Jov7,

IN>R: ={FFFBO000003231002}

JEE 1 = { XX XX XX XX XX XX XX XX XX XX XX XX 90 00 }
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5.5.8.4. {EEOIOYVI%EEEAH (Write Multiple Blocks)
ZHIY>R(E 1S015693 T (CHEFR DT - OV I ESADEHITEDNET .

57

Nl

12O | JOvIon
Write Multiple Blocks FFh FBh | 00h | 00h | N+3h 24h Jovs E5 Ovs --/00h
BS

O :
1280 0vI&S 10/ h
a7 -5 0vIES
JOovoE 1)01h,

ERPOTOVIESEERCSNIMNERENZTOv) - &
F1VF1 - AF=FZAEED 1 D0

JovsE  =ZERPoJOvIE -1
Javo7-4 NWAC

T OVIICEEAHEFEDT -4
LC 181K,

Jovrr—-AnKe + 3

HEI-R
i) SW1 SW2 =13
BkIh 90 00h BIENRINCTE TUELU.
I5- 64 XXh KB XX (@HTMRIIS—I-RTT
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5.5.8.,5. Ow22'0%% (Lock Block)

LOCK BLOCK OV RiF, BsR&ENzJ 0w akGEICOYIL. IER(CEMEDRINIREER IRE I BTz (CfE
Asns,

VR

Lock Blocks FFh FBh | 00Oh | 0Oh 02h 22h --/00h

EaOL
JOvIES 181K,
F=AI0vHIES
HEI-R
R SW1 SW2 =13
B 90 00h BIENRINCE TUELUR,
I5- 64 XXh K XX (FFTMRIIS-I-RTY

ol :
N>R ={FFFB 0000022210}

5% ={9000}

55.8.6. SATAIBEHmSGHED (Get System Information)
HITI2FT ADIEHREIUS T BIHIC GET SYSTEM INFORMATION JY> REEALED,

IR

CLA INS P1

Get System FFh | FBh | 0Oh | 00h | O1h 2Bh ~-/00h
Information

fER Xyt—FE;< | UID | DSFID | AFl | ZNL—>5B2 ICNO. SW1 | SW2
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ZoH
Mtr—-IFRRx — 1)/
Byh MiE S5
_ 0 DSFID %)
Bit O
1 DSFID %%
. 0 AFI LR
Bit 1
1 AFI %3
, 0 AN —PFERL)
Bit 2
1 AN —SERHS
_ 0 ICNO.72 L
Bit 3
1 ICNO.%%
Bit 4 ~7 0 RFU
uID -8 /{1 b
DSFID -1 {1 k
AFI -1 {1/~
ABVEE-2 /)M~
NALh ShEA
0 JO0vI0E—A1

(EEoJOvrEe  =JOvrE+1
JOvInOAREES (A MeBAIT) -1

! (EB0JOvInXREE=T0OvIOKREE (N MHEAIT) +-1)
IC-1/)\(hk
HEI-R
1] SW1 SW2 =13
7y 90 00h RENRRINICSE TUELR,
I5- 64 XXh KB XX (FHTHRIIS-I-RTY

ol :
N>R ={FFFB0000012B}

JHE 1 = XX XX XX XX XX XX XX XX XX XX XX XX XX XX 90 00}
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558.7. #E¥OIOYIDEF1UFREEEE (Get Multiple Blocks Security
Status)

JOwOtF1UFT(REEREE I 3126(C GET MULTIPLE BLOCKS SECURITY STATUS OV REFALE

. N ‘I:l\\
Get Muliple Blocks | | ron | oon | ooh | osh | 2ch | Jov | 27 | oo
Security Status et
&5
EaOLR
12HOIOYIES 181 ke
MaT -5 0vIES
2’0V (DACE

SHEDEFEEOT -4 - TOvIOtF1UT 1 AT —HADE.
ERPOTOVIESEERISNIMEREN IOV - &
F1V571 - AF—FZAEED 1 D0

JOv/E = ERB0IJOVIER - 1

Get System Information DISEIA—NY bk

EES JovrEdaUT4RER Swi1 | Sw2

TOH :
JoyvrtF1)74REE Jovicelc 1 4k
00h : OwJZNTLVRL
01h : Ov7&nrc

JEEI-R
o] SW1 Sw2 =103
B%Ih 90 00h BRVENERINICTE T UELIE,
I5- 64 XXh KB XX (FHATMRIIS—I-RTY
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& :
/10x10 H*5 0x12 £T. EBEIOvIOTF1UT I REEZERAHEDF T . 0X03 EESRT OV,
J¥>R: ={FFFB0000032C 1002}

& 1 = { XX XX XX 9000}

5.5.9. YilR—bM PICC ATR

FTIAILNTIE, RO PICC 4 THETHIYR— NN TOWE T U= 51 H(CH—REHYyFI 3L PC _to _ RDR _
IccPowerOn JX> RER®D ATR %Z CCID iRAMCIGRUEY

h—R541 7%l ATR
MIFARE Std 1k6 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 01 00 00 00 00 6A
MIFARE Std 4k6 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 02 00 00 00 00 69
MIFARE UltraLight6 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 03 00 00 00 00 68

FIA) N : MIFARE Std 1k £EIU
1 : 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 36 00 00 00 00 5D

MIFARE Plus SL1 2k6

FIA) N : MIFARE Std 4k £EIU
1 : 3B 8F 80 01 80 4F 0C A0 00 00 03 06 03 00 37 00 00 00 00 5C

MIFARE Plus SL1 4k6

MIFARE Plus SL2 2k 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 38 00 00 00 00 53

MIFARE Plus SL2 4k 3B 8F 80 01 80 4F OC A0 00 00 03 06 03 00 39 00 00 00 00 52

FJAILN : 3B 8F 80 01 80 4F OC AO 00 00 03 06 03 00 3A 00 00 00 00 51

MIFARE UltraLight C6 .
Fi@ : MIFARE UltraLight £[EU

SmartMx. Al FIAILD @ MIFARE Std 1k £EIU
MIFARE Std 1k6 i : 15014443 -4, Type AU
SmartMx. Al FIAILN @ MIFARE Std 4k £EEIU
MIFARE Std 4k® A : 15014443 -4, Type ARU

ACS @ Android 77 77 U &/
2ACS FF#E XA /=208 F/4Pad0S 77 77 U 2 (E/H 75

T D ATR EFEDOF v L,
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H—Ra41 7134 ATR
3B8n 8001 T1..Tn Tck

1ISO14443 -4, Type A | N = ATS PIFBEE/ A MK

T1.Tn= ATS NERE/\A MK
Tck=xor 8n 8001 T1..Tn

3B 888001 T1..T8 Tck

T1.T4=ATQB D7 )r—23>7—4
T5 ..T7 =ATQB 0 IO0~IIVIEHR

T8 = ATAH(D MBLI
Tck=xor 888001T1..T8

1SO14443 -4, Type B

FeliCa 3B 8F 80 01 80 4F 0C A0 00 00 03 06 11 00 3B 00 00 00 00 42

1ISO15693-3 Generic 3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 00 00 00 00 00 63
Infineon My-D Vicinity

3B 8F 80 01 80 4F 0C A0 00 00 03 06 0B 00 OE 00 00 00 00 6D

(SRF55Vxxx)
ST LRI 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 OB 00 13 00 00 00 00 70
NXP I-Code SLI 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OB 00 14 00 00 00 00 77
NXP I-Code
SLIX/SLIX2 3B 8F 80 01 80 4F OC A0 00 00 03 06 OB 00 35 00 00 00 00 56
PicoPass 2K |7890144438: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 17 00 00 00 00
. 1SO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 18 00 00 00 00
PicoPass 2KS 76
. 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 19 00 00 00 00
PicoPass 16K 77
. 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1A 00 00 00 00
PicoPass 16KS 74
PicoPass 16K 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1B 00 00 00 00
(8x2) 75
PicoPass 16KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1C 00 00 00 00
(8x2) 72
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F OC A0 00 00 03 06 06 00 1D 00 00 00 00
(16 + 16) 73
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1E 00 00 00 00
(16 + 8x2) 70
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 1F 00 00 00 00
(8x2 + 16) 71
PicoPass 32KS 1SO14443B: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 06 00 20 00 00 00 00
(8x2 + 8x2) AE
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— AR T TV -2 3> OIERBZIEME T 3IHIC. TIAIWKTIIRD PICC 94 715745./05-DHR— MY
MTHOTVET, 1-H—(F, BEEIV> R“Set operation Mode” T, SFSFR4A1F/70./0>—DYR— MeB%)
(CTBENTEEY ., WIEI B9 T 17005 -HERICRD, U-F5/5(Ch—RK%EHyF. PC _to _ RDR _
IccPowerOn Y > RIFIRD ATR % CCID IRAMNCIIGRUE S,

h—RAA T 135 ATR

SRI (SRIX4K/SRT512) 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 06 00 07 00 00 00 00 69
Topaz 3B 8F 80 01 80 4F 0C A0 00 00 03 06 02 00 30 00 00 00 00 5A
PicoPass 2K 1SO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 17 00 00 00 00 75
PicoPass 2KS 1SO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 18 00 00 00 00 7A
PicoPass 16K 1SO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 19 00 00 00 00 7B
PicoPass 16KS 1SO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 1A 00 00 00 00 78
PicoPass 16K
(8x2) 1SO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 1B 00 00 00 00 79
PicoPass 16KS
(8x2) 1SO15693: 3B 8F 80 01 80 4F 0C A0 00 00 03 06 OA 00 1C 00 00 00 00 7E
PicoPass 32KS
(16 + 16) 1SO15693: 3B 8F 80 01 80 4F 0OC A0 00 00 03 06 OA 00 1D 00 00 00 00 7F
PicoPass 32KS
(16 + 8x2) 1SO15693: 3B 8F 80 01 80 4F 0C AO0 00 00 03 06 OA 00 1E 00 00 00 00 7C
PicoPass 32KS

1SO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 1F 00 00 00 00 7D
(8x2 + 16)
PicoPass 32KS

1SO15693: 3B 8F 80 01 80 4F OC A0 00 00 03 06 OA 00 20 00 00 00 00 42
(8x2 + 8x2)
Innovatron 3B 88 80 01 80 4F 05 FO 49 4E 4E 4F 35
CTS 3B 87 8001 80 4F 04 FO 4354 53 79
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6.0. Escape ¥R

(Escape) OY>RiE. PC__to_ RDR__Escape (PCSC API® SCARD__CTL__CODE (3500) (CXfht
9% SCardControl()) ZTUTXEENET . IV ROWIRTE T I5L, U—F514(F RDR_to_PC_Escape X
yE-SENUTLARSZZIRUET

Command from CCID

Pseudo APDU

Card Native
Command

APDU J

BUFOIY>RIE. PCDINFC D8RS BLUU—HISAINDT I AN DIFRIREE(CERENE S, CCID /R
ARH PCSC API @O SCARD__CTL__CODE (3500 (SCardControl)) (CX&d 3 CCID Xwt—=
PC_to_RDR_Escape ZfEALT. h—RU—-4F—-([CTNBSOIVY REHEETZENTEE Y, Escape IV REZ
1593 U=9319303> RefsiU TEITU LARDZZERK LT CCID RAMIRIELET .

IR :
NSO RIELLA A TI-AZ NV TGRETINENHDET ., HIX(E. E0 00250100 (6.4.181) (&
PICCA>AII—RENUTEIESNINETTY (6.080) .

6.1. PICCEscape A¥>R

6.1.1. RF &l (RF Control) [E0 00 00 25 01 ...]
ZOIX> R RF HIfERET30CEINET,
mEST

RF Control EOh 00h 00h 25h 01h RF RR&

IHEI-R
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EER Elh 00h 00h 00h 01h RF {RRE

RFJREE : 1 )\1/ b
RF JRAE ‘ Erli:]

00h RF #7
01h RFE A> R=U>J
02h RF A> R=U2TURL

FIAINETE- 01h (RF A> R-U>%)

6.1.2. PCD/PICC JR#EH4S (Get PCD/PICC Status) [EO 00 00 25 00]

COIXY> KL PCD/PICC DIRREZERBBRICERENE T,

YUK
aY>R ‘ CLA ‘ INS P1 P2 ‘ Le
Get PCD/PICC Status EOh 00h 00h 25h 00h
ISEI-R

R Elh 00h 00h 00h 01h Get PCD/PICC Status

PCD/PICC ¥AEE : 1 ){1/ ~

RF jRA& ETL
00h RF A7
01h PICC 720
02h PICC #f#5% T
03h PICC BIREMH 7717
FFh 15—

6.1.3. R=UYJ/ATR AT'>3>DHUS (Get Polling/ATR Option) [E0 00 00 23 00]

ZOIARYREIR-UST ATV %S TEEUG I B CEREN., fOIVY FEER IR ERGEEZRF TEE
¥ COIXRIE BRADY—H/51 IBRRICOHERENE T,

INOR
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aTvk CLA | NS p1 P2 Le
Get Polling/ATR Option EOh 00h 00h 23h 00h

IHEI-R

pe=c] Elh 00h 00h 03h 01h PICC OR—UJIATR A T3>

6.1.4. R=UYJ/ATR ATV DERE (Set Polling/ATR Option) [E0 00 00 23 01
o]

COIXY RER-UIIT AT 3% 5%E I DHFfENNET .

YUK

Set Polling/ATR Option EOh | 00h | 00h | 23h | O1lh | PICC OR—YUJIATR AT>3>

IHEI-R

IXIRTF=514>
%t Elh 00h 00h 00h 01h PICC OR—U>JIATR AT>3>

PICCR=U2HIATR AT>3>  _1)\(hk

BIENSA—S

Bit O R=U2I%B%T3 PICCHEHEFEDITHA4T | 1=+

Bit 1 RF ATJRIFREBEZNCTS ER—USIUET, 0=ZFvS

Bit 2 RFU

Bit 3 EBAND MIFARE A4 FIX 9356 3 1=tk
B h—R ATR OFBI2EZNCTS | PICC MEBFEDITH(S | 0= ZFvS

—I1> 4 = =5
Bitd~5 RE 7'_7 7@3/1? J/’]big'o —F‘DEOD?E%EEDILJ
fZ&Ln

Bit 6 RFU

Bit 7 SmartMX/JCOS h—R3Z1L—33> | PICC MREFEDYINA(T | 1 =&t
MIFARE FHD/\—k 4 ATR 28530 | #R-U>JULFT, 0=Z%vS

RF AJRMR—-2 Bit =R 1:RFAJES) (Bit1=0)

BIENSA—5— USB 5R47(D0)

Bit 5 Bit 4
0 0
0 1 \
T 5 RF AJR0)
1 1

USB 2££3(D0)

0 250 ms
1 500 ms

oo
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' BIENSA—H— ' ‘ USB £47(D0)
Bit 5 Bit 4

1 0 1000 ms

1 1 2500 ms

FTIAINETE-8Bh (R—U2IEBZNCL. RF ATEBRIICL. 5B 3B H— RN ATR (CHIFZEND MIFARE
LT DOFRNZEFNCU. REATREIFE [00] . SmartMX/JCOS h—R3Z1L—33> MIFARE (GBI 35E 4 8B
3 ATR ZBRICTB)

6.1.5. PICC R—U>J914THE (Get PICCPolling Type) [EO0 00 01 20 00]

COINYREEFRISNSTY./0S—IIR-U2 T 94 TZEMS I BIeDIfERESN . DIV R ERTIIEREGETE
ZRFTEET . RAIOU—F IS IERICOHEREINET.

N>R

Get PICC Polling Type EOh 00h 01h 20h 00h

IHEI-R

pe=e] Elh 00h 00h 00h 02h PICC R=U>I 494
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6.1.6. PICC R—U>JHALTERTE (Set PICC Polling Type) [EO 00 01 20 02 ...]
ZOIXVRIE PICCIR-U> I A1 T % /BT DR fEDNET .

F—ShN

NMb1 N1bo

Set PICC Polling Type EOh 00h | 01h | 20h | 02h PICC R=U>FH4T

IHEI-R

IIVRF 51>

NqMh1 IN1bho

b=z Elh 00h 00h 00h 02h PICC R=U>T494T

PICC IR=U>HH4F-2 JXA{ N, LSB OHIT. EYRNIRIILRDIENTY

BIE)SA
—H_
Bit 0 ISO 14443A
Bit 1 ISO 14443B
Bit 2 FeliCa
X Bit 3 RFU
NAbh1 _
Bit 4 Topaz
Bi PICCH&EFENST TS
it5 Innovatron . i _
. {TRA-UDILET, | 1=RH
Bit 6 SRI/SRIX REUPY MO ELT
v LE“‘E = )
Bit 7 RFU . B 0=2%v7
<&,
Bit 0 Picopass (1ISO14443B)
Bit 1 Picopass (ISO15693)
A% f 0] Bit 2 1SO15693
Bit 3 CTS
Bit 4-7 RFU
T IAI N TE- JA{N1:07h (1SO14443 A 547, 1SO14443 B #17. FeliCa)

JN1{h 0 : 05h (Picopass (ISO14443B), ISO15693)

11 .
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EEOZF EO 00 01 20 02 07 05
& = E1 00 00 00 02 07 05

IR=U>H94F JX4h1 =07h =0000 0111b = ISO14443A. 1ISO14443B, FeliCa

JX4 K 0 = 05h = 0000 0101b = Picopass (1ISO14443B), ISO15693

6.1.7. B8 PPS HXf@ (Get Auto PPS ) [EO0 00 00 24 00]

PICC h'eR:5aN 3N, V- —FRAIEFEREICLOTIERZEEN PCD LU PICC LORIDEEEE
REBELLIELFT ., - MMRESNIEBFEREZYR— MU TORWEE. U—F—(FLDBVRE TEH— REiE
HmULOELET,

IR

Get Auto PPS EOh 00h 00h 24h 00h

EEI-R

IIVRF 51>

R Elh 00h | 00Oh | 00h | 02h B =R IREERE

6.1.8. EEh PPS 585 (Set Auto PPS) [E0 00 00 24 01...]

ZOIXR>MIEEIKR PPS OZERE I DIHICfERAINE T,

Set Auto PPS EOh 00h 00h 24h 01h i

ISEI-R

&R Elh 00h | O0Oh | OOh | 02h BT IR IREERE

PPSOIRE
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ER \

E7L)
106 kbps; BEIPPSHERTESN TLVRLE
oon BUTY.
01h 212 kbps
02h 424 kbps
03h 848 kbps

T IAI NE%TE— 02h(424 kbps)

R :

18, 7T —23a o MERDPOPICCORKIEFHREZ > TV EBNHDET , IRIB(CEHIEMPIEER TR
KRE(CHELET . VI - (RN TV IBEERER(CLBU T, PICCEEZLET, PICCPIRIEMERSN
TV BEESREOEGZHEELTURWES. PICCIER7ITATERRDET,

2, BUL—MEEMN IS 9DEMEICR EE 52355 AL — MEEICUIDERFY.
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6.1.9. PICC #17H48 (Read PICC Type) [EO0 00 00 35 00]

PICC 94 T A ENBEFHCCOIN REFERLET,

Get PICC Type EOh 00h 00h 35h 00h

INIRFT=H1>

R Elh 00h | 0O0h | 0O0Oh | 02h Ewi IREE
4T 1 )\( b~
A

CCh PICC 2L\

04h Topaz

10h MIFARE

11h FeliCa

20h Type A, Part 4
23h Type B, Part 4
25h Innovatron
28h SRIX

30h PicoPass

FFh ZOfth

REE : 1/)0( b

1Ri8 ETL
00h RF A7
01h PICC ()
02h PICC #f@5t T
03h PICC \E%Riﬁh/?
9747
FFh I5-
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6.1.10. PICC-HID ¥—/R—R® Escape A¥Y>R

6.1.10.1. HAHIA-IYMEES (Get Output Format) [EO 00 00 90 00]
COINTRE RTC DA TA—NY MBS I DBF(ERAENE Y,

IR

Get Output Format EOh 00h 00h 90h 00h

ISEI-R

IIVRF 51>

%t E1lh 00h | 00Oh | 00h | 02h HHhIA-IvE HHNEE

6.1.10.2. HHIA—-IYPMEE (Set Output Format) [E0 00 00 90 02...]

ZOIXY REHEDTA-NY N TE T DRFICERINE T

Set Output Format EOh 00h | O0Oh | 90h | 02h HHhIA—TYE EhlaE

XV RFT=51>

HER Elh 00h 00h 00h 02h HHITA-TYE HAHNEE

HAHTA-Y b 1)N1h,

1RF)(SA

-

Bit7-4 | MFORFUINF PICCHMRIEBDIT S THK | 1 =it

—'J\/’]bi@"o 0= Z.'.T—\yj

Bit3~0 KRE-PR

AR 1)\ b

Page 112 of 151

ACR1555U - UJ7L AN =27 ) info@acs.com.hk

N—33> 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

1Ri8 E7L
774 MEZFUID/A RO, UID/UA M ... UID/U1 BN)
00h
{5 : aa cc bb dd ([RIA/EFEOUIDIES)
I8/ ER(UID/CA PN, UID/{A BN-1 ... UID/X hO)
01h

{51 = dd bb cc aa (UIDIEZE/<EE)

AXFENXF : & 4{U(Bit 7 h'5 Bit 4 T)

1RE&(bit 7 H*5 bit 4 &

HEA(x bit ZEBTIHENRW)

)
1XXX REB
00x0 INSLTF
00x1 AXF
000x 4)\A ~OUIDDHFHR—
001x 4.7, 8, 10/\/ bOUIDBR—b

FRE-R : 1K 4 {i(Bit 3 H'5 Bit 0)

IRE&(bit 7 H*5 bit 4 &

SBA(x bit ZEBITIBLENRWV)

[9)
Oh Hex
1h Dec (/N1 ~Z¥)
2h Dec
3h 6H-6H
4h 8H-8H
5h 10H-10H
6h 14H-14H
7h 20H-20H
8h 6H-8D
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1RE&(bit 7 5 bit 4 &

HBA(x bit ZEBITIBENRW)

)
9h 6H-10D
Ah 8H-10D
Bh 10H-14D
Ch 2H4H-8D
Dh 14H-17D
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6.1.10.3. UID BitA. R, $#8TEYMXFDHIE (Get Character at Start, Between,
at End UID) [EO 00 00 91 00]

COOXRE UID Bsa. . T OEY M ES T 2BR(CERINET.

IR

Get Character of UID EOh 00h 00h 91h 00h

IHEI-R

IIVRF 51>

R Elh 00h 00h 00h 03h FfE &0 A5—h

6.1.10.4. UID Bita. B, ¥ TEYRXFODERE (Set Character at Start, Between,
at End UID) [EO 00 00 91 03...]

COIXRE UID Bta. M. T 0Ly MERE S SBRICERINET.

INOR

Set Character of UID EOh 00h | O0Oh | 91h | 03h

IHEI-R

R Elh 00h 00h 00h 03h o 0o AA—=h

R 18/~ (% UID BOFv3949-)
IRAE

&II

B3

FFh HRREICEF 505D
zof | RASUZINZ (USB) HIDERT-JIL S8R

oD 1)\(Mb (REODXFZH7)
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/NE siA
FFh RECEFY ST D0
zof | FASUZILNZ (USB) HIDERT-JIL SR

8 1)\ (FaXXF%H7)

FFh FREIC(EFrI09—HR0)

zof | RASUZILNZ (USB) HIDERT-JIZER

R :
1. AZERTYF—R—RLATINE B0)E/\WIRR=IF—“T@FIRE7 4747 47 ““ ZHRBOXFELTHYR
—henx9,

6.1.10.5. F—R—RLA/P7INSEDHIS (Get Keyboard Layout Language) [EO 00
00 92 00]

ZOINDREF—R—RLAT7INEFEZEUS I B (CfERENFT.

Get Keyboard Layout

EOh 00h 00h 92h 00h
Language

JEEI-R

INIRFT=51>

ped=c] Elh 00h | 00h | 00h | Oih F-R-RLAT7INE5E

_J'I.-

6.1.10.6. F—R—RLAP7IPEFEDRE (Set Keyboard Layout Language) [EO 00

009201 ...]
2OV RIFF—R—RLA 7Y NEELRET B CEAINET.

IR

CLA INS | P1 P2

Set Keyboard Layout

L EOh | 00h | 0Oh | 92h | O1h F-MR-RLATINE5E
anguage
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IXVRF—51Y

TEER Elh 00h | 00h | 00h | Oth F—R—RLAT7INSEE

F-R—RLAT7INEEE : 1/)0(h

K& BILE ]

00h REE

01h I3 A58

02h 1R85

03h UNPZ7:E
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6.1.10.7. RAM>H—-JI—ABG (Get Host Interface) [EO 00 00 93 00]

COINY REIRAN >A—-J1— A2 BUS I B85 (CERSNE Y.
INOR

Get Host Interface EOh 00h 00h 93h 00h

IHEI-R

IRVRF=H14>

ER Elh 00h 00h 00h 01h IRANMA-T1—X

6.1.10.8. RAMIH—=TJI—ASKE (Set Host Interface) [EO0 00 00 93 01...]
OV RIFIRA M 25— J1— A& RES BREAEINET,
BHSE : /WETBATILHIC, U-F-BEBNICEFREINET,

CLA INS  P1 P2 Lc

Set Host Interface EOh 00h | O0Oh | 93h | 01h RANM>A—-T1—R

EEI-R

IRVRF=514>

HEER Elh 00h 00h 00h 01h RAM>A—=TJ1-R

RANM>AH=T1—R:)\( b
RiE BTl

00h | HIDF—R— ROHENE

01h | cCIDh—RY—H—-DF+EF

FTIAINETE—01h
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6.1.11. PICC-B—R>Z1b—>3>® Escape AVVR

6.1.11.1. h—KRIZ1b—>3>F—PRICASB (Enter Card Emulation Mode) [EO 0000
00 40 03 ...]

ZOIY>RIE. MIFARE Ultralight 71— K¥° FeliCa h— REIZ1L—MIB®IC. U—F—%h—RIZIL—3a>E

— RICRES B EREEINEY.

¥ @ Lock /{1 M. IZ1L—bh&Nfz MIFARE Ultralight 1— RTHR— N TLER AL UID (&, I-YHEEE
BJEET I,

CLA | INS

00h : B&HF

EmEuT;?iromgde EOh | 00h 40h | 03h | NFCE—K | 00h | 00h
01h : 1#7F

IANIRFT=H1>

ER Elh | OOh | O0h | OOh | 03h NFC €—R

NFC s%f@E—R : 3/)8( b

i |

&hEA
02h NFCIA—SLFLT25NIE—-R
03h FeliCa
Tt H—RU=4/515F-R

L BREN-R2I1L -3 - RIHIDEZZR1C, FIH— ROZHAED/EBSIAHE—RICATIZEW, -
RS 21l —23>E— RO TRICL AR AR RENFT
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. . USB TI\N1 hPZRL
N1 ;F2IN—
ANDTF IR
SUPIFIN— SNO SN1 SN2 SN3 Nil
1RE8 =5 1RE8 =8 1RE8 Nil
AER/OYS {RE8 AER LockO Lockl Nil \

F—A5mAHED/EEA
7T ’“i = Data0 Datal Data2 Data3 0-3
F—AmAHFEDIESTIA
7~ - = Datad Data5 Data6 Data? 4-7
T—HsRHEDIETIA

» Data8 Data9 DatalO Datall 8-11
F—ARAHFEDIESTIA >
s iw =1 pata12 Datal3 Datal4 Datal5 12-15
T—AmHEDIETIA

# Datal6 Datal7 Datal8 Datal9 16-19
T—AmHEDIETIA

» Data20 Data2l Data22 Data23 20-23
F—ARAHFEDIESTIA
795 iw =1 Data2a Data25 Data26 Data27 24-27 J
F—AmAHEDIEEA
7 - =1 Datazs Data29 Data30 Data31 28-31
F—ARAFEDIESTIA
7 - =1 Dpata32 Data33 Data34 Data35 32-35
T—HmHEDIETIA

# Data36 Data37 Data38 Data39 36-39
T—AmHEDIETIA

# Data40 Data41l Data42 Data43 40-43
T—HmHEDIETIA

» Data44 Data45 Data46 Data47 44-47
F—ARHFEDIESTIA
7 ’“i =1 Datads Data49 Data50 Data51 48-51
T—A5mHFEDIESA

% Data52 Data53 Data54 Data55 52-55
T—A5mHFEDIESA

#
T—HmHEDIETIA

- Datal984  Datal985 Datal986  Datal987 1984-1987

F|14 : NFC IA—SLH914T 2 SRILOXAEYRYT (2000 /U1 K)
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157=4970v9 (16 X4 USB TINABFPR

M) LAANDT IR
F=A)=H—I5149— Block 0 0-15
— A MDESIAH Block 1 16-31
— A MDESIAH Block 2 32-47
— A MDESIAH Block 3 48-63
— A HERDIEE A Block 4 64-79
— A AN IEEIA Block 5 80-95
— iR ED/ESIAH Block 6 96-111
— iR ED/ESIAH Block 7 112-127
— iR IDIEESIAH Block 8 128-143
T HIMDIESIAH Block 9 144-159

15 : FeliCa h— ROXEUTYT (160 /81 1)

20

FIAWD : J0v% 0 7—%:{10h, 01h, 01h, 00h, 09h, 00h, 00h,
00h, 00h, 00h, 01h, 00h, 00h, 00h, 00h, 1Ch}

FIANRMIOVI 0 DF—H NFC 54T 35T DB MEIEIRI OV

SER -
1. FeliCah—RIZil—3a>0HR—MIBBSILE I EGRAED/IESIAH,
2. FeliCa h—RERIES (IDm) FI1-HICE BET. X—H—J—RNH* (0388) ICETEENTLFY,

6.1.11.2. A—=RIZalL-33>D7—H%5xH#HD (Read Card Emulation Data)
(NFC IA=F L5147’ 25A)l) [E0 00 0060 04 ...]

COOYYRIEN—RIZIL—33>h— ROFT—9%5HEBEDHIERENET,

N>R
CLA INS P1 AV RTF—514>
Read Card BIBAATE
Emulaton | EOh | 0oh | 0oh | 60h | 04h | 0oh | NFCE=K | O Ex
Data wh
HEI1-R
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CLA INS P1 P2 ANIRTF—H14>

4 Elh 00h | 00h | 00h & F—4

#anATtyb . 1)0A b - 2R 14 FA Data0 i"50D7 RLX
R 1)1 b -A =

6.1.11.3. B—RIZ1L—-33>DF7—HBEFAE (Write Card Emulation Data)
(NFC IA=5A94F° 2 5AJL) [EO 00 00 60 ...]

ZOIYURIE IZab—bENeh— FMOEEAHICERENTVEY,

N>R
AXVRTF—51>
Write Card NFC | #&taA7
Emulation | EOh | ooh | ooh | 6oh | TSt | o1n | Ex | 74
Data 04h TR ek
HEI-R

& IXVRF=51>

R Elh | OOh | OOh | OOh | 03h Ea 90h 00h

NFC :&fmE—R : 1 )\/ b

i |

BrL
02h NFCIA—=S L1 T2 NE-R
03h FeliCa
ZOAh Hh—RU=F545E-R

BaaATEYh ¢ 1 )84 b - & 14 B Data0 H507 RUX
& 1A~ -\A N2
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6.1.11.4. A—RIZalL—-33>D7—9%55%#HD (Read Card Emulation Data)
(NFC TA=SALHA4T 25R)) (HE5E)

COIXYREH—RIZIL—23>h— ROFT -5z HHEDIHIAERENET.

EESZN
CLA INS P1 P2  Lc ANIRTF—51>
Read Card NEC ff}gﬂlﬁ‘jj‘t“] ,yﬁgﬂlﬁ‘j'jt
Emulation EOh | 00h | 01h | 60h | O5h | OOh . N whk R&
Data =K
Bit [15:8] Bit [7:0]

AXIRTF—H14>

BBATEYN ¢ 284k -3 14 th SN O HST7 RL A% 5EHERD
RS 1)\ hM=5RHEWEFED/NA

6.1.11.5. h—RIZaL-33>DF7F—H9EEAEL (Write Card Emulation Data)
(NFC TA=SALHA4T 25R)) (HEE)

ZOIXUREF IZab—bENEh— FOEESIAHERETNTVET,

IR
CLA INS | P1 | P2 ANIRTF—51>
Write Card a4 NEC ATy | BieATE =
Emulation EOh | 00Oh | 01h | 60h 01h . [N wh R
Data 05h E-—R e

Bit[15:8] | Bit [7:0]

ISEI-R

[FRe=s CLA | INS P1 ‘ =) Le‘ IXYRF=H1>

fER Eih | 0Oh | 00N | 00N | 03h Ex 90h 00h

NFC &2feE—R : 1)\1k
RRE GLL

02h NFCIA—SLFL T2 E-R

Z 0t h—RU=HI1515E~R

BEAJEYh 0 24 h - R 14 R SNOHST RLAZESAD
R 1A M-BEAHTFED) A b
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6.1.11.6. NFC IA—=TAFALT 2 INIVIEEE ID ZE%FE (Set Card Emulation of NFC
Forum Type 2 Tag ID) [EO 00 00 61 03 ...]

ZOIN> M. IZal—h&NTz MIFARE Ultralight @ UID Z5%E 9 328bICfERAENTVEY,

INOR

P1 P2 Lc INIRFT=51>
Set Card Emulation Lock Data EOh 00h | 00h | 61h | 03h 3)\1/hD UID

ISEI-R

AXIRF—H1>

ER Eilh 00h 00h 00h 02h 90h 00h

6.1.11.7. NFC h—RIZalb—-33ay0OvI7—-90vI%i%EISD (Set Card Emulation
Lock Datain NFC) [EO 00 00 65 01...]

COIY>RIE NFC BER, h—RIZal—33>07 4920909 3IERINE T, T—Ih0vIEnse,
NFC TEFZXBENTEF A,

YUK

P1 P2 Lc AXIRT—=51>
Set Card Emulation Lock Data EOh 00h | 00h | 65h 01h ovy

ISEI-R

AR RF=H1>

e Elh 00h 00h 00h 01h Ov’

Ov7 : 1 ){/ b—NFC BETEERIINBVESILC. T-9%RELET,

24E)CS
BN A 5o
Bit7~2 {REZ {REB
9% 745 NFC BIETREMISNELA, USBEE | [TIB
Bit 0 NEC IA—554F | IXNVRTT—9%2ZEETEET, 1 OvIEEL
I
29T EBMT S CF3
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6.1.11.8. B—RIZ1L—>3>® FeliCa M IDM Z5&FEJISD (Set Card Emulation
FeliCa IDm) [EO 00 00 64 06 ...]

ZOOYYRIEN—RIZIL—33>0 FeliCa h—RLET. 6 X1 D FeliCa h— RIS &EETBIH{ERINE

CLA INS| P1 P2 Lc

AIVRF -1y

Set Card Emulation FeliCa IDm EOh | O0Oh | O0Oh | 64h | 06h IDm

ISEI-R

5&E CLA INS| PL P2 Le F—#4iih

%55 | E1h | O0h | OOh | OOh | 06h IDm

20
IDm 6/)\1/h~

6.1.11.9. h—RIZ1lL—33a4REEHS (Get Card Emulation Status) [EO 00 00 69
00]

COIYYRIE NFCIBEDR, h—RIZ1L—33>0F—9%BEI3oIERINFET,

YR
YUK CLA INS P1 P2 Lc
Get Card Emulation Status EOh 00h 00h 69h 00h
SEI-R

Pee=] Elh 00h 00h 00h 01h IRRE

REE : 1/)0( b

BEINSA—H

Bit 7 ~ 6 (RE8 fmen

Bit 5 BEEh— RO 7 )7 1716eEn: 1=707171tEn3

Bit 4 BN — R 1=h—-Rp¥9nr

Bit 3 B — PR ERFRAERDEL 1=3IRTOT—INFHEAEDELL
Bit 2 B — PO FRHERDELE 1=F-INGEHEDELL

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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BENSA—5
Bit 1 BEEN—RESAFAN 1=T-9E&AFHNEC
Bit 0 BN — kRN 1=H—MRt
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6.1.11.10. ¥=21b =332 NFC TA=FLFM1T’ 2 SANE—-RDIVI R TV R

OOV Rty ME. ACR1555U @O NFC JA—3L54T 2 SARIE—REIZ1L— MU, ACS A M NJHUET
https://www.acs.com.hk, 27w :

1. ROIVVREERALTHI—-RYZ1L-332E-RICADFT,
o IXfEN-PFIZIL—-33>F-RICAS (Enter Card Emulation Mode)
EO0 00 00 40 03 02 00 00
2. TFEOINYRT NDEF F—9ZZHTVEY, T-HIEEET :
o XEHN-RIZIL—-33007-HEFEEHAEL (Write Card Emulation Data) (NFC JA—3A
H14T 235N)1)

EO0 00 00 60 1A 010200 16 E1 10 F4 00 03 OF D1 01 OB 5502 61 63 73 2E 63 6F 6D
2E 68 6B FE

IV Ry I KW URL 7RO NIBLET

https://www.example.com/this/is/a/very/long/url/that/keeps/going/on/and/on/with/even/more/segments/
added/to/make/sure/it/exceeds/the/typical/length/limit/of/260/bytes/which/is/surprisingly/easy/to/do/ifly
ou/keep/adding/more/and/more/segments/like/this/one/and/even/more

ACR1555U T NFC JA—3L5947 2 SRIVE-RE3Z1L—23oUET. « AT :
1. ROINIRZERLTH—RIZ1L—232E-RCADET,
e H—RIZ1L—33>F—-RICAS (Enter Card Emulation Mode) %ZiX{E9%
EO 00 00 40 03 02 00 00

2. TEOINVRT NDEF 7—9%2EEET :

o N—RIZIL—3300F—HEZAL (Write Card Emulation Data) (NFC JA—3AF1S
2 INJL) OV RZEIXRIETS NDEF Xwtz—>(F 256 /N1 MaiBZ 2. 2 DOEPDCHIT
NFC JA—SL91T 2 9 (RETINEBNHDET .

EO0 00 00 60 AC 010200 A8 E110F4 0003 FF 0109 C1010000010255026578
61 6D 70 6C 65 2E 63 6F 6D 2F 74 68 69 73 2F 69 73 2F 61 2F 76 65 72 79 2F 6C 6F
6E 67 2F 7572 6C 2F 74 68 61 74 2F 6B 65 65 70 73 2F 67 6F 69 6E 67 2F 6F 6E 2F
61 6E 64 2F 6F 6E 2F 77 69 74 68 2F 65 76 65 6E 2F 6D 6F 72 65 2F 73 65 67 6D 65
6E 74 73 2F 61 64 64 65 64 2F 74 6F 2F 6D 61 6B 65 2F 73 75 72 65 2F 69 74 2F 65
78 63 65 65 64 73 2F 74 68 65 2F 74 79 70 69 63 61 6C 2F 6C 65 6E 67 74 68 2F 6C
69 6D 69 74 2F 6F 66 2F 32 36 30 2F 62 79 74

EO 00 00 60 6E 01 02 A8 6A 65 73 2F 77 68 69 63 68 2F 69 73 2F 73 75 72 70 72 69
73 69 6E 67 6C 79 2F 65 61 73 79 2F 74 6F 2F 64 6F 2F 69 66 2F 79 6F 75 2F 6B 65
65 70 2F 61 64 64 69 6E 67 2F 6D 6F 72 65 2F 61 6E 64 2F 6D 6F 72 65 2F 73 65 67
6D 65 6E 74 73 2F 6C 69 6B 65 2F 74 68 69 73 2F 6F 6E 65 2F 61 6E 64 2F 65 76 65
6E 2F 6D 6F 72 65 FE

IR :

NDEF (NFC F—#HHEJA—-XvE) (BT 255 MRIBIRERTEE THEI 2 ENHDIHE(E. NDEF {1ik%

SIBIZE2BENDLET , COMAAERTIE. NDEF LI— ROBELHERCOVWTELEMIBHA RSA>LEEHIE
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IRERAL. NSO NDEF LO-R({E NFC F—=9DA>9392a(CEUERENTVET . NDEF TR,
ACR1555U 7\ ZARIE(CH TS NDEF IV REFT—ADfEGREFI B E % ZIBE T DD(IHIIBE T,
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6.2. ICCEscape AV¥>R

6.2.1. h—REIRES (Get Card Power Configuration) [EO 00 00 0B 00]
ZOIXVRIE, ICC h— ROEFRIERZEVS S DI2DIEREN., RAIDU—H/51 BRROMHAERENET,
IR

Get Card Power
Configuration

EOh 00h 00h 0Bh 00h

ISEI-R

e Elh 00h 00h 00h 01h h—RERARE

6.2.2. h—RERBEBERE (Set Card Power Configuration) [EO0 00 00 0B 01...]
COIN>RIFE ICC h—ROEREBEZKTE I IFCENNE T RYIOU—F /51 IHERRICOHERINFT

Set Card Power Configuration EOh 00h 00h 0Bh 01h [T}

EEI-R

IIVRF 51>

#tEa Elh 00h 00h 00h 01h h—REREE

H—-FOERECE (1/(4H)

h—-FEIREE

00h HERE. 1.8V -> 3V -> 5V
01h 5V D

02h 3V ODH

03h 1.8V DH

04h B#&H. 5V -> 3V -> 1.8V
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$— NEREE

ZOAth RFU

FTIAWNEE — 04h (BEHRL. 5V -> 3V -> 1.8V)
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6.3. BB Rl EfhdD Escape AV R

6.3.1. I7—LADI7IN-I3VEE (Get Firmware Version) [EO 00 00 18 00]
COINRET7—LD1T7DIN-23>%Z AFIRRAENDNE T,

INOR

Get Firmware Version EOh 00h 00h 18h 00h

IANIRFT=514>

7 — DI\ —>
R Eth | 00h | 0oh | 0oh | Fr-smrTON-SpomEs | LT

3>
11
N>R EO 00 00 18 00
BEI-R: E1 000000 12 41 43 52 31 35 35 352046 57 20 31 2E 30 30 2E 30 30

16 EET7—LAD17)\—-23> 1 41 43 52 31 35 35 35 20 46 57 20 31 2E 30 30 2E 30 30
ASCIl I7—LAD17D)\->3> @ ACR1555 FW 1.00.00

6.3.2. YUPIF>IN—-H48 (Get Serial Number ) [E0 00 00 47 00]
ST N-%EUS T B8FCCOIN REFEAULET,

Get Serial Number EOh 00h 00h 47h 00h

EER Elh 00h | 00h | 0Oh 7N FIIN-DES 7N FIN—
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6.3.3. USB SBikFAID S/N Z58EI S (Set S/N in USB Descriptor) [E0 00 00 FQ]
COIN>R(E USB SRR FAID S/IN Z5%TE I DIesHENNE T,

INOR

ATV RF =51

- USB S3t A0 SN
Set S/N in USB Eoh | ooh | ooh | Foh | 02n | oOOh BT
Descriptor 55393

INS | P1 | P2 | Le

USB 2t FAID SN %
4EER Elh | OOh | 00h | 00h | 03h m; 90h | 00h
Bh93

USB 2t FAID SN #8319 (1 )8/ )

USB SBil-FAD SN 2B%193

00h USB stk FID SN Z#EEXh9 3

01h USB S0t FID SN &#B%19%

6.3.4. JH—HIHODNE-BHFE (Set Buzzer Control - Single Time) [EO 00 00 28 01
o]
COIN> REBEREOITY %2R EITDHIEREINET,

INOR

Buzzer Control EOh 00h 00h 28h 01h JH—IREE

JGEI-R

P2 Le INIRTF—=H1>

R Elh 00h 00h 00h 01h JH—IREE

TH—-DIREE(L /N1 H)
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00h

OFF

01 ~ FFh

A>. SR 10 ms ZEfIICTD

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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6.3.5. JH—HIFHODENTE-FE4E (Set Buzzer Control - Repeatable) [E0 00 00 28 03
o]

ZOIN> RETH-DEEAZ S E S Bl fERENFIEHA

IR

IHEI-R

ARXIRF—=H1>

R Elh 00h 00h 00h 03h JH—4REE

TH—-DIREEB /N1 M)

BRIENSA—5— H—IRiE

JNSA—45—1 — )1k O 01 ~ FF: ACT 350 RIE 10 ms =
ABEREE o
gﬁﬂu?é
NS5A—5—2 — 1k 1 OFF EsRgi: 01 ~ FF: OFF (CY % #5#cbsE(& 10 ms
T RS
INS5A—H—-3 — J{(h2 E0IRUOIER 01 ~ FF: #&hirU[E]#%

6.3.6. LED JREEHR{S (Get LED Status) [EO 00 00 29 00]
OOV Ri LED DIREEAZERIS T 31 fERENET,

IR
aNUR ‘ INS P1 P2 ‘ Le
Get LED Status EOh 00h 00h 29h 00h
JGEI-R

IRVRT=514>

ste Elh 00h 00h 00h Olh LED 1ARE
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6.3.7. LED #llf#l5%3%E (Set LED Control) [EO 00 00 29 01 ...]
ZOIX> R LED HlfHZE%TE T Dl fEDNF T

INOR

Set LED Control EOh 00h 00h 29h 01h LED JK&&
IHEI-R

AIVRF -1

HER Elh 00h 00h 00h 01h LED JARE

LED 4REE (1 )X(1 M)

LED 1Ri& ‘ =i

Bit O : #&kM LED 1=0ON; 0=OFF
Bit 2 = 5 LED 1=0ON; 0=OFF
Bit 3 : =0 LED 1=0N; 0=OFF
Bit 4-7 : RFU Tt

6.3.8. Ul {2/EHV4S (Get Ul Behaviour) [E0 00 00 21 00]

ZOIN> R PCD Ul DI FZHVS I BIesh(TfEREN . MBOINVY REA I L RGREZRIF TEET . RAID
U= 151 IRERRICDIHERENE T,

Get PICC Ul Behaviour EOh 00h 00h 21h 00h

IHEI-R

ATV RF—51Y

pe3=c] Eilh 00h 00h 00h 01h PICC Ul ##/E
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6.3.9. Ul ¥RYFS%E (Set Ul Behaviour) [E0 00 00 21 01 ...]

ZOIXVRF PICC UIBIEDNSA—ZFHTE T DIeohEDNF T,

INOR

CLA INS P1 P2 Lc

Set PICC Ul Behaviour EOh 00h | 00h | 21h | O1h PICC Ul 21k

IHEI-R

IRVRF=514>

b=z E1lh 00h 00h 00h 01h PICC Ul 21k

Bit O e (LED MNEGEIRT D)
Bit 1 H—ROIEREFS (LED 524T)
1=8%T
Bit 2 H—ROMEIE7974718 (LED £47) J—H—QUiiE | @
1 = fERH(C

Bt 3 D=7 FFHEBIKICABAARY N (TH—H—EFHY(CIE 05 T

3)
Bit 4 H—RE7>FFHEEHBSHTARY N (TH—H—BF(C

183)

PICC TI#) Ns%TE- 1Fh

R -
1. UBREOYROEE,/FREICSAMAAII-RAIEFNTLFE A,

6.3.10. BLE Ul ##4FHUS (Get BLE Ul Behaviour) [EO 00 00 4B 01 05]
ZOIX> R LED D3R FZFHIDIRICfERINF T,

IR
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CLA | INS P1 P2 Lc

Get BLE Ul

) EOh 00h | O0Oh | 4Bh | 01h 05h
Behaviours

AIVRF -5

b=z E1lh 00h 00h 00h 01h BLE 785 Ul 121E
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6.3.11. BLE Ul {2F5&%%E (Set BLE Ul Behaviour) [E0 00 00 4B 02 05 ...]

COIX> RIEED BluetoothLED 1#4E%RTEI Bl fENNE T,

F—ah
N=D)
Set BLE Ul Behaviour | EOh | 00h | 00h | 4Bh | 02h 05h BLE UlI2{E
BEI-R

IIVRF 51>

=) Elh 00h 00h 00h 01h BLE UI#F

BLE UIRIE-1 /A EYMNRIERDEDTY

BIEIISA
5
1=8B3CT
LEDA-5-5 | 2
Bit 0 B BLE LED A5 —(CHIfES o
ﬂé 0= ﬂgl)‘\ﬂ(u?
5)

BLE OFT JAILNEETE _ 01h

6.3.12. AU=DFE—RATY3>DHUS (Get Sleep Mode Option) [EO 00 00 50 00]
ZOIARY REF /A RN RY—TE— RICABH( Y~ % MR I BB (CIEAENE T,
FEE  J7—-LAD17)\-23> 1.02.04 LIBFETOHEFRTIEE

IR

Get Sleep Timer Option EOh 00h 00h 50h 00h

JGEI-R

Page 138 of 151

ACR1555U - UJ7L AN =27 ) info@acs.com.hk

N—33> 1.08 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

pr=c] Elh 00h 00h 00h 01h =
70 :
Bl 1IN 947 -
00h=60s (FI7#)LN)
01h =90s
02h = 120s
03h = 180s

04h = RJ=TJURW
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6.3.13. AU=JE—RATYa>DERE (Set Sleep Mode Option) [EO 00 00 48
o]

60 FUEICAGIRIELRWVBE. TIALRTE, U=F—HRU—TE—RAZT, OV RETNA ZNRY-TE—

RICAZHEICOB RIRIMRZ s E 3 25 (CERENET.

FR  J7—-ADI7)\—-23> 1.02.04 LB TOHEFERIEE

Set Auto Power Off EOh 00h 00h 48h =355
EI-R
IXYRF—=4591
>
58 Elh 00h 00h 00h 01lh B
00
BFRE 1)\ b, BFRE
00h=60s (FI#)LN)
01h =90s
02h =120s
03h =180s

04h = ZY—-JLAWL

6.3.14. Tx J{\O—HBYBEHIS (Get Tx Power Value) [EO 00 00 51 00]

ZOIY> RiE Bluetooth @ Tx ND—%5HERBIRICERAINF T,

IR

Get Tx power

EOh 00h 00h 51h 00h
Value

ISEI-R

fER Elh 00h 00h 00h 01h TxND—
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6.3.15. Tx JX\O—BUBESRTE (Set Tx Power Value) [EO 00 00 49...]
COIX> R Bluetooth @ Tx /ND—ZEIE I BBR(EHINET,

IR

Get Tx power Value | EOh | 00h 00h 49h Tx /){D—
IHEI-R
XV RT—=H4
>
F5ER Elh 00h 00h 00h 01h Tx -
O :
T™x IN9— 184k

00h =-23 dBm . BE&# : ~3 X—45—
0l1h=-6dBm (FIA)Lb) | iBRE 1 ~7 A—H—
02h =0 dBm. FER&f : ~17 X—45—

03h = 4 dBm. E6%# : ~25 X—4—

T I4), ME —-01h

6.3.16. MAC ZRLZAHWE (Get MAC Address) [EO 00 00 43 00]
ZOIY>R(E BLE U—4—0 MAC 7 RL 2% 5w+ ERBBRICEREINE T,

Get MAC Address EOh 00h 00h 43h 00h
IHEI-R

4 Elh 00h 00h 00h 06h MAC ZRL X

Z0H
MAC 7RL X 6 /1~
AA:BB:CC:DD:EE:FF (UNLI>RIA—-IYR)
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BLE MAC 7KL R : FF:EE:DD:CC:BB:AA

6.3.17. BLE BUX&#rHNS89 3 (Get BLE Advertising Name) [EO0 00 00 44 00]
BLE BuX#&#e 5 A BB (CCOIV> RefERLE T,

IR

Get BLE Advertising Eoh 00h 00h 44h 00h
Name

AXIRTF—H14>

=] Elh 00h 00h 00h length BLE KBUXELZFR
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6.3.18. NwFUHS (Get Battery Level) [EO 00 00 52 00]

COOVYRFIRTFEDOEMIXRERE I BIHIERINET,
3 : Read Writer i Bluetooth E— RICR>TWBIBEICOHERATEEY.

INR
aY>R CLA INS P1 P2 Lc
Get Battery Level EOh 00h 00h 52h 00h
IHEI-R

FhR Elh | 0Oh 00h 00h 01h Ethie

fio

TihA= 184k
64h = 100%%% &
5Ah = 90%%% £
50h = 80%3% &
46h = 70%5% £
3Ch = 60%%E
32h = 50%5% £
28h = 40%5% &
1Eh = 30%%% 2
14h = 20%% =

OFh = 15%%% 2

6.3.19. BLE NA/>RLI—FR0DHIER (Remove BLE Bonding Record) [EO 00 00
5B 00]

BLE /N1 > RLO—RZHIBRI BledfENNET,
3 USB E—ROY—H—S/9—DIHIEARLET .

IR

Remove BLE Bonding Record EOh 00h 00h | 5Bh | 00h

ISEI-R
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6.3.20. BLEB{EE—REH#ES (Read BLE Communication Mode)
BLE @St R AHERCCOIV REERLET,

aROR

aYUR CLA INS P1 P2 Lc
Read BLE Communication Mode EOh 00h 00h 77h 00h
WEI-R

faR Eilh | 00h | 0Oh | 0Oh | O1h BEE-R

6.3.21. BLE MWB{ET—REXE (Set BLE Communication Mode)
BLE @{EE— R&ENTEIBFICCOIN RERLETD,
A7y (1) ELEZEUELED,

N>R

IHEI-R

wteg Elh | 00h | O0Oh | OOh | 10h 16 )1 bOELZL

Lc

E5{baniz 16 )\ MELER
Set BLE Communication Mode EOh 00h | O0h | 77h | 20h +
E={bansz 16 {1 hME—RME

20

BWEE-—R 15 \1/ MEE(E

HER Elh 00h 00h 00h 01h BEE-R
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BIEE-F =k
00h BASC
01h Foalt
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6.3.22. BABYAY—F—-UFAM b= (Customer Master Key Rewrite)
BARNAA—F—%5%EIBF(CCOIV REFERLET,

A7v7T (1) ELEEESLEY,

IR

CLA INS ‘ P1 P2 Lc

Get Random Number EOh 00h | 00h 75h 00h

IHEI-R

steg Elh | 00h | O0Oh | OOh | 10h 16 )1 bOELER

A7vT (2) BBEXATF—DLEE :

ES{bensz 16 /U1 hELER

Customer Master Key Eoh oon | oon | 76n | 20n +

Rewrite BESSNE 16 N1 MOFTLLIYR
H—F—

ISEIREED—R (B%Ih)

ER Elh 00h 00h 00h 02h SW1 Sw2

SW1 Sw2 i R \
90 00h BRI

67 00h SR

6.3.23. ERAIIS—HhIA%FTHMHAL (Read Authentication Error Counter)
COOX ROEREE IS —hU> A% HERBEEC{EDN S,

IR

YUK CLA INS P1 P2

Read Authentication Error Counter EOh 00h 00h 72h 00h
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I5-hU> 9% 84E 1Ak
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{38 A. NDEF Avt—3

COtH23>TlE. NDEF Xyt—2%EAUT NTag ([C URL ZI>I—-RIB5AECDOVWTERBALE D,

COINYROT—=HAIA-Xy bz THRULEWES. “NFC Forum NFC Data Exchange Format (NDEF)
Specifications 1.0"2ZBU TE&EL,

& :

NDEF Xytz—2 ={ D1 01 0B 55 02 61 63 73 2E 63 6F 6D 2E 68 6Bh}

0 D1 1 NDEF AY4, TNF = 01h, SR=1. MB=1. ME=1

1 01 1 LI-R&EDEE (1)N1H)
2 0B 1 URIR/O-ROEE (11 /81K)
3 55 (“U”) 1 Ld—RyLTU”
4 02 1 BEEE“http://www.”
61 63 73 2E 63 6F . ,
5 6D 2E 68 6B 10 URL B1&. “acs.com.hk

Ntag (CI>J—K = {03 OF D1 01 0B 55 01 61 63 73 2E 63 6F 6D 2E 68 6B FEh}

0 03 1 TLV AY4, 03h = NDEF Xytz—>
1 OF 1 NDEF Xyt—>nEZ (15/)(14h)
D1 01 0B 55 01 61
2 63 73 2E 63 6F 6D 15 NDEF Xytz—>
2E 68 6B
17 FE 1 TLV AY4, FEh = #& T 50§%
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{1i#%B. OvhEYMAREEAOYVMNEYRMIS—

% Bulk-IN Xytz—>(2(E, AOVREYRIS—¢EX0OYREY MREEL S ZADEN S FN TWET,

0 - ICC HMFAEUL. 7IT4TIRRE (ZEFRBNIA> . RSTIES
HIE795747)
0 bmICCStatus sbyh | O 1. 1 —ICC\ FFEVEINIET 74T U\=RII7IS5-DrHIEY
2 | IF4IERIEAD)
2-ICC ’MFRELBL
3-RFU
2 bmRFU 4Bk | RFU | Z¥—NRRY—-FT—-9DEE (15 /)X4H)
0 - YUIB(ZTS—H%0)
5 bmCommandStatus | 2wk | O 1 1-5KB (I5-LSRACLBIF-0-R)
2 | 2 BEREEEEM IR
3-RFU
+16 : AOYREYRRT—HRAL SRS

AJHEDIRE

FFh CMD_ABORTED IRANRIEDO7I71ET 1% IELEUIE
FEh ICC_MUTE ICC Li@BfE9 %85, CCID M1 L7IN
FDh XFR_PARITY_ERROR ICC LIBIE9 28T/ WF4I5—

FCh XFR_OVERRUN ICC LIBETB0F(CA—/N-5>I5—
FBh HW_ERROR HWENRN\-ROI7IS-IMRELVELE
F8h BAD_ATR_TS

F7h BAD_ATR_TCK

F6h ICC_PROTOCOL_NOT_SUPPORTED

F5h ICC_CLASS_NOT_SUPPORTED

F4h PROCEDURE_BYTE_CONFLICT

F3h DEACTIVATED_PROTOCOL

F2h BUSY_WITH_AUTO_SEQUENCE BE)S -4 T

ACR1555U - UI7LYANZ17 )

N—33> 1.08
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A HEDIRE

IN> RZALIBLTVWS A0V ME 2 BEHOIN> RZ

EOh CMD_SLOT_BUSY o
XIETD
COh h*5 X
I1-Y-E&
81h T
80h KU}
WEES | RFU
#1BxHBIE

01h : dwLength I5—

05h : bSlot fFFELRL

07h : bPowerselect T5— (HR—h&NRLY)
08h : wLevelParameter T5—

0Ah : FI - DIRTUZ TR EIEBIR— han
TOWEEA

0Bh : TCCKTS {SX—5#&%)

OCh : {REERFRETHR— ML)

TR A5 | H— RENTUBWIT—Xvt—)t55—5 | 0PN T=0
0lhET | DAVTWIR WI N ET(EHR— haNTLEEA
T=1
BWI E£z(& CWI BRI ETZ(EHR— hanTw
FEA

OEh : EBERENHOvEIEOYR— M ERDF
FelEHR—hanTVEEA

OFh : IFSC KEESHERNEI(EHR—hanTu
FHA

10h : NAD BUENERDEZ(EHR—heNTOE
BA

00h COIX> REHYR—-NCEER A

17 : AOVREYRIS—L R4 (bmCommandStatus = 1)
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